Spielberg Solutions GmbH

FileDirector 2.5
Enterprise & SBE

Installation Guide

¥ Spielberg

FileDirector 2.5 Software Licence Agreement q 1



Disclaimer

Spielberg Solution&mbH makes no representation or warranties with respect to the tsootarse of this
document and specifically disclaims any express or implied warranties of merchantability or fitness for any
particular purpose. Furthegpielberg Solution&mbH reserves the right to revise this publication and to
make changes to its cemt, at any time, without obligation to notify any person or entity of such revisions
or changes.

Further,Spielberg Solution&mbH makes no representations or warranties with respect to any FileDirector
software, and specifically disclaims any expresgglied warranties of merchantability or fitness for any
particular purpose. FurtheBpielberg Solution&mbH reserves the right to make changes to any or all parts
of FileDirector software, at any time, without obligation to notify any person or @ftiych changes.

Copyright

© 2011 Spielberg Solution&mbH. All Rights Reserved.

No part of this document may be reproduced, transmitted or stored in any form or by any means, electronic
or mechanical, for any purpose, without the express written peomigESpielberg Solution&mbH.

¥ Spielberg

FileDirector is a registered trademarkSyielberg Solution&mbH.

Microsoft, Windows, Windows NT and Windows 2000 are either registered trademarks or trademarks of
Microsoft Corporation.

Other product and company nasnmentioned herein may be trademarks of their respective owners.

For further information

Africa, Asia, Europe & USA UK & Eire
Spielberg Solutions GmbH Spielberg Solutions Ltd
Obere Kaiserswerther Str. 17 2nd Floor, Imperial Buildings
D-47249 Duisburg 70 Victoria Street
Horley, Surrey
RH6 7PZ
info@spielberg.de info@spielbergsolutions.com

2 1 Software Licence Agreement FileDirector 2.5


mailto:info@spielberg.de
mailto:info@spielbergsolutions.com

Content s

Software Licence Agreement 9
FileDirector Software Licence Agreement..........coovcveeeiiiieeeniiieeeesiieeeenans 9

DL o =TT T RO TPPRPRRRN 11

Introduction to FileDirector 12
WeEICoME 10 FIlEDIIECION ... .uuueiiiii s 12
MiICroSOft INET ... 12

XML- based data storage and eXChange ...........ccooveieiiiiiee i 13
Requirements 15
Supported OPerating SYSIEIMS .......uuuuiiieieeiiieeereeeeeeeerereeeeeeeeeeeeerererrreeerrrererrrrrer—... 15

ST A= PP P PP PPPPPPPPPPPPPPPPR 15

(O 1T=1 o | S PRPPPPPPPPPIRt 15

Database .......ooooiiii 16

(@] = Tod [P PPPPPPPPPRt 16

MINIMUM FEQUINEIMENES .....iiiiie ittt e e e sbneeeeanes 16

ST Y= USRS 16

(O 111 o | S PPPPPPPPPPIRt 17

FileDirector LICENSING ......ccovvieii e 17
(ot g (ot o CoTod=To LU | (= 17
GEtSIIECOUR.BXE ..eeeiieeeie ittt ettt e e e e sttt e e e e e s e anbbbeeeeeeeeeannnnes 17

Serial NUMDET ... 18

SiteCode T file *fAS ..o 18

GEL CRIMIFICALE ...ttt e e et e e e e e e e e aanes 18
Activate License on FileDir€Ctor SErVEr ... 18
FileDirector licensing through the ConfigULility ..........ccccooviiiiiiiiiee 19
LIiCENSING PrOCEAUIES ....coiiiiiiieiitiiee ettt et e e aaes 19

SINGIE SEIVET lICENCE ... 20
WeEDGArdeN-LICENCE .....oovie ittt a e e e e e e e e e an 20
Settings fOr 2000/XP .....ccoiiiiieiiiee e 21

Settings for IS 6 (2003 SEIVE) ....ccuviviiiiiiiieeieeeeeeeeeeeeeeeeeeeee e ee e e e e eeeees 22

WEDFAIM - LICENCE ...ttt 22

Install FileDirector Server on Server 2000/ 2003 25
(@ A AT P PPPPPPPPPPPPPPRt 25
Important for installation of IS and NET .......ccccciiiiiiiiiiiiece e, 26

Hints to the host of FileDireCtor SEIVErS .......cccceevvicciiiieeie e eeecieeee e 26

Configuration of .NET FrameworkK...........ccooiuiiiiiiiiiiiee e 26
Windows 2000 and XP operating systems with IS 5.............ccccccoonnnee 26

Windows 2003 server With IS 6............uuuiiiiiiiiiiiiiiiiieeans 26

More settings in WIindows 2003 SEIVET .........ccoeeiiiiiiiiieiiee e eiiiiiieeaaa e 27

Installation of the FileDirector SErver.........ccccceeiiii 29

S| (= SRS 30

VIFtUAI DIFECLOIY ....teeieiie ettt e e e e e e e e e e anees 30

APPHCALION POOL.......cooiiiiiiiiiiie e 30

D11 S 01 R 30

WHhat iS INSAIIEA? ..o e 31
Configuration of the virtual dir€CtOrY ..........cooviiiiiiiiee e 32
SettiNgS fOr SETUPS....cii ittt s e e e e 34

Install FileDirector Server on Server 2008 and 2008 R2 35

FileDirector 2.5 Software Licence Agreement q 3



(@ VT RV =L 2N 35

Important for installation of IS and .NET .........ccccoocciiiiiiieeiiiicciiieeeeeen 36
Hint for host system of the FileDirector Server: .......ccccccceeevevicvneeeeeeennn. 36
Installation on a Microsoft Windows Server 2008 ..........cccccovvveeeeiiieieneniiieee e, 36
Deactivation of the user account control (UAC) .........ccoovevieeiiiieeeiiiinneen. 36
INStAllAtion OF 1S 7 .....eeeiieieee e 36
Overview of the installed Role Services.........cccoccoeiiiiiiiiieieie, 37
Installation of .NET Framework 3.0........cccuuviiiieiiiniiiiiiecee e 37
Configuration of the 1S 7 ......ccoiiiiiii e 38
Application Pool: FileDireCtor SErver .........cccccevieiieeiiiiiieee e 38
Application Pool: FileDirector Web Server.........cccocceeeeeiiiciiineeeeee e 39
Installation of the FileDIreCtOr SEIVET .........cooiiiiieiiiiiee et 40
S (= RSP 41
VIrtUAI DIFECIOIY ...uuiiiieii e e e ittt e e e s r e e e e e s e e re e e e e e e e e eannnes 41
APPHCAtION POOL........uuiiiiiiiiiiiiiii e 41
DISK COSE ...ttt e e e e e 41
What IS INSTAIEA? ... e e e 42
Configuration of the virtual dir€CLOrY .........coccuveiiiiiiiiiiie e 43
Settings for FIleDIrECIOr .........oviiiiiiie e 43
Settings for FileDirector Web ..o 44
Settings fOr SEIUPS....oiviii et 45
Server Configuration 49
OVBIVIBW.... ettt ettt et e e e s s h bttt e e e e e e e s bbb et e e e e e e e s nbbbeeeeeaaeeeannnnes 49
ST=] 4= SO PP PPPPPPPPPPPPPPNY 49
USEIE @NO GIOUPS ...eeeiitteee ettt ettt e e ettt e e sttt e e s st e e e s sttt e e s ssbe e e e e sabb e e e s sabeeeessabeeeesane 51
BUIIt IN dOMAIN ... e 51

Here the built in domain is defined. Multiple domains have to be
separat ed .. Wi, .L.h A O 51
Account and group lOCAtIONS ..........ueiiiiiiiiei e 51
(€] o N o TS0 1l 1 (=T T (=Tex (] PPNt 52
Server acsomuwng.r A.0.f.d. . 52
Accounts refresh interval (MINUEES)...........uuueuueiiiiiiiiiiiireccae 54
DALADASE ... ..t 55
(Ofo] T pT=Tox 110 IR=T=] 111 T PPt 56
AULNENTICALION. ...t 56
CONNECHION POOIS....cciiiiiiiiiiie e 57
Max. number of hits in hitlist.........ccccoeiiiiii e, 58
FileDirector Configuration database...........cccocuveeiiiiiiiiiiiiiee e 58
(o= F]= = S 59
LICENCE OPLIONS ....eiiiiiiiie ittt st e et e e s sbe e e e s snbeeeesane 61
(2] =T g Lo [T Vo IR RO PP PRI 62
SEIVEr URL..coiiiiiiiiiiiiiiiiiiiieeeeeeeteeee ettt 63
Automatically log-in using current windows account.............ccccceeeeeenneee. 63
SIMT P S BIVET ...ttt ettt ettt ettt ettt ettt s s teeeeeseeeeeeeeeeeneeeeeeesnnnnnes 63
WED-SEIVEN URL .....eiiiiiiiiiiieie ettt 64
TeStINSIAIALION ... e e 64
Manual creation of the fd-server account and fd-groups ...........cccccceeeeiiiiiiienen. 67
Security settings for database acCess..........ccccvvvvveeiieiciiiiieee e 68
Problems during SEIVEr tEST .........uii i 69
Documents cannot be checked iN ... 69
Setting of StOrage POOI ..........oeiiiiiiiiii 70
Error during server check (GetCabinets) .........occveiiieieiiiieee e 70
Installation of FreeForm 71
INSEAIl OPLIONS ..t e e e e ae e e e e e e as 71
SINGIE et 71
IMUIIPIE .t sbaee e 72

4 1 Software Licence Agreement FileDirector 2.5



WebServer installa tion 73

WWEDSEIVET ...ttt e ettt e e e e e st e e e e e e e snbbenaeeeaaeeean 73
LANQUAGE ...eeeiiieiiiiiieeitee ettt e 74
FD-SeIVEI URL ... s 74
(O Tt LT [1£=Tox (] A0SR 74
Session timeout..(mi.nut.es). ... ... 74
Preserve images (AAYS) ..vcccovicerririeee e isiiiiie e e e e e s st e e e e s e snrarreeeaee e 75
JPEG QUAILY ...eeeiiiieiie ettt sttt e e 75
No pdf conveer.s.d.on. .. f.orné ... 75
Use custom no matches found..........c.cccoiviiiiiiiii i, 75

ACCOUNES ... 76
Account Nname and PASSWOIT ........ccuueeiiiiireeeiiiiee e 76
AlIOW 8NONYIMOUS BCCESS ....ccuvviiieiiiieeeiiieeeesiteeee sttt e e siereeesneeeeesnnneees 77
Installation of the component service on the client .............ccccceeneennn. 77
WebServer hints for the audit trail............ccccoooioii e 77
Check installation and configuration .............cccoceeiiiiiiee i, 77

Installation of applications 79

General INfOrMAatION ... e e 79
Conventional Client installation ...........cccccoiiciiiiiiiee e 79
Web installation of WinClient and Enterprise Manager...........ccccocovveeennee 79
NET FrameWOTK ......eveeieiieeiieciiiieee ettt e e e e e e e sennaeeeae e 79

Installation of the applications directly on the clients ...........ccccocvieiiiiiiiiiiineeenn 79
INStallation Path .........cooiiiii 79
I nstallation for .0.Ev.e.r.y.on.e...o.Ll...&80

FileDirector installation page ... 80

Y (=T o] (TR \Y = T = Uo 1= 81
Timeout-Settings in the Enterprise Manager ..........ccccceceeenennnnnnnnennn 82

WINCHENT ...ttt e e e e e e e e e s e e e e e e e as 82
Setup CUSTOMET- LOQO ...oiiiiiiiiiiiee ettt e e e eeaeees 82
Installation of WINCHENT..........c..vviiiiiee e 82
Plugins for WINCHENT.........ooiiiiiiiiiiiiiee e e 83
Password with basic authentication do not store ...........ccccccoviveeiiineeenn. 83
Timeout settings in the WINClent..........c.ccoviiiiiiiieieeieee e 84

COMPONENT SEIVICE ...ttt ettt et e e et e e sbnee e 84

OCR ENQINE ..ttt ettt et et e e s bt e e sbbe e e e annneee s 85
Install OCR €NgINE ON SEIVET ......uuece e 85
Install OCR ENgine on CHENt .........cccooiiii e 85
Different OCR ENQINES .. ... 85

ST ES 7AYo [0 o] o PR PRR 86

Trouble shooting when eXecuting SELUP ........cooiiiiiiiiiie e 87
Msi - File could not be found ... 87
APP.XML or custlogo.gif cannot be found ...........cccccooviiiiiiiiniiiiiienens 87

Web installation of the appliCatioNS .........cceeiiiiiiiiii e 87
Bran@iNg ..eeeei i 87
Installation of the applications in the H1S..........cccccoiiii e, 88
Security SettingS IN 1S .. .o 88
o o 1 1S SRR 88
Run installation via DrOWSET ..........ooiiiiiiiiii e 88

InstallationManager 91

Advantages of the InstallationManager..........cccceveveciiiiiiiee e 91

InstallationManager Settings 0N the SEIVEN .........cccvviieeie i 91

A ProfileS ... e 92

[0 o L= L= =T 0o 1)1 (o] S 94

LI 3o g1i e U= U1 T o RS 94

Installation Upgrade/Update 98

FileDirector 2.5 Software Licence Agreement 9§ 5



Verify the SErviCe CONIACT........c..vveiiie e e e 98

Upgrading from 1.3.0t0 1.3.1 0r higher ......c.vvvvieeiiiiieee e 98
[2Fo 1ot (U oI = - S 98
WED.CONFIG 1eveeiieeeii e e e e r e e e e 98

SAVE FIlEDINECION ...cii i ittt e e 99

SAVE DAtADASE ....ceiiieii i s 99

SAVE DALA....cciiiiiiiiiiiiiiiiiiiiiiee e 99

Server update t0 VEISION 2.0 ......ocuuiiiiiiiiieeiiieee ettt 99
OGN e 99
Remove INStallation ... 99
INSTAIALION ...t 99
Reconstitute of configuration............ccccceciiiiiee e 100
INSLAIALION TEST ....eeiiieeciie e 100
Upgrade EnterpriseManager and cabinets .........ccccccvoiiiiieeieei e, 100
Updating of cabinets...........ccco 100
Upgrade Clients ..., 101
Plug-ins fOr WINCHENT ..o 101
Transfer special settings of WINClient...........cccccoiiiiiiiie e 101
Customer 1090 (CUSLIOGO.JP) «ovvvveeeiriiiiieiiie ettt 101

APP XM e 101
Migration of ScanFile dOCUMENES..........cooiiiiiiiiiiiie e 101
Security in networks 103
Usage of different portS.........cooveieiiiiii 103
FileDirector with a fireWall ...........cccuuuiiiiiiiiiie e 104
Internal Log-in: Windows-Authentication:.............cooceveinieeeiiniiee e, 104
External Log-in: Standard-Authentication ............cc.cccceviiiiiniiee e, 104
External Access with log-in using basic authentication:........................ 104
External access Without [0g-iN:...........cooiiiiiiiiiiiii e, 105
Security problem using WebServer in internal network ........................ 105
Configuration with a DMZ (Demilitarised ZONE) ..........cuveveeereeeeeeeeeeeeeiiriiererenennnns 106
Login via Internet (WebSErVer) ... 106
Anonymous Log-in via INternet ...........ccccceueeniiiiiiicissae 107

DMZ settings in Enterprise Manager........cccoeeeeeeeeeiiieie s s 107
General administration 109
Settings iN WeD.CONTIQ ....ooiiiiiii e 109
Configure <identity impersonate="false" />........cccccccerverreeriiinccnnnnn. 109

Stored DOM@IN NAME .....ccoiiiiiiiiiiie e e e 110
Number of SEarch reSultS ...........oooviiiiii e 110

Split Multi page TIFF documents for OCR recognition ...............cc.eee... 110
RENAME FD-grOUPS ... . s 111
RENAME FD-GrOUPS ... s 111
Creating documents with 0 pages during index import..............cccueeee... 111
Deleting double documents during index import..........cccccccevviieeennnnne. 112

Move index file after index iImport ..., 112
Threshold for signature recognition............cocceeveiiiiee i 112

Set AND- or OR- relation for field filters.........ccccocciiii s 112

Do Not store document iNfO LOJ ........ceeiiuiiieiiiiiieiiiiee e 113

Use ODBC connection with password ..........c.cccceeviiieeenniieee e, 113

Leave user name and last date of changes ..o, 114

Search always with inverted commas (WinClient) ............ccccceeeviiinnee 114

Web Config 2XNAsSh ..o 114
Relocate local cache when server profiles are used..........cccccoviiiiiiiiiiiniinnns 115
Component Service with changed local cache directory ...................... 115

Using the ImagePrinter with changed local cache............cccccooiiiiiieeen. 117

Move cabinet with database to a different FD Server...........ccccoeveviiiiiiecninnenns 117
Transfer Entire cabinet with Data...........cccocvvviieiiennee e 117

Copy database (SQL-Server 2000)........cccouvurremieeeeeriiiinineereeesssnniennees 117

6 1 Software Licence Agreement FileDirector 2.5



Copy FIleDireCtor.Datal.......ccuveeeiiiciiiiieeee e ceciieee e e e e e 118

Connect database .........coooiiiiiiiiiii 118
Register Cabinet in FileDir€CtOr ...........ccccuvvevieee i 118
Database UPAate .........cceeeeiiiiiiiiiiie e 119
Configure rights of new cabinet.............ccciii s 119

AdJUSE STOragE POOIS ..ottt 119

PrOXY SEIVEEN SELNGS ..eeeiiiitieeeeiiiiee ettt e e s 119
Proxy server With PassWord ...........ccceeeiiiiieniiiee e 120
Possible manual SEttiNG .........ccuviiiiiiiei e 120

Taking over settings during installation ............cccccvviiiiniieeien 121
Change TCP-port (http: POrt 80) ........uueiieeeeiiiiiiiiie e e 121
Information about USErs and groUPS .......cccvvveeiieeiiiiiiiiiie e 122
Hints for the server test - dataacCess.aSMX .....ccuviveiiiiiieiiiiiee e 123
Login with password for Windows 2003...........ccccccvvieeeeeeeesiiiinineeeeeennn 123
Impersonation Error in: Global. WriteMini ..........cccocoviiiiiiiiiiiiiiicieeeeeenn 123
Information 0N SQL SerVer........coooii i 125
Create instance Of SQLSEIVEr .........uvviiviieeiieeeee e 125
Optimization of SQL-Server performance..........cccccevvieeeiiiieeecinieee e 125

VNP (Virtual Network Printer) 129
WAL IS VINP? <.ttt e e et e e s st e e s snbee e e s snbeeeeeanes 129
VNP PrOCEAUIE ...ttt ettt e et e e e e e e e nanabe e e 129
VNP INSTAIALION ... 130
ST (] o I PSPPSR PPN 130

D1 =Tod (o] 1= TSR 130

P OIS e e 130

SErVICE ANU PrOCESS.....eiiiiiiiiiee it ettt ettt et et e et e e e snbeeeeeanes 130

L 10T 0 [ L= O SR. 131
Installation of VNP printer driver ..o 131
CONFIGUIE VNP et 133
07T 13 o o 133

RIP ettt e e ae e e e e anres 133

LPD CoNfiguration ..o s 133
Start LPD (VNP idl.i.s.t.e.n.s.0...0.0...p.0.r134

POt PRINTING . 136
Configuration of archiving StOrage ...........eeeevviiiiiiiiiiiiiieieeeeeeeeeeeeeeee e eeeaenes 138
Configuration of the archive path ..........cccoooiiii s 138
Concurrent printing and archiving ..........ccoocveeeiiiieieniiiiee e 139
Process of the VNP - ArChiVing ..........cooiiiiiiiiiieiiie e 139
WEDPANEL ... e 141

Full text with VNP (WX = FIlE) .o 141
Portrait and LAnASCAPE ........cooiiiiiiiiiiiiie ettt 142
Import of VNP- Data to FileDir€CtOr ............uuieiiiiiiiiiiiieeee e 142
FileDirector File Import Scheduler...........cceeiiiiiiiiieeeeee 142
Administrative information t0 VNP ..o 142
Do not install the VNP uSing remote acCess........cccuveeeeeeeiiiiiiiieeeeeeeenn. 142

RIGNES <. 142
Remove installation of VNP ... 143

Restart of the VNP SEIVICE ......uvviiiiieiiiicieiice e 143

VNP Update from Version 1.2.6 to 1.3.0 and higher..........ccccocoveiiiiiiiiiiennns 143
Changes Since VErsion 1.3 ... 143

Image Printer 145
(DTS ot o] 1 o] o H U EP R TOPPTPPRTURT 145
Installation With SEtUPIP.EXE .......uuiiiiiiiiiteiie e 145
INSTAIALION ..eeeiiiiii e 145
Operating SYSIEMS ...coviiiiiiieie e e e e e e e e e s e nnrreaees 145
FOIMALS ... e e 146

Set pointer to the changed local cache for ImagePrinter...................... 146

FileDirector 2.5

Software Licence Agreement 9§ 7

515)



Installation with the .inf file (for Windows 2000)..........ccccceeeiiiviiiieeeeee e, 147

{6 E57= T [PPSR PTPTRTRRPUPPPN 150

= To [U L1 =T g =1 o SRR 150

AT A= T Lo I o [ 150

FileDirector eConnector (eCopy) 153
L= To [T =10 1 T=T o1 £ SRS 153
Installation of FileDirector ECONNECION ........uuveiiiiiieeiee e 154
Connection of the eConnectors with FileDirector Server...................... 154

Send to FileDireCtor @CONNECION ........uuuueiiiiieiieeiee et e e e e e s eeaeees 155

8 1 Software Li cence Agreement FileDirector 2.5



Software Licence Agreement

FileDirector Software Licence Agreement

IMPORTANT: Read this agreement before installing FileDirector. By installing FileDirector you are
deemed to agree to be bound by this agreement.

This license agreement is a &glocument between you aBgielberg Solution&mbH. If you do not agree

to the terms of this agreement return the software CD and accompanying documentation (the
"Documentation") and other items to the place from where you obtained them for a refuredthejoare
marked or damaged in any way.

In consideration of the right to use the Software you agree to abide by the terms and conditions of this
agreement.

1. GRANT OF LICENSE

The Software consists of the software modules by:

a) Spielberg SolutionsGmbH, a German public listed company having its place of business at Obere
Kaiserswerther Str. 17, 47249 Duisburg, Germany ("Spielberg");

b) Microsoft Corp., a Washington Corporation having its place of business at 1 Microsoft Way, Redmond,
WA 980526399, USA (Microsoft");

¢) Stellent Inc., an lllinois Corporation having its place of business at 330 N. Wabash Ave., 15th Floor,
Chicago, IL 60611, USA ("Stellent™);

d) MICROPLEX Trading GmbH, a German Company having its place of business at Leipziger Chaussee
191g 06112 Halle, Germany("Microplex");

e) ScanSoft B.V., a Dutch Company having its place of business at Randstd9,22316 BW Almere,
Netherlands ("ScanSoft");

f) Developer Express Inc., a Nevada company having its place of business at 6340 McledteDrl 8si
Vegas, NV 89120, USA (fiDevExpresso);

g) Pixel Translations a Division of Captiva Software Corporation, a Californian company having its place of
business at 1299 Parkmoor Drive, San Jose, Californi
You understand and ackntegge that any software module included in the Software may have utility with

or be able to be called by other software and/or hardware, which Spielberg considers to be an unauthorised
use of the Software. Accordingly, you agree that you will use suctvaseftmodules only as part of the
Software and not in conjunction with, or as part of, or as a component of other software and/or hardware
which makes calls to such software modules.

Spielberg grants you the personal fextlusive rights:

a) For a singlaiser version of the Software, to install and use the Software for internal purposes only on a
single computer (the Software is considered in use when it is installed in the temporary memory, i.e. RAM,
or the permanent memory, i.e. Hard Disk Drive).

b) For amulti-user version of the Software, to install and use the Software for internal purposes only for the
number of computers or simultaneous users identified in the Installation Configuration sheet of the Software
package (for example, if you have purchaadégUser license you may install the Software for simultaneous
use by up to 5 Users on a network).

2. BACKUP COPY

a) You may make whatever copies you deem appropriate from the FileDirector "delivery" Compact Disc, the
Programs, Example Files and any othesmotional material that may be included thereon. The Application
Manual, or any part thereof, may be reproduced in sufficient quantity to support only the number of users
licensed to you and no more. You must reproduce and include on the backup copyyitight notice and

other ownership or proprietary legends that are on the original copy of the Software.

b) You may NOT make or attempt to make any copy whatsoever of the FileDirector License held on the
dongle. ANY ATTEMPT TO COPY, TRANSFER OR RESTORHE LICENSE MAY CORRUPT THE
ENABLING LICENSE. The License, once enabled on the dongle, represents the full purchase value of the
license to use the FileDirector Software. The enabled License can be manipulated ONLY by the commands
within the FileDirector aplication.

3. RESTRICTIONS

FileDirector 2.5 Software Licence Agreement 9 9



a) You may not market, distribute or transfer the Software or the Documentation to others, or electronically
transfer the Software from one computer to another over a network except as expressly provided herein.

b) You may not deompile, reverse engineer, disassemble or otherwise reduce the code of the Software to a
human perceivable form.

¢) You may not modify, adapt, translate, rent, lease or loan the Software or the Documentation or create
derivative works based on the Softear the Documentation.

4, OWNERSHIP AND COPYRIGHT

Spielberg, Microsoft, Stellent, Microplex, ScanSoft, DevExpress and Pixel reserve all rights to their
respective software modules of the Software and the Documentation. The Software and the Documentation
is copyrighted. Unauthorised copying of the Software, including portions thereof, or the Documentation is
expressly forbidden.

5. EXPORT CONTROL

You agree that the Software and Documentation will not be shipped, transferred or exported into any
country or sed in any manner prohibited by the United States Export Administration Act or any other
applicable export control laws, restrictions or regulations of the countries involved.

6. SUPPORT AND UPDATES

a) Spielberg, Spielberg's subsidiaries or affiliatesjr thestributors and dealers are not responsible for
maintaining or helping you to use the Software and the Documentation, excepting where agreements have
been entered into between specific parties, i.e. Spielberg: Distributor, Distributor: Dealer, Badleser.

b) No updates, fixes or support will be made available for the Software and Documentation other than by
publishing such revisions on the Spielberg web site: http://www.spielberg.de or http://www.filedirector.com

¢) Any updates, fixes or supportilbe made available on the said web site solely at the discretion of
Spielberg, who is under no obligation whatsoever so to do.

7. LIMITED WARRANTY AND DISCLAIMER OF INDEMNITY

Limited Warranty. The Software and documentation is provided "as is" withemamty of any kind, either
express or implied, including, but not limited to implied warranties of merchantability and fitness for a
particular purpose. The entire risk as to quality and performance of the Software and documentations is with
you. Should he Software prove defective you (and not Spielberg, Spielberg's affiliates, their distributors or
dealers) assume the entire cost of all necessary servicing, repair or correction. Some states or jurisdictions no
not allow the exclusion of implied warrargieso the above exclusion may not apply to you. This warranty
gives you specific legal rights and you may also have other rights which vary according to state or
jurisdiction.

Spielberg, Spielberg's affiliates, their distributors and dealers do not wHraarhe functions contained in

the Software will meet your requirements or that the operation of the Software will meet your requirements
or that the operation of the Software will be uninterrupted or error free.

However, Spielberg or Spielberg's affieéa warrants a compact disc or diskette on which the Software is
stored to be free from defects in materials and workmanship under normal use for a period of ninety (90)
days from the date you purchased the same, as evidenced by a receipt or otherwdsetaBzsmor
jurisdictions do not allow limitations on duration of an implied warranty, so the above limitation may not
apply to you.

CUSTOMER REMEDIES

Spielberg's entire liability and your exclusive remedy shall be the replacement of the Compact Disc and/o
Diskette not meeting the LIMITED WARRANTY and which is returned to Spielberg or Spielberg's
marketing affiliate, ScanFile International Limited, with a copy of your receipt or otherwise. The LIMITED
WARRANTY is void if failure of the Compact Disc has wéted from accident, abuse or misapplication of

the software.

No liability for consequential damages. In no event shall Spielberg, or Spielberg's affiliates, their distributors
or dealers be liable for any damages whatsoever (including without limitdifent or indirect damages for
personal injury, loss of business profits, business interruption, loss of business information, or other
consequential or incidental damages) arising out of the software, the use thereof or inability to use the
software evenif Spielberg, Spielberg's affiliates, their distributors or dealers has been advised of the
possibility of such damages. Some states or jurisdictions do not allow the exclusion or limitation of liability
for consequential or incidental damages, so theabowtation may not apply to you.

Disclaimer of indemnity. Spielberg, Spielberg's affiliates, their distributors and dealers shall have no
obligation to indemnify you against any claim or suit brought to you by a third party alleging that the
Software otthe use thereof infringes any intellectual property of such third party.

8. TERM

This agreement is effective upon the installation of FileDirector Server and Client and remains in effect until
terminated. You may terminate this agreement by destroyingStifievare and any copy thereof. This
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agreement will also terminate if you fail to comply with any of the terms of this agreement. In addition to
Spielberg enforcing its legal rights, you must then promptly destroy the Software and any copy thereof.

9. ACKNOWLEDGEMENT

By selecting the 'Yes, | accept the agreement' option, you acknowledge that you have read this agreement,
understand it and agree to be bound by its terms and conditions. You further agree that this agreement is the
complete and exclusive statem of agreement between you and Spielberg concerning the subject matter
hereof, which supersedes any proposals or prior agreements, oral or written, and any other communication
between you and Spielberg relating to the subject matter hereof. No amendriestagreement shall be
effective unless signed by a duly authorised representative of Spielberg.

Should you have any questions concerning this agreement, or if you desire to contact Spielberg for any
reason, please write to your authorised suppliquesting that they pass your correspondence to ScanFile
International Limited, the marketing affiliate 8pielberg Solutions GmhH

Disclaimer

This document was created with utmost accuracy. Nevertheless we cannot guarantee that it is free of errors.
Therdore we cannot take responsibility resulting from wrong or misleading descriptions or their
consequences.
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Introduction to FileDirector

Welcome to FileDirector

With FileDirector the capture, classification and distribution of documents is fast
and more efficient. FileDirector is based on a modular system, which allows a
company to effectively tailor their own solution, and as the company grows
FileDirector can fully adapt to meet the demands.

The solution delivers fast and reliable capture scanning options through the
enhanced connectivity between Fil eDi

we l | uni ver sal | SI'S drivers. Il tés capabi

precise and speedy retrieval.
FileDirector uses the most recent security mechanisms and is a powerful add
on for the modern enterprise. Several of the highlights:

XML- based storage and exchange of data
Intranet-/Internet-Transparency

Highly scalable from 1 to 128 Servers (WebFarm)
Encrypted data exchange (SSL)

Genuine 3 tier architecture

SQL/MSDE or Oracle Database

Process Server

FileDirector WinClient, Web Browser or SDK
User account import from Windows Domain, ADS or LDAP
Flexible and simple management of rights
Integrated Process Management

HTTP-Browser Protocol

= =2 -8_49_9_9_49_9_9_2°_-2._-2-

Microsoft .NET

Microsoft .NET technology allows the development of XML (Extended Markup
Language) based applications, processes and Web-services. The open
standard and the scalability of .NET make integration of different applications
and manufacturers an easy and inexpensive task for your enterprise.

The universal approach to .NET technology makes it possible for FileDirector to
be linked to other applications which also support .NET framework.
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XML- based data storage and exchange

XML has become the standard for data exchange between different platforms.
Especially in document management environments XML offers wide
possibilities with its capability to store index and Meta data in readable format
for an enterprise wide solution. The open architecture of FileDirector in
connection with XML files builds a versatile combination which expands the
limits of traditional archiving. Documents are not limited to the FileDirector
system - External applications can access the documents 1 without
overstepping the security requirements.
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Requirements

Supported operating systems

FileDirector is a Microsoft Windows based Solution. The following operating
systems can be used:

Server

Microsoft® Windows® 2000 Server with SP 4.0*

Microsoft® Windows® 2000 Advanced Server with SP 4.0*
Microsoft® Windows® 2000 Datacenter Server with SP 4.0*
Microsoft® Windows® Server 2003 Product family*
Microsoft® Windows® Server 2008 Product family*
Microsoft® Windows® 2000 Professional with SP 4.0
Microsoft® Windows® XP Professional

* recommended
Notes:

b) SQL-Server 2000 must be installed on a server operating system.
c) XP is only suitable for test installations

Client

Microsoft® Windows® 2000 Professional
Microsoft® Windows® 2000 Server

Microsoft® Windows® 2000 Advanced Server
Microsoft® Windows® 2000 Datacenter Server
Microsoft® Windows® XP Home Edition
Microsoft® Windows® XP Professional
Microsoft® Windows® Server 2003 product family
Microsoft® Windows® Vista

Because FileDirector version 2.0 is based to .NET Version 2.0, Windows 98,
Windows ME and Windows NT are no longer supported.

For all listed systems, Microsoft® Internet Explorer 5.01 or higher and
Microsoft® Windows® Installer 3.0 or higher is also required.

Hints:
a) The office link supports office versions from 2000
b) From FileDirector version 1.5.0, IPv6 is supported.

FileDirector 2.5 Requirements { 15



Database

FileDirector requires an SQL based database server. The following database
systems are supported: Where appropriate the latest service packs have to be
installed.

Hint:
If SQL-Server is installed on a server other than the FileDirector server, better
performance will be achieved.

Microsoft

SQL Server 2000 Enterprise Edition (64-bit)
SQL Server 2000 Enterprise Edition

SQL Server 2000 Standard Edition

SQL Server 2000 Personal Edition*

SQL Server 2000 Desktop Engine (MSDE)*  **
SQL Server 2005 mit Servicepack 2

Hint for SQL Server 2005:
If SQL Server is on the same server as FileDirector, Windows 2003 Server or
above must be used.

Oracle

Oracle9i® Enterprise Edition
Oracle9i® Standard Edition
Oracle9i® Personal Edition*
Oraclel0g®

* recommended equipment for Standalone-/Personal usage
** without full text support

Hint:
Before the installation of FileDirector you must install the Oracle-Database with
full text, because it is needed to set up the databases.

Minimum requir ements

Server

Microsoft® Windows 2000 Server

Microsoft® Internet Information Services 5.0
Microsoft® SQL Server 2000 Standard Edition
Microsoft® .NET Framework V2.0
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Make sure that the latest service packs are installed. For SQL Server on
Windows Server 2003, service pack 3a is necessary.

Client

Microsoft® Windows® 2000 oder XP Professional
Microsoft® .NET Framework V2.0

Make sure that all important service packs are installed.

If you connect a scanner to the work station make sure that the relevant driver
for the SCSI board, the ASPI manager and the scanner driver of your scanner
is installed.

FileDirector Licensing

Licensing is carried out using a licence file which contains the name of the

licensee,
server.

Licence

the licence options, serial number and special properties for the

procedure

Copy the file GetSiteCode.exe to a directory located on the server where
FileDirector is to be installed.

1.

2.

Run GetSiteCode.exe and enter the serial number into the window
which appears.

A file with suffix *.fds is created which contains the SiteCode of the
server machine.

Open the web page www.spielbergsolutions.com/fdlicence and
browse to the location where the .fds file was saved

Click on Send Site Code File

The certificate for your FileDirector Installation will be created. An
*.fdc is generated and sent which must be saved to the FileDirector
server.

In order to activate the license install FileDirector to the server where
the SiteCode file was created and import the license information with
the FileDirector ConfigUtility.

GetSiteCode.exe

GetSitecode.exe creates an *.fds file, which contains a code consisting of
several component information of your FileDirector server.

FileDirector 2.5
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This program can be downloaded from www.spielbergsolutions.com/fdlicence,
it is also stored on the FileDirector installation CD.

IMPORTANT:
Make sure a network adapter is properly installed in the server; otherwise the
SiteCode cannot be calculated accurately.

Hint:

If the server operating system, the server hardware or network environment is
changed, the license may have to be renewed. In this case contact your
reseller

Serial number

The serial number is unique, contains 25 characters and is printed on the
delivery note. Enter this number when executing GetSiteCode.exe.

SiteCode i file *fds

After the SiteCode is successfully created, file *.fds contains an entry in tag
<SiteCode> XKeRXee é <

Get certificate
Open the web page www.spielbergsolutions.com/fdlicence and click Br ows e fi .
Search for the *.fds file created and send it.

You receive a file *.fdc for download. This is a certified file with signature, which
can be used to licence your FileDirector installation.

Acti vate License on FileDirector Server

After the FileDirector Server installation has completed, start the ConfigUTtility,
select Licensee and load the certificate file. Select it and click to OK.

See K Licensee

Hint:

After the licence file has been loaded in the ConfigUtility, it is stored in the
virtual directory of the FileDirector Server (default path:

\inetpub \wwwroot \filedirector ).

In addition to that a file with the name of the licence and the extension *.fda is
created, which is used for the vnp-licensing.
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FileDirector licensing through the ConfigUtility

Another way licensing the server is the licensing through the ConfigUTtility.

Licensing procedures

Open the ConfigUtility on the server FileDirector is installed on. Type in the
serial number and press the button Get licence next to it.
After that the licence is being activated and a confirmation box appears.

%@ FileDirector Web Service Config Utility
Installationkd anager
Server | User and groups | Database |} {| Licence options | Branding | SMTP server
Here you can zee licence information of your installation,

M ame: Dieter Spielberg

Compaty hame: Spielberg Salutians:

Address: Obere Kaizerswerther St 17

Post code, city: 47249 Duisburg

Reqgion: P R

Country: Dreutzchland

Phore: 0203/60888 0

E-mail: infol@zpielberg. de

Serial number; CC453-4CE14-B9850-04060-4 3614 [ Get licence ]
Lizence file location: C:hinetpubbsenwroothFileDirectoryCC453-4CE1 4-B3350 D

ok ] [ LCancel ]
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Single server licence

If you are using multiple single servers, for each server a Single Server Licence
must be installed. In this model the processes which require additional
resources can be configured to run on different servers. Additionally, you can
spread the FileDirector user licenses over the servers.

The following example shows 3 servers with a single license each. All three
enable 10 users each, and server 2 has an OCR licence and server 3 has a
process management licence.

The OCR scheduler can explicitly be shifted to server 2 and the Process
Management can be shifted to server 3.

Example for Single Server Licence

* Single Server Licence

1 2 3
FD-Server FD-Server FD-Server
10 User 10 User 10 User
2 Prio- OCR Process
User manage-

ment
~
Database

If the licences are distributed in this way, it is not possible for 30 users to
connect to one of the servers, 10 users each can connect to the single servers.

WebGarden -Licence

With a WebGarden-licence the work load can be distributed to several
processors. Request distribution is automatically handled and cannot be
configured.
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Example Web Garden - Licence

{:} WebGarden - Licence

—\—
FD-Server U Several
10 User processors
2 Prio-User
OCR
Prozessmanagement

Database

Settings for 2000/XP

The configuration of a Web Garden must be activated in the file machine.config
under <processModel>.

More information can be found under:

http://msdn.microsoft.com/library/deu/default.asp?url=/library/DEU/cpgenref/ht
ml/gngrfprocessmodelsection.asp

<processModel enable="true|false"
timeout="hrs:mins:secs|Infinite"
idleTimeout="hrs:mins:secs|Infinite"
shutdownTimeout="hrs:mins:secs|Infinite"
requestLimit="hrs:mins:secs|Infinite"
requestQueueLimit="num|Infinite"
restartQueueLimit="numl|Infinite"
memoryLimit="percent"
cpuMask="num"
webGarden="true|false"
userName="username"
password="password"
logLevel="All|[None|Errors"
clientConnectedCheck="hrs:mins:secs|Infinite"
responseDeadlockinterval="hrs:mins:secs|Infinite"
responseRestartDeadlockinterval="hrs:mins:secs|Infinite
comAuthenticationLevel="Default|None|Connect|Call|

Pkt|Pktintegrity|PktPrivacy"
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comimpersonationLevel="DefaultjfAnonymous|ldentify|
Impersonate|Delegate”

maxWorkerThreads="num"

maxloThreads="num"/>

webGarden When used in connection
this attribute controls the CPU affinity
(Multiprocessor-WebServers are called
WebGarden)

true With help of atttcanibéodefined,
which CPUs are suited for execution of ASP.NET
processes.

false Denotes that CPU load is planned by Windows.
Attribute AcpuMaskii s
process is executed. Default value is false.

Settings for 1IS 6 (2003 Server)

When using the worker process isolation mode in IS 6.0 the majority of
ASP.NET process model settings must be assigned to the relevant application
pool settings. The settings for an application pool are specified in dialogue
window Properties of the application pool. The following tables show the
ASP.NET process model attributes and the equivalent settings of the
application pool.

More information can be found here:

http://msdn.microsoft.com/library/deu/default.asp?url=/library/DEU/cpquide/html
/cpconaspnetprocessmodelsettingequivalencetoapplicationpoolsettings.asp

ASP.NET-Process model attribute IIS 6.0-Application pool settings

webGarden Webgarden on tab Performance .

WebFarm - Licence

If a Webfarm licence is used, the same licence is installed on each server.

With IIS the load is balanced automatically on the servers, although options
such as full text OCR and process management can be configured to .run on
separate servers
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Example for a WebFarm Licence

{::} WebFarm-Licence with 30 Users

1

2

3

FD-Server

FD-Server
(OCR)

FD-Server
(Process
manage-
ment)

|

Database

Each user can log to any of the servers, because there is an over-all licence for

all servers.
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Install FileDirector Server on
Server 2000/ 2003

Overview

To install the FileDirector Server, you must perform the steps list below:

When installing within a domain, you must be logged on as a domain
administrator, and must have administrative permissions on the server
FileDirector is being installed to.

Hint:

During a domain installation & configuration, the FileDirector users and groups
are automatically created in the domain via the FileDirector Configuration Utility
using the currently logged on account. This account must have sufficient
permission to do that.

For Installation on a local system:

= =4 -8 8 -8 _48_4_°

= =4 =

= =

Log on as an administrator

Pick up license

Microsoft® .NET Framework Configuration adjustment

Installation of FileDirector Server

Setting of security parameters for the virtual directory in 1S

Run the FileDirector configuration utility (ConfigUTtility)

Creating of fd-server user and groups

Selecting of SQL server and creating of FDconfig database via IIS reset
(Start K runk iisreset)

Loading of licence file

Branding

Test FileDirector Server installation (dataaccess.asmx i functionality test
in browser)

If the server test was successful, the other FileDirector modules can be
installed.

If cabinets have to be configured, FileDirector Enterprise Manager has to
be installed.
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Important for installation of IIS and .NET

When installing the server, 1IS must be installed before the .NET framework. If
this is not done, the .NET Framework must be removed from the system and
installed again. Just reinstalling the Framework will not work.

NET can be reregistered with a special callat St ar t .Pleaseucheck the
path for the windows version before you call this command:

Version:

C:\WINDOWS\Microsoft. NET\Framework\v2.0.50727\aspnet_regiis.exe -i

Hints to the host of FileDirector Servers

During the installation of FileDirector it is important to mind that the name of
computer, where the server is installed onr
server 0 user . |-$ e it \has bensenamed) thisl name is considered

as not allowed.

Configuration of .NET Framework

Windows 2000 and XP operating systems with IIS 5

Because Windows version 2000 and Windows XP with IIS 5 does not have
application pools the configuration of .NET must be carried out by editing the
config-file.

The configuration of .NET has to be adapted to allow FileDirector to access all
required resources. The following settings must be configured in the
machine.config file:

Location: C:\WINDOWS\Microsoft. NET\Framework\v2.0.50727\CONFIG
File name: machine.config

Section: <system.web>

Change from: <processModel autoConfig="true"/>

Change to: <processModel autoConfig="true"

userName="SYSTEM"/>

Windows 2003 server with IIS 6

Windows 2003 servers have IIS 6.0 installed. This version ignores the setting in
machine.config. The setting is done in Internet Services Manager:

Open directory tree of IIS 6 (name of local machine)

Select the application pools and click to Properties (right mouse button) K

Identity K under predefined and set to Local system .
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‘_'_"g File  Action  Wew ‘Window  Help — = J
& X E% u
l?_] Internet Information Services Descripkion | Path |
=0 W01 (local computer) —J}Default application <Default web Site=
= Application Pools »
+ gkt DefaultappPaol .| DefaultAppPool Properties E]
+ g!.é SwssppPool
+-_| web Sites 1 | Recyding | Performance | Health | Identity
+-_| Web Service Exbension:
Application pool identity
Select a security account For this application pool:
Local Syskem v
) Configurable
User name:
Password:
< >
o] [ corce

More settings in Windows 2003 server

In the properties for application pools additional settings can be found which
are important for the system. Per default 1IS on Windows 2003 systems is
terminated automatically after 20 minutes of idle time. This may prevent
schedulers which should execute automatically at night cannot becoming active
because the worker process w3wp.exe is not running anymore.

The following settings should be made/check marks removed:

r

Select the application pools and click to Properties (right mouse button)
Reutilisation k A Reuse working processes (in minutes)

)

Select the application pools and click to Properties (right mouse button)
Performance kK A Shut down working processes in idle state (in minutes)

http- Header setting for Setups:
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Websites K € Kk FileDirector K Setups K Properties Kk HTTP Header
K Web site content shouldé Expire immediately.

Setups Properties \

Directory | Documents || Directary Security | HTTP Headers | Custom Errors | ASP.NET

[*]Enable content expiration;
Web site content should:

-

) Expire immediakely
(3)Expire after | 1 Minwutes) »

) Expire on at

http-Header Setting for WinCweb/ EMweb

Directory | Documents | Directory Security | HTTP Headers | Custom Errors | ASP.MET
[ ]Enable content expiration

at

Setting for virtual WinCweb and EMweb- folder:
Web sites kK é K FileDirector Kk WinCweb K Properties Kk HTTP Header
K Enable content expiration must not be checked!

FileDirector with .NET 2.0 and parallel .NET 1.1 installation
FileDirector 2.0 needs .NET 2.0. If other applications use .NET 1.1 it can be
installed parallel to version 2.0 which is necessary for FileDirector 2.0.

IMPORTANT: Please note the installation order of .NET and the application
pools so that FileDirector will use .NET version 2.0.

If ASP.NET v. 1.1.4322 is installed, first, this version is registered and is used.
.NET 2.0 can then be installed with no issues. If ASP.NET v.1.1.4322 is
installed after .NET 2.0, a mapping of the .NET version will be necessary.

Instruction for an installation on Windows 2003 Server using 11S6 (For other

systems please check www.microsoft.com)

Check Web Service Extensions

Open IIS Manager and expandthenode Al pouaalr éomSel ect Web
Extensions and check if ASP.NET v2.0.50727 exists and if the state is

Aal | owedo.
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¥4 Internet Information Services (lIS) Manager E]@

‘fg File  Action View Window Help - J
= £ N
& i i . .
J Inkernet Information Services | eb Service Extensions
= 0 EW2003EM] {local compute
+ Application Pools
. j weh Sites Web Service Extension Skatus
) weh Service Extensior | 5F Al Unknown CGI Extensions Prohibited
“F all Unknown ISAPI Extensions Prohibited
Prohikit @ Active Server Pages Alloved
—_— @ ASP.MET w1.1.4322 Allowed
Froperties % ASP.NET v2,0,50727 Alloved
Internet Data Conneckor Prohibited
Tasks Server Side Includes Prohibited
WebDay Prohibited
E add A new hieh cervicre i
< > \ Extended /< Standard /

Create a new application pool for FileDirector
Create a new application pool by right-clicking on Application P ools and call it
FileDirector.

Map FileDirector to the application pool and choose ASP.NET Version

Open in 1IS Manager the FileDirector virtual directory and select the Properties.
On t he tab Awilfinceticeteotrny forothe yamplication pools. Choose
the Filedirector application pool.

Change to the tab ASP.NET which exists if .NET 2.0 is installed and choose
.NET version 2.0 to assign it to the FileDirector application.

Installation of the FileDirector Server

The FileDirector Server installation creates a virtual directory for FileDirector on
the standard web site of the server and installs the necessary applications and
files for FileDirector Server.

To start the installation run FileDirector Server Setup.msi  from the
FileDirector installation CD.

The server installation displays a welcome window.
After clicking button Next the following window is displayed:
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ﬁ FileDirector Web Service g

Select Installation Address

The inztaller will inztall FileDirector Web Service to the following web location,

T o ingtall to thiz web location, click "Mest'. Toinstall ko a different web location, enter it below,

Site:
Default wWeb Site I Dizk Cost...

Wirtual direchony:

FileDirectar

Application Poal;

DefaultsppPoal v

Site

The web site FileDirector will be installed to. By default, the default web site is
used.

Virtual Directory

This is the name of the virtual directory representing FileDirector in 1IS. If for
example the web address would be www.companyname. com the access to
the FileDirector Server would be possible with
www. companyname.com /FileDirector if you keep the default settings.

Application Pool

Since 1IS 6 application pools are used. In the application pools e.g. the .NET
version is applied and the permission is allowed for .NET access.

Disk Cost

Disk cost opens the information window displayed below. It lists how much
disk space is available and how much disk space is required to install
FileDirector Server.
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155 FileDirector Server Disk Space

The list below includes the drives vou can install FileDirector Server to, along with each drive's
available and required disk zpace.

Walume Digk. Size Avallable Require
=T OKE OB 0K
= 4026ME 1825MB 104
< >

After the settings have been completed, click Next and follow the installation
procedure.

What is installed?

During the installation a virtual directory is created on the selected web site,
which is physically stored in IIS directory \Inetpub\FileDirector. This virtual
directory contains the server application.

Additionally a subdirectory \Setups is created, which contains the installation
files for the FileDirector client applications.

The setup files for the other FileDirector applications, such as FileDirector
Enterprise Manager and FileDirector WinClient are only created during
installation, if the Setups folder with the applications are stored in the same
directory as the server installation file FileDirector Server.msi because they
are copied from this directory. The structure of the installation CD is built like
that.

Hint:
If the setup directories are copied to the virtual directory, make sure they are
not write protected.

After installation an icon for the FileDirector ConfigUtility will appear on
desktop.

The default directory for ConfigUTtility is

\Program files\Dieter Spielberg DMS GmbH\ConfigUtility

This is the location where the other FileDirector applications are installed. The
installation of the other applications is described in the following sections.
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Configuration of the virtual directory

During the installation a virtual directory is created on the standard web site,
which is physically stored in IIS directory \Inetpub\FileDirector. The name of the
virtual directory is selected during installation. The default value is filedirector .
The security settings of this virtual directory must be changed to ensure that
only authorised users have access to FileDirector.

Open the Management console for Internet Information Services via Start K
Settings K Control panel K Administrative tools K Internet Information
Services.

*7 Internet Information Services {1I5) Manager g@
9 Fle Action  Wiew Window Help = =] x|
& X 2
PJ Inkernet Information Services Mame Fath
=g EW2003EM] (local computer) ',.l}'-.-'-.-'el:u Coinstpubye
+- | Application Pools B8 bin
= Web Sites .  EMweb
= g Cefault Web Site
) _AImages %
8- aspret_dient et
= ‘11 {FileDireckar -~ E_UF'S
5 v‘h'-.-'-.-'el:l """"" _)WinCweb
- hin | 48287-DE303-A274A-61D55-B6CO7_06.Fda
H ) EMweb | 48287-DE309-A274A-61D58-B6C07_06,Fdc
+- ] Images | Confighccess, asm:x
+- | Setups | DataAccess, asmex
+- ) wWinCwehb | Default. Rk
+- ] Web Service Extensions | Glabal, asa:x

| Replicationfccess, asm::
| TransferAccess, asmx
| Web.config

Select the virtual directory of FileDirector and open Properties. The
configuration settings of the virtual directory are displayed. Select tab Directory
security .

In option Anonymous access and authentication control click to button edit.
The following window opens:
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FilelMrector Properties

Directory | Documents | Directory Security | HTTP Headers | Custom Emmors

Anonymous access and authentication control

! ; Enable anonymous access and edit the

authentication methods for thiz resournce. | Edit
§
Authentication Methods
|P addressz and doms
@ Ma uzer name/pazsward required to access thiz resource.
Account uged for anonymous access:
U zer name:
Secure communicat Bazsword:
R equirs
enable
resalrs

Authenticated access

Far the folloving authentication methods, uzer name and passward
are required when

- anonymous access is dizabled, or

- access iz restricted using M TFS access control lists

Bazic authentication [password is sent in clear test]

Default domain:

Bealm:

|nteqrated Windows authentication

[ k. l [ Cancel ] [ Help
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Remove Anonymous access and select Basic authentication and Integrated
Windows Authentication.

Settings for setups

If workstations on the network should be able to install from the FileDirector
Website, the directory security of virtual directory Setups must be set to
Anonymous Access.
The setting is done as described in the previous section, then the Properties for
/S et unesddo be opened.

-~

Setups Properties

Directary | Documents

nx e

|F addresz and domd

®

Secure communicati

Require
enable
TES0UIG

Anorymous access and authentication contral

! ; Enable anonymous access and edit the

authentication methods for this rezounce. |

Directary Security | HTTP Headers | Custom Ermors

fim
=N

-

Authentication Methods

........................................

Mo uger name/pazsword required to access this resource.

Aocount uged for anonymous access:

User name:  IUSF_EWwMUIRP

Pazzword:
Allow 1S to control password

Authenticated acoess

Far the following authentication methods, uzer name and passwaord
are required when

- anonymous access ig dizabled, or

- access iz restricted using NTFS access contral lists

[ ] Bazic authertication [password iz zent in clear tewt)

Default domair;
Bealm:

[ ] Integrated *windows authentication

[ k. ] [ Cancel ] [ Help

34 q Install FileDirector Serve

r on Server 2000/ 2003

FileDirector 2.5



Install FileDirector Server on
Server 2008 and 2008 R2

Overview

To install the FileDirector Server, you must perform the steps list below:

When installing within a domain, you must be logged on as a domain
administrator, and must have administrative permissions on the server
FileDirector is being installed on.

Hint:

During a domain installation & configuration, the FileDirector users and groups
are automatically created in the domain via the FileDirector Configuration Utility
using the currently logged on account. This account must have the relevant
permissions.

For Installation on a local system:

Log on as an administrator

Pick up license

Microsoft® .NET Framework Configuration adjustment

Installation of FileDirector Server

Setting of security parameters for the virtual directory in 1S

Run the FileDirector configuration utility (ConfigUTtility)

Creating of fd-server user and groups

Selecting of SQL server and creating of FDconfig database via IS reset
(Start K runk lISreset)

Loading of licence file

Branding

Test FileDirector Server installation (dataaccess.asmx i functionality test
in browser)

= =4 -8 8 -8 _48_4_°
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If the server test was successful, the other FileDirector modules can be
installed.

1 If cabinets have to be configured, FileDirector Enterprise Manager has to
be installed.
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Important for installation of IIS and .NET

When installing the server, 1IS must be installed before the .NET framework. If
this is not done, the .NET Framework must be removed from the system and
installed again. Reinstalling the Framework will not work.

.NET can be reregistered with a special call at Start K run. Please check the
path for the windows version before you call this command:

Version:

C:\WINDOWS\Microsoft. NET\Framework\v2.0.50727\aspnet_regiis.exe i i

Hint for host system of the FileDirector Server:

Please keep in mind during the installation of the FileDirector Server that the

host name must not be equal-sebovéehée account
the name of t-sheer vebe fila ual ctc ofufnd has been cheaea
different to the host name as well.

Installation on a
Microsoft Window s Server 2008

Deactivation of the user account control (UAC)

During the installation of FileDirector 2.0 the user account control of Windows
Server 2008 must be deactivated. It can be re-activated after the installation.
You can turn it on/off via Start kK user control K accounts k Turn User
Account Control on or off.

Hint:
The Server must be restarted after turning the user account control on or off.

Installation of IS 7

After the installation of Windows Server 2008 you add the Internet Information
Services (IIS).

The version of the IIS depends on the installed OS version. Windows Server
2008 uses IIS version 7.

The 1IS is installed through the Server Manager as role. You run the Server
Manager through Start K control panel Kk Server Manager.

Here you choose the leg roles and then Add Roles . In the Add Role Wizard
you choose the different role services for Web Server (I1S). After choosing the
Web Server (1IS) some features have to be added. Firstly, the Windows
Process Activation Service, containing the process model and configuration
APIs. In the following step choose additionally from Security Basic
Authentication , Windows Authentication , Digest Authentication and from
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Application Development ASP.NET, .NET Extensibility , ASP, CGI, ISAP
Extensions and ISAPI Filters. In the leg Management Tools the [IS6
Management Compatibility with all options. Once options are confirmed, IIS
will be installed.

Overview of the installed Role Services

The following picture shows a summary of the installed role services after the
[IS7 installation.

Role Service I Status I
& Web Server Installed
.‘i,, Common HTTP Features Installed
& Static Content Installed
.fi,, Default Document Installed
& Directory Browsing Installed
.‘i,, HTTP Errars Installed
HTTF Redirection Mot installed
.fi,, Application Development Installed
& ASPMET Installed
& AP Installed
& cal Installed
& ISAPI Extensions Installed
& IS4PI Filters Installed
Server Side Indudes Mot installed
.fi,, Health and Disgnostics Installed
& HTTP Logging Installed
Logging Tools Mot installed
& Request Monitor Installed
Tracing Mot installed
Custom Logging Mot installed
ODBC Logging Mot installed
& Security Installed
.fi,, Basic Authentication Installed
& Windows Authentication Installed
.‘i,, Digest Authentication Installed
Client Certificate Mapping Authentication Mot installed
115 Client Certificate Mapping Authentication Mot installed
URL Authorization Mot installed
.‘i,, Request Filtering Installed
IP and Domain Restrictions Mot installed
.fi,, Performance Installed
& Static Content Compression Installed
Dynamic Content Compression Mot installed
& Management Tools Installed
.fi,, 115 Management Console Installed
IS Management Scripts and Tools Mot installed
Management Service Mot installed
& II5 & Management Compatibility Installed
.fi,, 115 & Metabase Compatibility Installed
& 115 & WMI Compatibility Installed
.‘i,, 115 & Scripting Tools Installed
& IIS 6 Management Console Installed
FTP Publishing Service Mot installed
FTP Server Mot installed
FTP Management Console Mot installed

Installation of .NET Framework 3.0
The .NET Framework 3.0 is installed through the Server Manager as well.

-

Select Features kK Add Features and add the .NET Framework Features.

Hint:
.NET Framework 3.0 includes .NET Framework 2.0.
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Configuration of the 1IS 7

Setup two application pools because on Windows Server 2008 and Windows
Server 2008 R2 FileDirector must run in two different application pools with

different settings. This is because of the new UserAcountControl on these
servers.

“E Internet Information Services (II5) Manager

©G4 | & » winazsszowr v Application Pools

File  View Help

== @5 Application Pools
R 3 Aep
¢~ Start Page . . . - - .
B3 WIN-JZ461Z0WHMY (WIN-IZ46IZ0WHNX\Administrator) This page lets you view and manage the list of application pools on the server, Application pools are assod
o i o ‘ ! waorker processes, contain one or more applications, and provide isolation among different applications.
4 Application Pools
Bl-[@] Sites Filter: * g Go ~ % Show All |Gr0up by: Mo Grouping -
MName =~ | Status | JMET Frame... | Managed Pipeli... | Identity
;.;*Classic .MET App... Started v2.0 Classic NetworkService
sDefaultAppPool Started Integrated WIN-1Z461Z 0WHNX \fd-server
QFiIeDirector Started va.0 Integrated win-jz46iz0whnx\fd-server

(E}FileDirector Web Started v2.0 Classic LocalService

Application Pool: FileDirector Server

1 General

0o Managed Pipeline Mode=Integrated
1 Process Model

o0 ldentity=(domain)\fd-server

o Idle Time-out (minutes)=0
1 Recycling

o Regular Time Interval (minutes)=0
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Q‘gl Application Pools

This page lets you view and manage the list of application pools on the server. Application pools are associated with worl

applications.

Filter: - o ~ GiShow All | Group by: Mo Grouping -

Mame | Status | JMET Frame... | Managed Pipeli... | Identity | Applicati
chass\c .MET App... Started w2.0 Classic MNetwarkService o
QDEFaultAppPUDI Started w2.0 Integrated WIN-1246120WHNX\fd-server 1
@F\IeDlrecmr Started w20 Integrated win-jz46iz0whnx\fd-server 1]
QF\IeDirector Web Started w20 Classic LocalService 1

Application

21X
" Builtin account:

I =]

% Custom account:

I'.'.'ln-_|z-1-5\z'3‘r vhnx\fd-server Set...

oK Cancel

Set Credentials

User name:

|domain‘\fd-server
Password:
B

Confirm password:

[eansasea

Conce

Advanced Setti 2ix
El (General)
JMET Framework Version va.0
Enable 32-Bit Applications False

Managed Pipeline Mode

Integrated

Queue Length 1000
Start Automatically True

B cPu
Limit 1}
Limit Action NoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False

Processor Affinity Mask
E Process Model

4294257295

Identity win-jz46iz0whnx\fd-server
Idle Time-out (minutes) 0
Load User Profile False
Mandimum Worker Processes 1
Ping Enabled True
Ping Maximum Response Time {seconc 90
Ping Period (seconds) 0
Shutdown Time Limit (seconds) =0
Startup Time Limit {seconds) a0

E Process Orphaning
Enabled False
Executable

Executable Parameters
El Rapid-Fail Protection
*Service Unavailable” Respanse Type | HttpLevel

Enabled True
Failure Interval (minutes) 5
Manimum Failures 5
Shutdown Executable
Shutdown Executable Parameters

Bl Recydling
Disable Overlapped Recyds False

Disable Recyding for Configuration Cr False
Generate Recycle Event Log Entry

Private Memory Limit (KB) o
Regular Time Interval {minutes) 1740
Request Limit 1]
Specific Times TimeSpan[] Array
Virtual Memary Limit (KE) o
Identity

[identityType, username, password] Configures the aplication poal to run as
built-in account, i.e. Network Service (recommended), Local System, Local Service. ..

OK Cancel

4

Application Pool: FileDirector Web Server

1 General

o Managed Pipeline Mode=Classic

1 Process Model

o ldentity=local system
o ldle Time-out (minutes)=0

1 Recycling

o Regular Time Interval (minutes)=0
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Ggl Application Pools

This page lets vou view and manage the list of application poals on the server, Application poals are associated with v
applications,

Filter: - Go - %Shm\- All | Group by: Mo Grouping -

Mame = | Status | .MET Frame... I Managed Pipeli... | Identity | Applic

chassic MET App... Started 2.0 Classic MetworkService 1]

,;?DefauItApnPoul Started 2.0 Integrated WIN-JZ46L X \fd-server 1

,;?Fl\eDlrector Started w20 Integrated win-jz4eiz0whnx\fd-server 1]

D FileDirector web Started v2.0 Classic LocalService il
Application Pool Identity 2| x|

& Built-in account:

Iﬂ‘s}galsar-.'lce j

" Custom account:

I Sk

3 (General)
.MET Framework Yersion v2.0
Enable 32-Bit Applications
Managed Pipeline Mode

Queue Length 1000
Start Automatically True
E cPu
Limnit a
Limit Action MNoAction
Limit Interval (minutes) 5
Processor Affinity Enabled Falss
Processor Affinity Mask 4294957295

= Process Model

Identity LocalService
Idle Time-out {(minutes) 0
Load User Profile False
Maximum Worker Processes 1
Fing Enabled True
Fing Maximum Response Time (seconc 30
Ping Period {(seconds) 30
Shutdown Time Limit (seconds) =i}
Startup Time Limit (seconds) 20

=] Or i
Enabled False
Executable
Executable Parameters

= Rapid-Fail Protection
“service Unavaiable” Response Type Hitplevel
Enabled True
Failure Interval {minutes) 5
Maximum Failures 5
Shutdown Executable
Shutdown Executable Parameters

E Recycling
Diszble Overlapped Recycle Falze

Disable Recyding for Configuration Ck False
Generate Recyde Event Log Entry

Private Memory Limit (<B) 1]
Regular Time Interval {minutes) 0
Reguest Limit 0
Spedific Times Timespan[] Array
Virtual Memory Limit (KB) 1]
Identity

[identityType, username, password] Configures the application pool to run as
built-in account, i.e. Network Service {recommended), Local System, Local Service,
or as & spedific user identity.

oK | Cancel |

4

2]

Hint:

It is recommended to set up a separate application pool for FileDirector.

Installation of the FileDirector Server

The FileDirector Server installation creates a virtual directory for FileDirector on
the standard web site of the server and installs the necessary applications and

files for FileDirector Server.

To start the installation run FileDirector Server Setup.msi from the
FileDirector installation CD.
The server installation displays a welcome window.
After clicking button Next the following window is displayed:
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{5 FileDirector Web Service P =] I

Select Installation Address

The ingtaller will ingtall FileDirectar YWeb Service to the following web location.

To inztall ta this web location, click "MNext”. To install to a different web location, enter it below.

Site:
| Defaul web Site =l Disk Cost...

Wirtual directary:
IFiIEDirectnr

Application Pool:

D efaultdppl

Cancel < Back MHewt »

Site

The web site FileDirector will be installed on. By default, the default web site is
used.

Virtual Directory

This is the name of the virtual directory representing FileDirector in IIS. If for
example the web address would be www.companynam e.com the access to
the FileDirector Server would be possible with:

www.companyname.com/FileDirector

If you keep the default settings.

Application Pool

Since IS 6 application pools are used. In the application pools e.g. the .NET
version is applied and the permission is allowed for .NET access.

Disk Cost

Disk cost opens the information window displayed below. It lists how much
disk space is available and how much disk space is required to install
FileDirector Server.
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i'é'l FileDirector Web Service Disk Space |

The lizt below includes the drives you can install FileDirector ‘Web Service to, along with each
drive's avallable and required dizk space.
Y olume | Digk Size | Arvallable I Require
= A (145 OkEB 0K
= 23GE 11GE 10064K
1] | |
Ok

Once the settings have been completed, click Next and follow the installation
procedure.

What is installed?

During the installation a virtual directory is created on the selected web site,
which is physically stored in IIS directory \Inetpub\FileDirector. This virtual
directory contains the server application.

Additionally a subdirectory \Setups is created, which contains the installation
files for the FileDirector client applications.

The setup files for the other FileDirector applications, such as FileDirector
Enterprise Manager and FileDirector WinClient are only created during
installation, if the Setups folder with the applications is stored in the same
directory as the server installation file FileDirector Server.msi because they
are copied from this directory. The structure of the installation CD is built in that
way.

Hint:
If the setup directories are copied later to the virtual directory, make sure they
are not write protected.

Once installation is complete, an icon for FileDirector ConfigUtility will appear
on the desktop.

The default directory for ConfigUTtility is

\Program files\Dieter Spielberg DMS GmbH\ConfigUtility

This is the location where the other FileDirector applications are installed. The
installation of the other applications is described in the following sections.
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Configuration of the virtual directory

During installation a virtual directory is created on the default web site, which is
physically stored in IIS directory \Inetpub\FileDirector. The name of the virtual
directory is selected during installation. The default value is FileDirector .

The security settings of this virtual directory must be changed to ensure that
only authorised users have access to FileDirector.

Open the Management console for Internet Information Services via Start K

- -

Settings K Administrative tools K Internet Information Services Manager.

Settings for FileDirector

Authentication
The defaul't authentication settings for
and AWindows Authenticationo.

’«'Elntemet Information Services (IIS) Manager

@Fd [3 » SERVER-H13 » Sites » Default WebSite » FileDirector »

File VWiew Help

_- = ‘Q /FileDirector Home
u;'_-ll’—l&, LEf
o H\_E] Start Page i =
-5 SERVER-H18 (SERVER H18\Administrator) Groupby: Area T E-
~[E} Application Paals ASP.NET
E-[8] Sites . . .
E@ Default Web Site & g o \ 9\, ;‘3 abl
- | aspret_client N - o = LEIEY = ]
2P FileDirector NET NET .MET Profile  .NET Roles WNET Trust NET Users  Applicaton  Connection
= bin Compilation  Globalization Levels Settings Strings
-- | Images = D
: ) = =]
¢ 5 @ & &

Application Fil . g
Appicstion Fies Machine Key ~ Pages and Providers  Session State  SMTP E-mail

Asian OCR Engine Controls
Component Service
Enterprise Manager
1515 Add-On s
QCR. Engine PR = PR $
I €GI : - A .
| L & B 9 o 2 @&
= chared Assemblics ASP | Authentication CGlI Compression Default Directory Error Pages Handler
- Document Browsing Mappings
zE = = 7| far
=i E I : =l IE
< B i H = &
HTTP Logging MIME Types Modules Cutput 551 Settings
Respo,.. Caching

Select the virtual directory of FileDirector and select with a double click on the
right side Authentication

The following window opens:
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1-'5 Internet Information Services (IIS) Manager
@E}l [3 b SERVER-H13 » Sites » DefaultWebSite » FileDirector »

File  View Help

Comnections o
@- - |F s ? Authentication

'\{5_] Start Page

2193 SERVER-H18 (SERVER-H18\Administrator) | | |_SroUPBY: No Grouping T
_;3 Application Pools Mame | Status ~ I Response Type |
=-[a] Sites Basic Authentication Enabled HTTP 401 Challenge
E@ Default Web Site Windows Authentication Enahled HTTFP 401 Challenge
B~ aspnet_dient Anonymous Authentication Disabled
E‘é? FileDirector ASP.NET Impersonation Disabled
J bin Digest Authentication Disabled HTTP 401 Challenge
(-] Images Forms Authentication Disabled HTTP 302 Login/Redirect

=[] Setups

-] Application Files
J Asian OCR Engine
_| Component Service
J Enterprise Manager
-] 1515 Add-On
-] OCR Engine

-] ScanClient

-] WinClient

@[] Shared Assemblies

Disable Anonymous Authentication and enable Basic Authentication and
Windows Authentication.

Settings for FileDirector Web

Authenticatio n

The required authentication settings fo
| mpersonationo additionally to the default
AWi ndows Authenticationo, of FileDirector

- i 12 18 éi /FileDirector/Web Home

@3 Start Page

=1- 83 WIN-IZ46TZ0WHNX (WIN-1Z461Z0WHNX \Administrator) Groupby: Area T E-
[} Application Pools ASP.NET
El-[8] Sites ) .
B Default Web Site & { - LN q £
B[] aspret_dient 7 : - L=
= FileDirector NET NET NET Profile  .NET Roles NET Trust JNET Users
_I bin Compilation  Globalization Levels
_| Images
B[] Setups s
E? Web B
- - e & g
B[] Customize = @
B[] Images ASP Authentication CGI Compressian Default Directory
-] Sharepoint Document Brawsing

@

S5L Settings

Select the virtual directory of FileDirector Web and select with a double click on
the right side Authentication
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The following window opens:

§ Internet Information Services (IIS) Manager
"i;\ = [3 b WIN-JZ46IZOWHNMY  » Sites b Default\Web Site M FileDirector » Web P

File  View Help

R 1 |21 18 éﬁ Authentication

s G:E] Start Page

(=185 WIN-TZ481Z0V0HNK (WIN-TZ46IZ0WHNX Administrator) Group by: Mo Grouping T
----- Q Application Poals Mame = | Status | Response Type |
= a_, Sites [}S Anonymous Authentication Disabled
E!--Qf' Default Web Site ASP.NET Impersonation Enabled
B[] aspnet_dient Basic Authentication Enabled HTTP 401 Challenge
E‘::D FiIgDirector Forms Authentication Disabled HTTP 302 Login/Redirect
- Windows Authentication Enabled HTTP 401 Challenge

Customize
; Images
[E-[2] Sharepoint

Disable Anonymous Authentication and enable ASP.NET Impersonation, Basic
Authentication and Windows Authentication.

Settings for setups

Authentication

The directory security of the virtual directory must be set to Anonymous
Access for workstations on the network to install from the FileDirector Website.
The setting is done as described in the section before, but now the
Authentication f or ASetupso has to be opened.
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1-'E Internet Information Services (IIS) Manager

@ES [_“] » SERVER-H18 P Sites » Default\Web Site » FileDirector » Setups »

File  View Help

Comnections
CHETE

-5 Start Page

j Authentication

(=195 SERVER-H13 (SERVER H 18 \Administrator) Group by: Ma Grouping -
¥ application Poals Name | status ~ | Response Type |
B[] Sites Anonymous Authentication Enabled
El% Default Web Site Basic Authentication Disabled HTTP 401 Challenge
[ aspret_dient Windows Authentication Disabled HTTP 401 Challenge
E\? FiIFDirector Digest Authentication Disabled HTTF 401 Challenge
;_l bin Farms Authentication Disabled HTTP 302 Login/Redirect
ASP.MET Impersonation Dizabled

B[] Application Files
B[] Asian OCR Engine
F-[] Component Service
B[] Enterprise Manager
B[] ISIS Add-On
B[] OCR Engine
F-[] ScanClient
B[] WinClient
- | Shared Assemblies

Anonymous Authentication is enabled, and all other options must be
disabled.

HTTP-Response Headers for Setups
Choose on the right side Set Common Headers and set Expire Web content:
After 1 Day.

.‘E Internet Information Services (I1S) Manager

@Ej [_‘] ¥ SERVER-H13 P Sites # DefaultWebSite » FileDirector » Setups  k

File  View Help

€- |7 |8
% Start Page
E‘aﬂ SERVER-H 18 (SERVER-H18\Administrator)

"_i Application Paals Group by: Mo Grouping <
Sites

j HTTP Response Headers

|se this feature to configure HTTP headers that are added to responses from the Web server,

E% Default Web Site Hame = I e I Entry-Type I
J aspnet_dient X-Powered-By ASP.MET Inherited
B[ FileDirector
Set Common HTTP Response Headers Ed

B[] Setups _
g Application Files V¥ Enable HTTP keep-alive
v Expire Web content:
' Immediately
% After:
TI OCR Engine Il IDEY(SI' j
7] ScanClient
-] WinClient " 0On (in Coordinated Universal Time (UTC)):
| Shared Assembli s
B[] Shared Assemblies [+ April 2009 | Jo:0:00 =

[o]'4 I Cancel
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HTTP-Response Header for WinCweb and EMweb
Select the virtual directory of WinCweb respectively EMweb and select the
window Set Common Headers and uncheck the option Expire Web content

"!E Internet Information Services (IIS) Manager

@@ [J b SERVER-H1& P Sites P DefaultWeb Site b FileDirector * Setups * WinCweb P

File View Help

€-H|Z|e

o ! 'G:EJ Start Page

Sites

E% Defaul

J Setups

E!---Gﬂ SERVER-H 13 (SERVER -H18'Administrator)
=] Application Pools

t Web Site

B[] aspnet_dlient
(¥ FileDirector
] bin

--[2] Application Files

+--[ | Asian OCR Engine
-] Component Service
--[~] Enterprise Manager
7[5 1515 Add-On

--[7] OCR Engine
-] ScanClient

7] WinClient
-] WinCweb
[ | Shared Assemblies

j HTTP Response Headers

Use this feature to configure HTTF headers that are added to responses from the Web server,

Group by:  No Grouping <

Mame = | Value | Entry Type |

¥-Powered-By ASP MET Inherited

Set Common HTTP Response Headers

¥ Enable HTTP keep-alive
™ Expire Web content:
= Immediately
% After:
|1 IDay[s) j

1 On (in Coordinated Universal Time (UTG)):

Jd T
o |

[5 Apri 2009 =

Cancel
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Server Configuration

Overview

The installation of FileDirector Server will create a desktop icon to start the
FileDirector Configuartion Utility. The server installation must be configured
otherwise the other FileDirector applications cannot work.

s

FileDirectar
Config Likiliky

To configure FileDirector Server double click on the FileDirector ConfigUTtility
icon on Desktop.

The FileDirector ConfigUtility is used to:
1 Specify the fd-server account, which is used by the FileDirector Server.
1

Create the user groups fd-admins, fd-scan, fd-scan-named, fd-user, fd-
user-named for FileDirector in the system.

91 Connect FileDirector Server with SQL Server.
1 Configur e t he dat a directory Afiledirect
documents

71 define the URL from where the Client installations should be started.
(Branding writes the URL in the APP.xml).

load the licence file.

SMTP-configuration (Outgoing server for Emails) for sending Emails
during process management

= =

Server

You can enter a description for the FileDirector server, which by default is
AFi | eDirector Web Serviceo.

In Asession time out themeriod df ieastivity afteravhichc an e nt
a us er Getorficerceewviillibe made available for other users.
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% FileDirector Web Service Config Utility
Databasze || Licencee | Licence optionz | Branding | SMTP zerver
% FileDirector “web Service configuration
Sethings
Drezcription: FileDirector wWeb Service
Sezzion ime out [minutes]; a0 3
Language Englsh (UK) ]
Server version number; 2500
[ [n] ] [ Cancel ]
Language

Here you can select the standard language for the configuration program.

When using AAWi ndows def i nopedafing systeen willa n g u a g e
be used.

Server version number
the version number of the server shows the version number of the file
MSDMS. FileDirector.Serverdlldi i n t he v i KFileDiedtor\mn. r ect or y é

Hint:
In previous versions,t hi' s fil e was named ADSDMS Fil eDi
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User and groups

-,

% FileDirector Web Service Config Utility

Inztallationbd anager

Server {| Database | Licences || Licence options | Branding | SMTP zerver
g§ Fleaze select where to create groups and zerver account.
Built in dornain: filedirector
Account and group locations: SERVERDT [this Computer]
[araups
Adming fd-adminz
Scan [hamed] fd-zzan-named
Scan [concurment) fd-zzan
Uzer [named] fd-uzer-narmed
Uzer [concurent] fd-uzer
Create
Server account
M arne:; fd-zerver @ | SERVERDT [this D:.V:
Fazsword: s
Confirmation: s
[ Create
[ ok ] [ LCancel

Built in domain

Here the built in domain is defined. Multiple domains have to be separated with
A, o0.

Account and group locations

Here the location is selected where the user account fd-server and the
FileDirector-groups should be created. This can be the local workstation or a
domain. For several domains the fd-server account must be created on the
primary domain.
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Another possibility is to create the FileDirector groups with the same names in
all domains and the fd-server account can then browse for these groups.

Hint:
NT4 domains are no longer supported.

Groups of FileDirector
During the installation the following groups are created:
fd-admins

User accounts which are added to this group have full access to all data in
FileDirector. Administrators are automatically added to this group. Any member
of the group can configure all options in FileDirector Enterprise Manager.

fd-scan (concurrent) ( preversion2 :fifd-us er fi)

Members of this group have access to FileDirector. Within Enterprise Manager
the permissions to the cabinets and document types are configured by the
administrator for this group. Members of the group fd-scan have no access to
the fAsystem evemifthey baveadll irights. dVith the appropriate
permissions, they can manage the administrative part of the cabinets.

fd-scan-named (pre version 2 fifd-prio-u s er i)
The group fd-scan-named has the same permissions as the group fd-scan.
However, this group can only have the same number of the members as the

number of named licences purchased. Access for the named users is
guaranteed.

fd-user (concurrent) ( preversion2 A f-wleb-user i)

Members of the group fd-user can connect with the FileDirector and search
using WinClient or Browser, these users cannot search.

fd -user -named

User in this group can also only search. There is only access available to the
number of licenses available.

Server account ffd-s er ver i

fd-server user account

The Filedirector server communicates via this account, all data must be
accessible to this account. No other account, including user accounts require
any access to FileDirector data.

52 9 Server Configuration FileDirector 2.5



Set the name and the password for the user fd-server that is used by the
FileDirector to access the management system

The fd-server account is used by FileDirector to access databases even if
SQL-Server allows access from a Windows log on.

The password must be at least 8 characters. If no password is set, it will not be
automatically generated in version 1.5.0 or later.

Hint:

The fd-server account has a special status and cannot be used as a
FileDirector user. The account will not exist in the FD-groups and will be
deleted when importing the accounts.

Installation on 2003 Server

A default installation of Windows 2003 server uses complex character strings
as passwords. If fd-server is created in the FileDirector ConfigUtility with a
password as set out in the rules by Windows 2003, FileDirector may not have
access to the data.

Rules for passwords (Default setting for 2003 Server):

They must not contain the account name or part of the account name.
The minimum length is 8 characters.

The characters must be assembled from 3 of the 4 categories:
Uppercase letters from A to Z

Lowercase letters from a to z

Digits (0 to 9)

Special characters (z. B. !, $, #, %)

= =4 -8 _-48_-5_9_2

Change Password

If the password needs to be changed, it should be done using the ConfigUtility,
because the password is internally stored by FileDirector. If it is only changed
in Windows, the passwords will not match. The Password can also be reset by
deleting the fd-server account and recreating it with the ConfigUTtility.

~

Change account-semawmer df nfd

The account name used can be changed. If you want to change the name of
the fd-server, please enter the required name for this account in the
ConfigUtility during the installation. This name is saved in the web.config file in:

<add key="FDServerAccount" value="fd-server" /> of the server.
Hint:

The computer name of the FD-Server must not be the same as the name of the
FileDirector Server user.
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Accounts refresh interval (minutes)

If the permissions for imported users and groups are changed, this refresh
interval is the maximum time taken before FileDirector is updated with the new
permissions. The default setting is 10 minutes. When restarting IS all updates
are applied immediately.

Hint:

A restart of the 11S can be done qmickly
St art 0ohthe &ileDirector Server. The IIS will be restarted automatically

when accessing it with WinClient or Enterprise Manager. There might be a

short delay when accessing.

Create FileDirector- accounts in the selected domain/computer

When the configuration settings are complete, the FileDirector groups and the
FileDirector user account are created in the stated domain/ computer
respectively the OU by running the command.

The user i f-gbrveri i s added automatical ILQCAL o t he
administrators. This simplifies the installation when installing the database on
the same computer as the FileDirector server.

| f the dat abase i s |l ocat efd-sowrimmnet hdhaveer
rights to access this database.

The configuration database FDconfig and the groups/ accounts are created by
the currently logged in user. The user must have the rights to create a
database and users/groups.

The logged in user will be added automatically to the FD-Admins group.

Hint:

a) The i f/Bddnmit ordautomatisally rpat tin fd-admins group. The
administrator or further administrator-user might be added to the group fd-
admins manually.

The user account il f-sde r v e r fiaddedto theedomain administrators group .
However, if the fd-server account has no rights in the domain to create the
account automatically with the ConfigUtility, the groups fd-admins, fd-scan, fd-
scan-named, fd-user und fd-user-named must be created manually.

c) Since version 1.5.1 it is possible that the fd-server is in a different domain to
the fd-groups.

An example: Local installation with fd-groups and fd-server in one domain,

because it is not allowed to create any groups in this domain. In this case only

t he wusseear viefrdd i s created. T theefd-gefvey with y ou ¢
prefixed domain in the ConfigUtility.
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The [domain\fd-server] user must be able to access the ADS to load the
[domain\accounts] into the Enterprise Manager. The accounts of the users of
the domain are entered to the local fd-groups.

Please read chapter:
Manual creation of the fd-server account and fd-groups

Database

With the options on the database tab you can connect the FileDirector server
with your SQL Server and create a configuration database in the entered path.

If you chose a server type, the correspondent database connection is
searched.

% FileDirector Web Service Config Utility

Inztallationbd anager

Server | User and groups | Database | Licencee | Licence options | Branding | SMTP server

Here vou can configure the database connection.

Connection sethings

Server name: localhost

Server type; Microzoft SOL Server [200042008] V
IJze integrated Windows securniy

M arne:

Fazzward:

T ezt connection

Connection pools

M ax. number of connections: 10 £
Connection Timeout [zeconds): B0 :;:
Maw. nurnber of it in hitlist: 1000 £
Default database location: C:AFileDirector DatahSG0L D
Default ztorage location: C:hFileDirector.Data [:]
(] ] [ Cancel ] [ Apply ]
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Connection settings

The entries in Connection settings inform FileDirector about the location, type
and user-account for a connection with the SQL server.

Using SQL 2000 Enterprise Edition the instance of the standard installation is
normally the same name as the server that SQL server is installed on. Enter
the computer name where the SQL Server is available on, into the field name.

If an instance of SQL-Server or MSDE is SQL 2005 Express-Version, enter the
name of the instance of SQL-Server: SQLServerName \InstanceName
(Default instance: [server name\SQLEXPRESS)

Define In the drop-down-list in servertype whether a Microsoft SQL Server or
an Oracle database is used.

Hints for Oracle as server type

For the configuration of an Oracle-Database a Tablespace must be set up
manually in the Oracle-Database for FileDirector.

In Oracle Enterprise Manager select Storage « Tablespaces and create a
Tablespace fFILEDIRECTORMA Set an appropriate tablespace size, as the size
of the standard tablespace is only 5MB.

Further, t h e nOracl e Data Provider f or . NETAN® m
FileDirector is installed on.

The name of the connection setting must be the same as the service name of
the Oracle-Servers.

Full text:

The full-text-option for the database is installed automatically during the
standard installation of Oracle. If the installation of the Oracle component is
done after the installation of FileDirector, an update of the cabinets via the
Enterprise Manager must be performed in order for an index in the FD-images
table for the full text to be set.

Authentication
Connection with windows account

For the connection between SQL Server and FileDirector you can choose
between integrated Windows authentication and usage of a special SQL user
account.

The integrated windows authentication account fd-server is used.

Connection with SQL account:

When using a special SQL account, this account must be configured with a
relevant password in SQL server.
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If this connection is used, SQL server must allow this type of log in. Specify the
following option in SQL server:

Start Y Programs Y Microsoft SQL Server Y

Click to server, right« Seowitg.e button Y Prop
-
—
%
[ Konsolenstamm (local) (Windows NTY 6 Tkems
- Microsoft 0L Servers
= @ 50 sene Goup BB @& &
= local) (vind MT
H}(nca}( ez i) Databases Data Management
+(_] Databases Transforma...
+ I:l Data Transformation Ser
+ I:l Management - -
+-{_1 Replication S0L Server Properties (Configure) - (local)
+ I:l Security
+-[1 Support Services Server Settings ] [ atabaze Settingz ] R eplication ] Active Directary ]
+|-[_1 Meta Data Services General ] b ermony ] Proceszar Security l Cornections
Security
SOL Server provides authentication bazed on Windows
accountz and a named SCL Server login 1D and password.
Avthentication:
(+ SOL Server and 'Windows
" windows anly
Apdit level:
* Mone " Failure
< (" Success Al
Cpens property sheet far the current sele Startup zervice account
-E, Start and run SCIL Server in the following account:
ay {* Sustem accaount
" Thiz account |
k. | Cancel | Help

Connection pools

With Connection pooling a physical database connection can be reused and
shared.

If the server accesses the database, SQL server must provide a database
connection for the database operations. As the establishing of a database
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connection is a resource costly operation, a database is not closed
immediately, after a client stops working.

If the operations with a connection are stopped, the connection is not closed
but is returned into the pool of free connections. The big advantage of a
connection pool against a normal database connection is that initially some
connections are opened and can temporarily be provided for single clients.
With this method a relatively large number of clients can work with a relatively
small number of database connections.

FileDirector supports the usage of connection pools where Max. Number of
connections denotes the maximum number of database connections, which
FileDirector Server can establish with SQL server.

Connection time out (seconds) denotes, after which time a connection is
automatically removed from the pool.

Max. Number of connections Default value: 5
Connection time out (seconds): Default value: 15

Max. number of hits in hitlist

In order to limit the time for a search result, the maximum number of found
documents can be limited. The default value is 1000; this value can be
configured in file web.config.

See also K General administration Kk Settings web.config

FileDirector Configuration database

| n defdult database location 0 an available folder for the FileDirector
configuration database must be set. The fd-server account must have full
access to this location.

That al s o a pdefault steragd locatibnh & ThA documents in the
cabinets are stored here. The storage location can also be changed individually
after creating a storage location. A precondition is that the fd-server must have
full access to the path.

The FDconfig database is created after the configuration with the FileDirector
ConfigUtility. This can be donebyent er i ng f#fAl | rrensTotstart i n St a
the FileDirector server a server test can be run with the URL:
http://servername/filedirector/dataaccess.asmx. If the configuration was
completed correctly, t he fAFDconfigo database is crea

Before creating the database the standard storage location for documents has
to be specified:
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Select a folder in the window or create a new folder and click OK.

If this directory is located on another server or storage medium than the
FileDirector Server itself, it must be set so that the account fd-server has full
control over the location.

You are then prompted for the storage location of the FileDirector configuration
database (FDConfig). This can be selected from the list of available SQL
storage locations. SQL server only offers storage locations already known to it.
If you want to add a location to the selection, you have to create a database
manually in SQL server on the new location (which can later be deleted), or the
created database has to be moved.

At the end of this process the database FDConfig is created:

Licensee

To licence FileDirector you need a valid licence file.

Readsection Y Fi |l eDirector Licensing

If you received a valid licence file with valid signature, you have to load it by

clicking the L] and selecting the licence file. If it is loaded, the licence data and
available options are displayed and FileDirector can be used.

Hint:

It is possible to install and configure FileDirector without a licence. Without a
licence WinClient will not perform a search. Schedulers can be configured, but
they will not start.
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% FileDirector Web Service Config Utility

Inztallationtd anager

M arme:
Company name:
Address:

Fost code, ciby:
Region:
County:

Phiote:

E-mail:

Sernial number:

Licence file location:

Here pou can gee licence information of wour installation,

Dieter Spielberg

Spielberg Solutions

Obere Faizerswerther Str. 17
47249 Duisburg

MRW

Deutzchland

0203/80 888 0
infof@zpielberg. de

CC453-4CE14-B3850-04DE0-43614 [ Get licence ]

C:hinetpubbimawraotsFileDirectarsCC453-4CB 1 4-B9350 D

ak

J J

LCancel Apply
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Licence Options

In Licence options the licensed modules for FileDirector are displayed. A
description of the single options can be found in Administration Guide.

% FileDirector Web Service Config Utility
Inztallationtd anager
Server | User and groups | Database | Licencee || Licence options {| Branding | SMTP server

Lizence optian Yalue

Product mode Enterprize

Server type Stand-alone

Site replication ez

Proceszs management ez

b ailStore ez

SAF Archivelink, ez

ODeC e

Web access ez

At trail ez

Container ez

Scripts Mo

Urlimited web uger Mo

Server 1

COLD server 1

OCR server 1]

Codeless connectors 1

Image printers 1

OCR clientz 1

Azian OCR clients 1

Wirtual Metwork, Printer 1

lziz chentz 1

Scan [hamed) 2

Scan [concurrent] 2

IJzer [named] 2

IJzer [concurrent] 2

FreeFarm recognition 1 documents

Ticker count 1]

Expirez on Mewver expires

M aintenance expirez on ann4z2mz

[ ok ] [ LCancel ] [ Apply ]

Hint:
After importing the licence file only the number of the added ticker will be
displayed. The number of the available ticker can be found using Al NFOfA i n
WinClient.
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Branding

With Branding the URL which a FileDirector client needs to connect to the
FileDirector Server, can be set to a default value. This path is stored in the file
APP.XML which is located in the relevant Subdirectory in SETUPS located
under the virtual directory of FileDirector.

\inetpub\wwwroot\filedirector\Setups\[application name]
If branding is not performed, the clients cannot be installed with a browser and

the installation page, because the relevant *.msi file for installation cannot be
found.

% FileDirector Web Service Config Utility

Installationkd anager

9 SMTP server

Client defaultz

Server URL: hittp: & zerver0l fFileDirectar
[E.q.: httpl=] A rmwD amainmpS erver]

Autarnatically log-in using curent \Windows account

Branding ]

ok ] [ LCancel ] [ Apply
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For the Web-Installation of the WinClient and the Enterprise Manager it is also
important to run the branding, to make sure that the APP.xml contains the
correct connection path to the server. If the path does not exist, there is no
page displayed if the application is run in the browser. See also Y Web-
installation of the applications

Hint:
| f the server was updated or single files
branding has to be executed again.

Server URL

This field stores the URL of FileDirector Server which is called by the clients.
After installation all client requests to the server are processed with this
address.

Automatically log-in using current windows account

| f AAutomamni waslilng Ilcaagrent windows ndccount
Enterprise Manager start without having to type in user name and password.
The information of the windows account currently logged in is used.

SMTP-Server

SMTP is an abbreviation for ASimple- Mail T
trols sending of Emails via Internet.

File Director Process Management option can send Emails with a link to the
document to be processed. For this option the SMTP address of the Email
server must be specified. The default port is 25.

In order to test the server address, valid Email addresses can be typed into
fields AMessage tofn and AMessage fromi. A
Aestito i s clicked.
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% FileDirector Web Service Config Utility

Inztallationbd anager
Server | User and groups | Database | Licencee | Licence options | Branding | SMTF server

é Here vou can configure the SMTP server connection.

Server address: SMTP. server
Fort: 25 £a
[]UsesS5L

[] Uze authentication
I arne:

Fazzward:

Test SMTF zettings

Mezzage from: youizzpielberg. de
Mezzage to; mei@zpiglberg. de
Subject: FileDirectar Test Mail
Body: Received?

[ Test it

“Web-Server URL:

[E.q.: httplz) /Y rmuD omain,mys erver)Sedeb

(] ] [ Cancel ] [ Apply ]

Web-Server URL

If an Email is sent via Process Management option of FileDirector and the
relevant document should be viewed by WebServer, specify where the
WebServer is installed. The URL of WebServer can be entered, as WebServer
can be installed on a different server than FileDirector Server itself.

Test installation

The server installation and configuration should be tested to check that
everything as installed and configured correctly.
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Open a browser window and specify the following virtual FileDirector address:

http://localhost/filedirector/dataaccess.asmx

For [localhost] the name of the FileDirector Server must be entered.
The page displayed below should open:

@ Datahccess Web Service - Microsoft Internet Explorer [Z]@

File Edit ‘Wiew Fawaorites Tools  Help .1.'

" — n
eEack > \ﬂ @ __I\J P ! Zearch ‘-H;:(’ Favorites

Address :Elhttp:,l',l'In:nn:alhn:-st,l'FiIedirectnr,l'dataaccess.asmx I = el Links **

¢ GetDocTypes [A]

o

* GetCabinets

® LGetProcessList

» GetRights

¢« AddKeywordZ2Existinglist

* GetClientRights

¢ GetDocument

« CloseSession

& GetStamps

e TestConnection

¢ TestSignature [v]
£ | i | &

;EI ‘:J Local inkranet

If 1S and FileDirector are configured correctly, a list of functions used by
FileDirector Server is displayed.

Connection test
With function ATe dnttctten®aarche checkell. t he | og

Click on button Invoke on this page in order to check the connection to the
FileDirector Server.

|l f button Alnvoked is not displayed, check

If this test is successful, an XML file should be returned and displayed, which
lists the account currently logged in, for example:
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http://sfilp8200/filedirector/dataaccess.asmx

é We | ¢ oDoreainname \administrator onserverAs er ver é namenf

Hint:

I f for exampl e AAnonymousi oredtudingal oc al
domain log-in, either the log-in is wrong or the security settings in 1IS are not
configured correctly.

Test database access

To check if FileDirector has access to the database, a further step is required. If
the database access fails, the applications WinClient and Enterprise Manager
cannot establish a connection to the server. This test should principally be exe-
cuted after the installation and upgrade of FileDirector Server.

While searching for malfunctions and errors this test is helpful, if the
applications cannot establish a server connection. This test ensures that the
server is configured and operational.

Click Get Cabinets , e ntruedr imMt o t h andthéendnvake.Val ue

(a .
‘€ Datahccess Web Service - Windows Internet Explorer g@
@H v |&] serverdl V | X ) D |-
iy Favorites | 5 & + [ Free Hotmail & | -

_ @Data.ﬁ.ccess Web Service _ T’-?T i ._I | =~ Page - i

Click here for a complete list of operations.

GetCabinets

Test
To test the operation using the HTTP POST protocol, click the 'Tnvoke'
button.
Farameter Value

Excludelogo: |true|

SO0AP 1.1

The following is a sample S0OAP 1.1 request and response. The
placeholders shown need to be replaced with actual values.

POST ffiledirector/dataaccess.asmx HITPES1.1

o Hnat = aspruvsril .
% J Local intranet fhov M0k <
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Even if no cabinets have been created, this information must be requested from
the database and displayed in a XML file:

&1 http:/flocalhost/filedirectorfdataaccess.asmx/GetCabinets - Microsoft ... E]@
I

File  Edit ew Favorites Tools  Help Tk
w — n B

. . ) s i - <)

e, ? |£| |EL| | Search y Ay Favarites @ Media {
Address iéj hikbpsf flocalhost fFiledirector fdataaccess, asmx/ GetCabinet s Bl a Go Links **

<?aml version="1.0" encoding="utf-8" 7=
- «DataSet =mlns="DSDMS .FileDirector.DataAccess"=
- «xs:schema id="FileDirector" xmlns=""
amins:xs="http:/ /www w3 .org/ 2001/ XMLSchema"
=mins:msdata="urn:schemas-microsoft-com:xml-msdata">
- zus:element name="FileDirector" msdata: IsDataSet="true">
- =usicomplexTypes
- «xs:choice mazOccurs="unbounded"=
- <xs:element name="Tablel">
- =xsicomplexTypes
— <HSISEqQUEence:
- «xselement name="ID">
- <usisimpleType=
- «<xs:restriction
base="«s:string">
<usimaxlength
value="8" /=
= fwsrestrictions (v

&) Dane & Local intranst

Installation and configuration of FileDirector Server is complete,FileDirector
Enterprise Manager can now be installed.

If an error message appears during these tests, the server must be checked
again with the points listed previously. If the server is not configured and
working correctly, applications like Enterprise Manager and WinClient will have
problems connecting to the server.

Manual creation of the fd -server account and fd -
groups

During the configuration of FileDirector Server the ConfigUtility normally
creates the following accounts and groups in the domain:

Account: fd-server (+ Password)

Groups : fd-admins
fd-scan
fd-scan-named
fd-user
fd-user-named
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This implies that the account which started FileDirector ConfigUtility is a
domain administrator, who is allowed to create users and groups in a domain.

If it is not possible or allowed to log in as a domain administrator, these groups
and accounts can also be created manually by a domain administrator.

The fd-server account must be a member of the domain users group and must
be member of the local administrator group of the FileDirector Server.
Special case: K see WebFarm

The ConfigUtility must be started with account fd-server and the relevant
password. The password is written encrypted into file web.config.

After specifying these settings restart 1IS on FileDirector Server and check
access using /dataaccess.asmx/GetCabinets with Internet Explorer.

Security settings for database access
If the login to SQL server is done with windows authentication, the fd-server
account is used.

Casel:

SQL-Server and FileDirector Server are installed on the same server and
windows authentication is used.

Since the fd-server account is member of group local administrators, it will also
have access to the SQL server.

Default settings in SQL-Server:
Security K Accounts K BUILDIN\Administrators K Properties K |server rolls|
K R System Administrators

Case2:

SQL-Server and FileDirector Server are installed on the same server and
authentication via SQL is used.

| f user 6sabd6 is wused in default settings,
administrator.

Default settings in SQL-Server:
Security K Accounts K sa K Properties K |Server rolls] Kk R System
Administrators

If minimum right should be granted here, the account used (which need not be
Asaodo) must R dDatabdseaeatdr. b e
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Security K Accounts K (enter SQL user) Kk Properties K |Server rolls| K R
Database creators

Case3/4:

SQL server and FileDirector Server are installed on different servers.

If the fd-server account should access SQL-server with windows authentication
and minimum rights, fd-server must be entered to the server rolls of the

database server.

In SQL server this account must at least be entered as database creator to
grant access to the databases created by fd-server.

These settings are performed in the Enterprise Manager of SQL server:

Using windows authentication

Security K Accounts K (enter fd-server) K Properties K |Server rolls| K R
Database creators
Using login to SQL:
Security K Accounts K (enter SQL user) Kk Properties K |Server rolls| Kk R

Database creators

All databases, which are created in Enterprise Manager, are created from the
user specified in ConfigUtility and get access to the databases created. Access
to other database created prior to another account, must manually be
accessed.

Security K Accounts K (select user) kK Properties kK | Database Access | K
Select Databases (FDConfig, FD_xxxCabinets)

Problems during server test

Documents cannot be checked in

8. The system time of clients must not differ more than 5 minutes from
the server system time otherwise the server will refuse to check in
documents.

9. Mandatory fields were not filled

10.The connection to the server is disconnected (network problem)

11.The storage pool is false, full or the access for fd-server is not
allowed.

12.
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Setting of storage pool

"Server message: No valid storage pool data found".

If this message appears when checking in documents from WinClient, the
settings or access rights of the storage pool is not OK.

Check if the storage pool points to a valid directory and if this directory is
accessible for account fd-server.

Error during server check (Get Cabinets)

If an error appears during checking of the server, this may come from access
wi t h accoamviermf.d The foll owing setti
detailed information can be found in the respective sections):

13.1s the password of account fd-server according to the rules set by the
operating system (2003 server)? (Impersonation  Error).
A change of password or recreation of a deleted fd-server account
must be carried out with ConfigUtility.

14.Have the settings in machine.config or the settings in IS (2003
server i 11S6) been carried out for .Net Framework?

15.Was log-in performed as domain administrator when installing
FileDirector Server?

16.Have fd-groups and account fd-server been successfully created?

17.Are the settings of 1IS correct? (Test Connection)

18.Has database FDConfig been successfully created and have the
accounts been i mported correctly

Hint:

Even if no cabinets have been created yet, the server test can be carried out
with functi on If h&e areCroberrorse this information is also
returned in a XML file.
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Installation of FreeForm

Run the FreeForm setup on the server. The setup is provided as 32bit and
64bit version.

Hint:
The FreeForm option requires full text and OCR.

Install options

ﬁ FileDirector FreeForm Recognition g |

Installation Type

Pleaze choose single or multiple recipient mode installation,

(%) Single

) Multiple

Single

The option single means that the FreeForm engine is installed for a single
customer. In this case only a single customer is added to the customer

database.
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Multiple

The option multiple means that the FreeForm engine is installed for multiple
customers. In this case a customer database is created for multiple entries.
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WebServer installation

If you have had installed the FileDirector WebServer, on the desktop a new
ConfigUtility is installed to configure the Web Server.

%

FileDirector Config

Lkility (Web)
WebServer
% FileDirector WebServer Config Utility
“Web Server | Accounts
@ FileDirectar *webServer Config Ltility
Language E i K] v
Server URL: hittp: 4 gerverl filedirector
[E.a.: httplz]:/ fmpDomaindmyServer)
Settings
Cache directary: CAWINDOWS A Temp\FieDirectorwebh | [ ..
Seszion time out [minutes); 20 :3:
Prezerve images [dayz]: 10 :3:
JPEG quality [Z]: G0 :::
Mo PDF corveerzion for; sl hkrng. bkl ikt
[] Uze custom no matches found
Server version number; 2050
0k ] [ Cancel ] [ Apply
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Language

The settings for language are only relevant for the ConfigUtility. The language
which is used in the browser can be configured in the option settings of the
WebServer in the browser or it can be set in the client configuration.

FD-Server URL

Specify location of FileDirector Server. If WebServer is installed on the same
server as FileDirector Server, specify the local name or the IP address. If
WebServer is installed on a different server than FileDirector Server, specify
the path for the FileDirector Server so that WebServer is able to retrieve data
from the FileDirector Server.

Hint:

To use the WebServer on clients, component service must be installed to allow
creation of pdf-files and electronic documents (eDocs) can be displayed with
the Stellent Viewer.

Cache directory

If a document is retrieved and displayed with an Internet browser, a TIFF file
must first be converted to .jpg or .gif format, because a browser can only
display these formats.

WebServer converts a TIFF file to GIF format, sends it to the browser and
simultaneously stores it with the size and quality requested in the cache
directory of WebServer.

When the same parameters are requested again a document can be sent
directly from the cache directory to the browser. This enhances performance of
display.

If a document is requested with a different zoom factor, rotation or compression
factor, the relevant original document is again converted and stored in cache.

Hint:
The cache directory of WebServer must be accessible for the relevant
FileDirector user.

Session timeout (minutes) ¢&

WithsettingSe s si on t i me o u fanidlemimeisispeeifsedl aftér which
a FileDirector licence is automatically freed. During this idle time no
communication or activities occur between Browser and FileDirector
WebServer.
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Preserve images (days)

How many days a document should remain in the cache can be specified in
Preserve images (days).

JPEG Quality

The JPEG quality of the image to be converted and sent to the browser can be
set. The higher the compression rate is set (the smaller the quality value of the
images is set), the smaller the file size of the images comes out. With this para-
meter the amount of data being sent from server to client can be affected.
Image quality is reduced, when compression rate is increased.

No pdf conversion foré

Any file formats that you do not wish to be converted to PDF for display within
WebServer can be listed here, by entering the file extensions.

Use custom no matches found

For WebServer a configuration file web.config exists as for the Server. Here
special settings are saved.

If no documents are found when a search is performed, the message A
mat ches foundo app eised messagepthe godotvingekeycans t o m
be set in the web.config of the WebServer:

<add key="UseCustomNoMatchesFound" value="True" />
In the folder we b of the WebServer the fileeke fNoMa:

This is a html-file which can be created by the customer. Instead of the
message fino matches foundd the content of
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Accou nts

% FileDirector WebServer Config Utility

Wwieh Server |!

§°§ Configure the accountz uzed by FileDirectar WebSerer.

Server account

M arne: fd-zerver

EERERTEH

Pazsword:

EERERTE

Confirmnation:

Allow anonymous acoess

M arne: FD_wfeb
Pagzsword:
Coanfirmation:
[ Ok ] [ Cancel ] [ Apply

Account name and password

WebServer needs an account with the same permissions as the fd-server
account used by FileDirector Server. By default, this account is used by
WebServer.

In cases where the fd-server account can not used by the WebServer, e.qg. if
the FileDirector Server and the WebServer are not in the same domain or in a
DMZ, another account and password can be set. This account must have the
same permissions for the WebServer as the fd-server account for the
FileDirector Server.
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Allow anonymous access

First the anonymous access must be configured for the WebServer in the
security settings of the IIS. If the WebServer should allow the anonymous
access, the user must be entered and he must be in one of the fd-groups. Then
the security settings can be configured in FileDirector for this user, the cabinets
and the document types.

Hint:
If these options are configured, in the web.config the following parameters are
set:

<add key="AllowAnonymousAccess" value="True" />
<add key="AnonymousAccount" />
<add key="AnonymousPassword" />

Installation of the component service on the client

To display edocs with the WebServer the Component Service must be installed
on the server where the WebServer is installed.

WebServer hints for the audit trail
To connect to FileDirector WebServer, in the default configuration you call the
following page in the browser:

http://[Servername]/FileDirector/web

If you get an error, in the normal circumstances an event message is written in
the Windows event.log where WebServer is installed. For advise, contact the
administrator who has access to the event viewer of the server.

Check installation and configuration

After all necessary settings have been made and the configuration database
FDConfig has been created, close ConfigUtility with OK in order to terminate
server configuration.
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Installation of applications

General information

FileDirector Client applications can be run in two ways; as traditional windows
applications, or via a web browser.

Conventional Client installation

This can be done from the installation page or by independent software rollout.
From the FileDirector installation page the applications can be installed and this
would allow a user to work within the client applications when not connected to
the FileDirector Server.

Web installation of WinClient and Enterprise Manager

From FileDirector version 2.0 the WinClient and Enterprise Manager can be
started directly from the server within a web browser. Using the browser
versions allows for easier maintenance of the solution, updates and upgrades
have to be applied on this server only, rather than on all the clients The
browser clients must always be connected to the server.

The installation to use the browser is described in the chapter Kk Web-
installation of the applications

.NET Framework

Microsoft .NET Framework 2.0 must be installed before one of the FileDirector
applications can be installed.

Installation of the applications directly on the
clients

Installation path

For installation you should be logged-in as administrator or with administrator
rights.

The applications are installed by default to the following directory: C:\Program
files\Dieter Spielberg DMS GmbH\
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Installation for deveryonedor @ust med

When installing an application it can be selected to install for &veryonebor dust
med Selecting &veryoneda start icon is created for each user in start menu and
on his desktop.

Hint:

If the application was installed with Qust me@ , ly ¢this user can uninstall the
software, because it is only registered for uninstallation for this user in:

Start ¥ Settings ¥ Control Panel ¥ Add or Remove Programs.

FileDirector installation page

During the installation of FileDirector Server the setup files for all FileDirector
applications are copied to the installation directory (located in
\inetpub\wwwroot\filedirector\Setups\). The setups can be accessed by a Web
page of the FileDirector Server. The installation of Clients can be carried out
from this page called by a web browser.

For example if FileDirector was installed to server [Server name] and virtual
directory FileDirector , the address is:
http://[Servername]/filedirector

Version: :

( ( ] - ®
F1 IetDMJ rECtotr - - Add trust to this site to allow
Documen nage Satam execution of brovser based applications.

.Wi nClient Install

Start in Browser

Component Service (Office Link) Add-On Install

; OCR Engine

I 151S Add-On Add-On_Install

Enterprise Manager Install

Start in Browser

Spielberg Solutions L(i
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http://[servername]/filedirector/

Enterprise Manager

Enterprise Manager is the administrative application for FileDirector. Cabinets
and storage structures can be configured according to the required
specifications. This application can be installed on the server and on
workstations.

The account which uses Enterprise Manager for all administration tasks must
be a member of the group fd-admins. For configuration of cabinets alone a
member of the groups fd-scan or fd-scan-named is sufficient, if these groups
are equipped with all cabinet rights.

Select Install for Enterprise Manager and execute the installation from here.
Hint:

When installation is not working see section:
ATroubl e shooting when executing set

The first window shows that file setup.exe was found for installation. Click to
Open. If you are asked for a signature, confirm with Yes. Continue with Next in
the next window.

14 FileDirector Enterprise Manager E]

Select Installation Folder

The inztaller will install FileDirector Enterprize b anager to the following folder.

Toinstall in thiz folder, click "Mest". To install to a different folder, enter it below ar click "Browse".

Fuolder:
C:Program FileshDieter Spielberg DS GrbHYFileDirector Enterprize Browse. .. |

Bisk st |

Install FileDirector Enterprize M anager for yourzelf, or for anyone who uzes this computer:

(* Everyone

" Just me

Cancel < Back Mest »

Afterwards an installation path can be selected.
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Sel ecHEveryoge iA dustmedo decides, if the start i coc
user in start menu and desktop or if they are only installed for the user

performing the installation.

With Disc Cost you can display the available storage capacity and figure out,

the amount of storage space needed for the application.

With Next the installation is performed after settings have been specified.
Enterprise Manager can now be used for Configuration and Creation of
FileDirector cabinets.

Timeout-Settings in the Enterprise Manager

For the transfer of data from FileDirector Enterprise Manager to the server a
time out period is utilised. If the Enterprise Manager does not receive a
response from the server in the specified time frame a timeout is displayed. If
the Enterprise Manager gets a subsequent response, it cannot be processed.

To change the time out period for the Enterprise Manager, a value in the file
app.xml of the Enterprise Manager can be set. This file is located in the
program path of the Enterprise Manager.

The foll owing key can be found in this fil
<add key="TimeOutSecs" value="180" />

WinClient

Setup Customer- Logo

In the WinClient a logo is displayed in the control box. This logo can be stored
for standard installation and IS stored in directory
FileDirector \Setups \FileDirector WinClient \ as thefile custlogo.gif. If you
exchange this file with your own logo file, this will be displayed after installation.
If a logo file should be exchanged after installation, it must be replaced in the
di r ect oProgram fFiles \Dieter Spielberg DMS GmbH \
FileDirector \WinClient \0 on the relevant workstation.

An individual logo for each cabinet can be stored. If a logo is stored at cabinet
level, it takes precedence over the logo selected during installation.

A logo at cabinet level is specified in Enterprise Manager. See the section
about cabinet configuration in Admin guide.

Installation of WinClient

FileDirector WinClient allows authorised users to access documents, add
documents and change existing documents.

Select Install for WinClient and execute the installation from here.
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First window shows that file setup.exe was found for installation. Click to Open.
If you are asked for a signature, confirm with Yes. Continue with Next in the
next window.

1 FileDirector WinClient =)

Select Installation Folder

The ingtaller will ingtall FileDirectar WinClient to the fallowing folder.

T o inztall in thiz folder, chick "Mest". Ta inzstall to a different falder, enter it below ar click "Browse"',

Folder;
C:AProgram FilezhDieter Spielberg DMS GmbHYFileDirector WinCliznts Browsze...
Dizk Cost...
Inztall FileDirectar YWinClient for vourzelf, or for anyone whio uses thiz computer:
(" Eweryone
Cancel ¢ Back Hest >

Afterwards an installation path can be selected.

Selecting Everyone or Just m e decides if the start icon is created for each
user in start menu and on his desktop or if they are only installed for the user
performing the installation.

With Next the installation is performed after settings have been specified.
With WinClient documents can be managed and accessed in cabinets created
with Enterprise Manager before.

Plugins for WinClient

For the WinClient different Plugins are available, which have to be copied
manually to the relevant workstation into the installation directory Program
files\Dieter Spielberg DMS GmbH\FileDirector WinClient\. For more information
see user manual.

Password with basic authentication do not store

If basic authentication is configured for the WinClient, the login window appears
when the program is started. With the checkmark the password can be saved
for the next login. If the option to save the password is not offered, the
WinClient can be started with the parameterii hi desavep.asswordin
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To start the program with this parameter create a new link to the file

fFi |l eDirector WinClient.exefi which is in ¢t}
write the parameter in the properties of the link behind the path to start the

WinClient. When the WinClient is started with this link, the login window

appears without the checkmark box to save the password.

Timeout settings in the WinClient

For the transfer of data from FileDirector WinClient to the server a time out
period is utilised. If the WinClient does not receive a response from the server
in the specified time frame a timeout is displayed. If the WinClient gets a
subsequent response, it cannot be processed.

To change the time out period for the WinClient a value in the app.xml file of

WinClient can be set. This file is in the program path of the WinClient. The
following key with the default setting nl2
<add key="TimeOutSecs" value="120" />

Component Service

FileDirector Component Service contains the Office Link. Office link is
integrated into Microsoft Office products and allows documents to be saved
directly into FileDirector from these applications.

Hint:
Windows 98 and Office 97 and earlier versions are not supported.

Additionally with Component service the EdocEngine and Stellent Viewer are
installed which allows users to display electronic documents and create
thumbnails of electronic documents.

With the Stellent Viewer many different document formats can be displayed,
without the originating application having to be installed.

Select Install for Component Service and execute the installation from here.
First window shows that file setup.exe was found for installation. Click to Open.
If you are asked for a signature, confirm with Yes. Continue with Next in the
next window.

Afterwards an installation path can be selected. This path is later automatically
used for the installation of the OCR engine.

With Next the installation is completed.
Hint:

I f the Component Service is installed with
Office Application only exists for the user who installed the Component Service
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OCR Engine

The OCR recognition is used for configuration of full text recognition and zone
recognition including forms recognition. The forms are configured with the OCR
module in Enterprise Manager. The configuration covers the zone
configuration, with which document types the zones are linked and which index
fields should be read.

To configure OCR recognition in Enterprise Manager the OCR engine must be
installed on the work station. OCR engine can only be installed if Component
service is installed.

Hint:
To be able to use OCR functionality a valid OCR licence is required!

Install OCR engine on server
For OCR recognition two modes must be distinguished:

Full text recognition
Forms recognition

The OCR engine must be installed on the server if full text recognition is to be
performed. Full text recognition is run on the server by a scheduler and must be
configured in the database server as well. Configuration is described in the
Admin guide.

If a file import scheduler using zone recognition should is to be run on the
server, Component Service and OCR Engine must be installed on the server.

Install OCR Engine on Client

If zones for indexing should be read by OCR during scanning, the Component
Service and OCR engine must be installed on the client work station.

Select Install for OCR Engine and execute the installation from here.

The first window shows that setup.exe was found for installation. Click to Open.
If you are asked for a signature, confirm with Yes. Continue with Next in the
next window.

During this installation no path can be specified, because installation path is
derived from the Component Service installed initially. Finish installation by
clicking to Next.

Different OCR Engines

Western OCR Engine

In the installation procedure described before (from the web page) the western
OCR Engine is automatically installed. This installation supports the western
languages

English, German, French, Dutch, Spanish, Italian, Greek and Russian.
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Asian OCR Engine

For recognition of Asian languages a special OCR Engine must be installed,
which needs its own licence. It must be activated in the FileDirector licence file.
Additionally a licence code from ScanSoft is needed for the engine itself.

Notes on the audit trail for the OCR Engine (IPRO Engine)
With the OCR Engine the service OCR Engine is installed. If an error occurs
with the OCR Engine, the errors are recorded in the Windows event log.

Configure OCR Engine to one processor

In the config file of the OCR engine,thepar amet er fiprocess affi
used to configure the OCR process running on only one processor if there are

trouble with the OCR recognition.

The FileDirector OCR Engine.exe.config file is in the following path:
\Program Files\Dieter Spielberg DMS GmbH\FileDirector Component
Service\OCR Engine

Very occasionally multiprocessor systems can cause problems with
performance and delays with OCR reading.

0 = All processors

1 = First processor

2 = Second processor

3 = First and second processor

4 = Only on processor 3

5 = First and third processor

Hint:

Rule to configure the binary parameter: 1,2,4,8,16,32

(that means A40 = 3. e.gpvatls4 processors the s@aleispr oc e s s
up to 1, 2, 4, 8bérsareoswmntadsed reum ( fi rst) + 4 (thi

ISIS Add -on

By default WinClient supports Canon document scanners directly via integrated
drivers and other scanners via TWAIN. A FileDirector ISIS Add-on can be inte-
grated into the WinClient which additionally offers support for scanners with
ISIS drivers.

In order to use this option a licence is required.
Select link Install for ISIS Add-on and execute the installation from here.

As soon as installation starts a welcome window is opened. Click to Next and
the window where installation can be started opens up. With Next installation is
started.
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Trouble shooting when executing Setup

Msi - File could not be found

Windows Installer Installation Wrapper

@ Setup was unable ko find the msi package ar patch ‘http:ffsetups/Enterprise%20ManagerFileDirectorss 20Enterprisess 20Manager . msi',

Possible reasons:

1 Check security settings in 1IS for directory \Setups

1 Branding was not carried out (also after update).

91 Directory FileDirector\Setups\ does not contain the setup for this
application, because the server setup was started from a location, where
no subdirectory \Setups was present.

1 The file App.xml is write-protected because it was copied manually from
a CD to directory \Setups.

APP.XML or custlogo.gif cannot be found

A file called App.xml is located in each application subdirectory.

If only the *.msi file was copied into a directory and started from there it will
search for file App.xml. The installation file should always be started from a
complete setup directory of the relevant application.

The WinClient setup directory must contain the custlogo.gif file.

Web installation of the applications

Since FileDirector version 2.0 with .NET version 2.0 it is possible to install the
applications (WinClient and Enterprise Manager) on the server to start them
with the browser.

The requirement to work with the applications via browser is the Internet
Explorer 6 and the installation of .NET Framework 2.0 on the clients.

Branding

Before the installation the branding must be run in the ConfigUtility with the
correct URL to the server. During installation the setups of applications must be
found in the folder: inetpub\wwwroot\filedirector\setups.

During the branding the URL of the server is set to the file app.xml in the
section <appSettings>:
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<add key="ServerURL" value="http://servernameffiledirector" />

Installation of the applications in the 1IS

After running the correct branding the Installation can be executed. First run the

normal setup on the server. During this process the application, e.g. WinClient

is installed in the program path. Cr eat e a f ol der AWIi nCwebo i
of FileDirector:

C:\Inetpub\wwwroot\FileDirector\WinCweb

All installed files can be copied from the program path C:\Program Files\Dieter
Spielberg DMS GmbH\FileDirector WinClient in the folder WinCweb.

Security settings in lIS

Under normal circumstances security settings in the Internet Information Server
settings are transferred from the virtual folder of FileDirector (windows
authentication and basic authentication).

See K Configuration of the virtual directory

Add trust

To start WinClient on the clients machine .NET Framework version 2.0 must be

installed on the client. In addition to that the security settings must be

configured so that the client can work with the FileDirector. For this purpose a

trust must be added. Invoke the Installation page http://server namef/filedirector

and run the command AAdd trust to this s
based ap piromcha top obthessife.

Run installation via browser

After the WinCweb folder is created and the installation files of the WinClient

are copied, the client can be started from the installation page
http://servername/filedirector.

Here you find the text dtsetURL oftheiservertando ws er 0,
the concerning application.

For  WinClient: http://servernamef/filedirector/WinCweb/default.htm,  for
Enterprise Manager: http://servername/filedirector/EMweb/default.htm

Hint:
For Enterprise Manager use the same procedure as described for the
WinClient. Here you just have to create the folder /EMweb.

If no page is displayed after e.g. http://servername/filedirector/WinCweb, please
check the following settings:
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http://servername/filedirector/WinCweb/default.htm
http://servername/filedirector/EMweb/default.htm

.NET 2.0 was not installed correct
Does the WinCweb folder exist and is it at the correct location?
Are the security settings in the IS correct?
Was the branding run before the WinClient installation? Does the server
URL in the app.xml exist?
1 Was the trust activated AFTER the URL of the server was written to the
app.xml?
1 The date for http-h ea d er Acontent expiresfi was
unchecked. See Kk http-Header Setting for WinCweb/ EMweb
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Installation Manager

Advantages of the Installation Manager

The Installation Manager provides an easy way rolling out the different
components of FileDirector and to ensure that the components installed on the
clients are the latest.

By creating several different profiles, the installation Manager offers the
opportunity to adopt the role-out to the different environments. This ensures that
on each workstation only the necessary parts are installed and provided for further
update routines.

Installation Manager Settings on the Server

The Installation Manager is integrated into the setup of the server and after its
installation on the server part of the ConfigUtility.
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=,

% FileDirector Web Service Config Utility

Server | Uzer and groups | Databaze | Licencee | Licence optionz | Branding | SMTP server
i Inztallationtd anager §

Inztallationtd anager [1 file not in repoziton. ]
[]'winClient [55 files not in repozitory. )
[ ] Enterprize b anager [35 files nat in repositon.]
=[] Component Service (11 files nat in repository. ]
[]0OCR Engire

Default v Add

Refresh ] [ Update repository

[ [n] ] [ Cancel ]

In the upper part of the window, after selecting the InstallationManager tab in the
ConfigUtility, the server-installed components are listed. The InstallationManager,
the WinClient etc are in this example.

In the lower part of the window, the profiles can be defined and deleted and the
update repository can be updated.

Add Profiles

Default -Profil e

After the installation a default profile is provided. If only one profile is needed the
settings can be created in this profile.
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User Profil e
Add

After selecting add a name for an additional profile can be set and the

components of this profile defined.

Add new profile

-,

e ScanUzed

K

H Cancel ]

After defining the name the profile must be branded. After the branding the
components of the new profile can be selected and added to this profile.

FileDirector Web Service Config Utility

Branding has to be performed on the newly created profile,
Do wou wank ko perform branding now?

.} %
*-_"4./

Under Setups: You get the branded XML of the Installation Manger.msi for each

B

w 'Gn
Date Modified Attribu...
20,058,2010 12:10
21.07.2010 15:31
21.07.2010 15:31
21.07.2010 15:31
21.07.2010 15:31
21.07.2010 15:31
21.07.2010 15:31
21.07.2010 15:31
21.07.2010 09:15
21.07.2010 09:15
21.07.2010 15:31
25.10,2010 13:21
22.07.2010 11:42
18.06.2010 10:57 &

Profile:
J C:\Inetpubwwwroot'FileDirector\Setups
File Edit Wiew Favorites Tools Help
O Back - ;i - Search Folders & x ) o
address |23 C:\Inetpubiwwsroot! FileDireckor) Setups
Mame Size | Twpe
[ application Files File Folder
[ Asian QCR Engine File Folder
[ Component Service File Folder
[ CJEnterprise Manager File Folder
) InstallationManager File Folder
) InstallationManager_Scanllser File Folder
(21515 Add-COn File Folder
[C)0CR Engine File Folder
[CI0EM File Folder
[ Retriewval File Folder
) 5canclient File Folder
[2)5harePaint Synchranizer File Folder
Q_Winclient File Folder
! 11KE  Application Manifest
14 objects {Disk free space: 724 MB)

10,5 KB ' My Computst
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Update repository

The update repository is under the FileDirector path in the Inetpub folder.

Default path is:
C:\Inetpub\wwwroot\FileDirector\Updates

|Ipdate repasitan ]

It is created after pressing [

-

Updating repository

Product 2 of 4 [ ]

File 34 of 86 [ |

WinClient D505 FileDirector WinClient. kainCtrl dll

In this example, path updates are in control file (XML) and the program files of the
selected components.

lIS Configuration
The anonymous authentication for the update folder must be enabled.

Select the virtual directory of FileDirector and select the subdirectory Updates and
open Properties . The configuration settings of the virtual directory are displayed.
Select tab Directory security

In option Anonymous access and authentication control click to button edit.
The following window opens:
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Direckary || Documents | Direckory Security | HTTP Headers | Custom Errars | ASP.MET
Authentication and access cantral

Enable anonymous aci® . ..
w authertication method AUthentication Methods

o L

[*|Enable anonymous access!

IP address and domain narme restri Use the Following 'Windows user account for anonymous access:

@ izrant or deny access Uset narne: ISR _SERVEROL

IP addresses ar Inkerr
Password; TTIITITITIY

Secure cammunications

; Authenticated access
Require secure comm ) o
enahle ciert certificat For the Following authentication methods, user name and password

resource is accessed, are required when: o
- anonymous access is disabled, or
- access is restricked using NTFS access control lists

Integrated Windows authentication

[ ] Digest authentication for Windows domain servers
Basic authentication (passward is sent in clear texk)
|:| MET Passport authentication

Default domain:

Realm:

I l [ Zancel ] [ Help

Enable anonymous access.

Installation Manager on the Client

Install the appropriate Installation Manager with the proper profile from the setups
Folder.

E.g.:
http://server01/FileDirector/setups/Instaltmimanager ScanUser/setup.exe

(profile ScanUser)

or
http://server01/FileDirector/setups/Installationmanager/setup.exe
(default Profile)

Or copy or share the setups for the Clients.

The default path for the InstallationManager is C:\Program Files\Dieter Spielberg
DMS GmbH\FileDirector InstallationManager

FileDirector 2.5 InstallationManager 9 95


http://server01/FileDirector/setups/Installationmanager_ScanUser/setup.exe
http://server01/FileDirector/setups/Installationmanager/setup.exe

On the client the Installation Manger
|l nstall ationManager 0.

If any changes are done in the app.xml of the Installation Manger, the service
must be restarted. This can be done by using the two scripts ServiceStop.bat and

the ServiceStart.bat.

runs as ser vi

¢ e@DiredioF i

L) C:\Program Files\Dieter Spielberg DMS GmbH\FileDirector InstallationManager

File Edit Wew Favorites Tools Help
-;‘) Back « ¥ | 2 search Folders # X )| M-
fddress |7 C:\Program Files\Dieter Spiglberg DMS GmbHYFileDirector Installationfanager

Mame Size | Type
de File Folder
Zes File Folder
IZfr File Folder
Iia File Folder
Ipt File Folder
|)zh-CHS File Faolder
|hzh-CHT File: Faolder
,ﬂ DSOMS. CommanSkuff, dll 34 KB Application Extension
,ﬂ DSDMS. FileDirector, Installationtanager . dil 104 KB Application Extension
DsDMS. FileDirector  InstallationManager . dil.old 95 KE OLD File
D303, FileDireckor, Installationfanager . pdb 156 KE PDE File
%DSDMS.FiIeDirector.InstallationManagerClient.exe Z5KE  Application
%DSDMS.FiIeDirector.InstallationManagerRestart.exe 12 KB Application
%DSDMS.FiIeDirector.InstallationManagerService.exe 37 KB Application
,ﬂ ICsharpCode, SharpZipLib, dil 183 KB  Application Extension
[Flservicestart bat 1KE  Windows Batch File

2| ServiceStop.bat 1KE ‘Windows Batch File

poxl 3KE XML Document

B

™| aGo

Date Modified

Z27.10.201009:31
27.10.201009:31
27.10.201009:31
27.10.201009:31
27.10.201009:31
27.10.201009:31
27.10,201009:31
11.10.2010 15:55
21.10.2010 09:09
12.05.2010 17:28
21.07. 2010 10:17
21.10.200009:11
21.10.200009:11
21.10.201009:11
07.08,20058 21:31
24,11,2009 13:16
24.11.2009 135:16
30.07.201009:03

Attribu..,

> >>r ¥+ +rFr > &

653 KB

13 objects

_g My Computer

The App.xml contains the following:
<?xml version="1.0"?>
<configuration>

<appSettings>

<add key="ServerURL" value="http://server01/FileDirector" />

<add key="UpdateFile" value="Products.xml" />
<add key="CheckOnStartup" value="True" />
<add key="CheckTime" value="17:06"/>

<add key="CheckInterval" value="1" />

<add key="Trace" value="True" />
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</appSettings>

</configuration>
CheckOnStartup True: Checks for updates when EnterpriseManager or
WinClient is started.
False: Does not check for updates
CheckTime: Once per day on a specified time it is checked for
updates.
Checkinterval: This interval is set in minutes.
The value A00 means no interval
Trace: True: Alog is created on drive C..

False: No log is created.

When FileDirector InstallationManager updates the software components the
following symbol is shown in the tray.

B ED
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Installation Upgrade /Update

Verify the service contract

The licensing of FileDirector must be within a valid maintenance rate to be able
to perform an update or upgrade. Please check the expiry date of the
maintenance rate in the licence. You find the information on the FileDirector
server in the ConfigUtility at the licence options or in the Enterprise Manager
under system configuration Y server
properties Y licence options.

When FileDirector is not within a valid maintenance rate, the service contract
needs to be renewed. Contact your authorised dealer. You must import a
renewed licence to extend the validity of the maintenance rate.

Please refer to the chapter: K_FileDirector Licensing

Hint:
Also the exchange of a FileDirector Server *.dll needs a valid maintenance
date.

Upgrading from 1.3.0 to 1.3.1 or higher

In the change-over from version 1.3.0 to 1.3.1 or higher the version of the file
Microsoft.Web.Services2.dll (new: 2.0.5050.0) in the folder
\inetpub\wwwroot\FileDirector\bin\ is changed. If a web.config file of an old
installation is used (before 1.3.1), there is a pointer to the old version. To take
over an old configuration and to point to the new version you must change the
following entry in the web.config file:

Microsoft.Web.Services2, Version=2.0.0.0 in Version=2.0.3.0

This entry is found in 2 places in the web.config and both must be changed.

Backup data

Web.config

In the web.config from the virtual folder of FileDirector the configuration settings
are saved from the older version. The old web.config should be saved before
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an update. During an update the old web.config is updated and the old
configuration is taken over.

Save FileDirector

To reconfigure the FileDirector version installed previously, create the virtual
directory \inetpub\wwwroot\filedirector.

Save Database

Index information is stored in databases. Saving of databases can be done with
automatic backups executed from scheduled tasks in SQLServer or be
performed by physically saving files FD_XXX.mdf and FD_XXX.ldf.

(XXX denotes the unigue cabinet ID).

The default directory for SQL databases (mdf) and transaction logs (Idf) is:
\Program files\Microsoft SQL Server\MSSQL\Data\

Save Data

The document data of cabinets is located in the directory filedirector.data.
Below this directory in the subdirectory FD_XXX.CAB is stored (XXX denotes
the Cabinet-ID of the relevant cabinet). This data must be saved.

Server update to version 2.0

Log-In

Log-In with same account used during the previous installation:
In a domain installation as domain administrator, in a local installation as local
administrator.

Remove Installation

Uninstall FileDirector Server with control panel Y Software, start new
FileDirector Server.msi in order to reinstall FileDirector Server.

Installation

FileDirector 2.0 needs for the .NET framework Version 2.0. This must be
installed first.

Run the file FileDirector Server.msi to install the FileDirector Server again.

Then configure the security settings for .NET.
See K Configuration of .NET Framework
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Reconstitute of configuration

To reconstitute the configuration settings the ConfigUTtility is run and the last
connection settings are ent etheldcationi(the t he t a
domain) for the fd-server and the main domain are entered.

The groups must be mapped to the original groups, if they should not be

renamed in the ADS.

See also the description of the ConfigUtility K User and groups

For the fd-server the original password is used. If the password is unknown the
user fd.-server can be deleted from the ADS and recreated with the
ConfigUtility (the user must have the permission to add users in the ADS)

The growpanfewsiieri s added to the other exi sti

I n the tab Adatabasefthe original connect.i
Ensure that the storage path to the database and to the FileDirector data are
correct.

The configuration database FDConfig is searched in the configured path for the
database and it is updated. Should it not exist, it is created after an IS reset
and server restart (dataaccess.asmx).

Installation test

The server should be tested by invoking the server using page
dataaccess.asmx - as described in the chapter Kk Test installation

If scheduler is used with OCR-recognition (File import with form recognition -
e.g. with VNP or full text) the component service and the OCR engine must be
installed on the server.

Upgrade Enterprise Manager and cabinets

Enterprise Manager has to be uninstalled and reinstalled in order to update
(see Installation of Enterprise Manager).

Updating of cabinets
After the server test, run Enterprise Manager. In order to update an old version

of a cabinet, sel ect ACabinetso in Enterp
ACabinet so. Choose on the right side of t
you want to update andatteecahienetosninahdoml

mouse menu.

The actual version numbers should be displayed with the cabinet name and
description.
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Upgrade clients

Delete the local cache after an update.

The default path is:

C:\documents and settings\USER\My documents\FileDirector.

During a restart of the WinClient the local cache is automatically created.

Plug -ins for WinClient

If you have earlier versions of Plugins installed in the WinClient, they have to
be updated to the new versions. The toolbar for plugins can be switched on and
off in the menu.

For installation and usage of Plug-ins refer to the User Guide.

Hint:
If a Plugln is not yet available for the current version, please contact Spielberg
Solutions GmbH

Transfer special settings of WinClient

Customer logo (custlogo.jpg)

In the folder of the WinClient Setup
(inetpub\wwwroot\filedirector\setups\FileDirector =~ WinClient) is the file
custlogo.jpg.

This file can be changed with your own logo and then appears in WinClient.

App.xml

To set entries directly for one WinClient, the settings can be configured in the
file app.xml on the client. This file can be found in the program path of the
WinClient

C:\Program files\Dieter Spielberg DMS GmbH\FileDirector WinClient.

If these settings should be taken over or configured during an update or a new
installation, they must be transferred to the server to distribute them with a
client rollout.

Migration of ScanFile documents

The additional p r o gan #amsfef documanta storewl vithin o o |
ScanFile ® to FileDirector ®. This can be found on the installation CD. A
standard instruction for this tool can be found in the same folder.
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Security in networks

Usage of different ports

INTERNET (WAN) INTERNAL (LAN)

Port 88 Internal IP -Address: Port

I N Port 88
( Internet External IP-Address - S+
6921217950 FD Server
B —
Port 80 WebServer
http:// (e.g. Port 80) Internal IP -Adresse:
https:// (Port 443) Port 00

Neeouns

e.g. 192.168.1.

Call of a companies
Webpage

fd-server
fd-admins
fd-user

1S e.g. for fd-prio-user

companiesiWehpage

If a request is sent to a server, it is sent to a defined IP address and port
(65535 different ports are available). In order to use windows authentication
several ports must be open. For a basic authentication only one port is needed.
Post 80 is standard port for this procedure. If a connection via SSL is
established, per default port 443 (standard) is used. If several servers in a local
network should be called from outside using the same IP address, different
ports must be used for each server (example here: port 80 for the companies
Webpage and port 88 for FileDirector WebServer). If requests are sent to the
external IP address (e.g. 212.17.9.50:88), they are mapped by the firewall to
the internal IP addresses.

In the figure displayed above one external IP address with different ports is
configured. If port 80 should be used for all applications different external IP
addresses can be used. This can be configured using different network
adapters.
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FileDirector with a firewall

INTERNET (WAN) INTERNAL (LAN)

[4] Internal IP -address:
Port B
Port80 | e.g. 192.168.110: 80 =
External IP-Adresse
'e.9.212.17.9.50 e
3 FDI Server
[3] WebServer
Windows-
http// (e.g. Port 80) [°) Authentication 40
https:// (Port 443) 0
fAceaUnts
(6]
fd-server
fd-admins
fd-user
| fd-prio-user
¥~ [IUSR in fd-
Fer user]

Internal Log-in: Windows-Authentication:

In internal network normally windows authentication is wused. This
authentication regards all internal windows rights. For the windows
authentication several ports are used. If requests come from outside access the
system, only one port is normally enabled. Through this port the basic
authentication must take place.

External Log-in: Standard-Authentication

An external Log-In is carried out via basic authentication, because only one
port is needed and through the firewall only those ports used for
communication should be open. The user has to log-in with user name and
password on the requested webpage. The user account must be known in
LAN.

External Access with log-in using basic authentication:

If a user should access data from the FileDirector sever from outside with log-
in, he must be known in the LAN with his account and this account must be in
one of the FileDirector groups (fd-scan). (Accounts on domain controller [6])
The user calls FileDirector with WinClient [1] or WebServer [2] via Internet [3]
and receives a Login-window.

The Firewall [5] has only one open port (80) [4], which only allows basic
authentication. In 1IS [7] basic authentication must be allowed.
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For log-in of internal clients [8] and [9] Windows-authentication can be used.
This must also be activated in 1IS on [7].

External access without log-in:

If a user should access data from the FileDirector sever from outside without a
log-in or not having an own account in this network, anonymous authentication
can be used. A special windows user for anonymous access is configured. IS
provides a default account Al USR_Servernam

| f Al USR_Servernameo must be able to acce
member of one of the FileDirector groups of the domain [6], for example fd-
scan.

In IS [7] anonymous access is allowed for this account in application
FileDirector\Web.

Anonymous access
Mo uger namespazzword required to access this resource.

Account uzed for shonpmols access:

Uszer name: | [LSR_x340

Pazawiord:

Allow 115 to control pazsword

If an unknown user logs to WebServer [7], he should connect with account
IUSR. This anonymous user is stored in web.config by ConfigUtility so that
WebServer can automatically use it.

The Firewall [5] only offers one open port (80) [4], which only allows basic
authentication. Therefore in IIS [7] basic authentication must be allowed for
application FileDirector\Web.

Security problem using WebServer in internal network

If for example a Trojan is infiltrated into a network (by an Email), this Trojan
might open ports of its own and establish a connection over different ports. If
only one firewall exists, the open ports are directly available for attacks from
outside.

In order to avoid that access to the internal network is carried out directly from
the internet a demilitarised zone (DMZ) can be setup using a second firewall.

The WebServer of Filedirector can be configured in this zone. In DMZ only
basic authentication with a single port is allowed.
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Configuration with a DMZ (Demilitarised Zone)

INTERNET (WAN) INTERNAL (LAN)

7 DMZ
External IP-address
[[]

T ——"’
q\ternet ﬂf

Port 80

Port 80
y’ WebServer

external

[2] [5]

éonly basic huth

WebServer
intern

facealintst

fd-server
Create Local fd-admins
serverin for a fd-user
ConfigUtility: IUSR+PW fd-prio-user

[IUSR in fd-user]

Login via Internet (WebServer)

[1]

User calls WebServer with http://[external |IP]/filedirector/web and receives a
Login-window.

[2]

Firewall has only one open port (80), which allows basic authentication.

[3]

In IIS for application d-ileDirector\Webdonly basic authentication is allowed. On
server [3] a local account dd-serveréwith the same password as on FD-server
[on 6] must be created to ensure that that the local cache of the external
WebServer [4] can be controlled.

[4]

Since a user must log-in with an account known to FileDirector, no account
should be specified in WebServer.

[5]

Firewall only has one open port (80), which allows only basic authentication.

[6]

On domain controller the account logged in must be known and be a member
of one of the FD-groups (for example fd-scan).

[7]

The account is known to FD-Server because it is member in group fd-scan. In
[IS basic authentication must be set, because a user can access the network
only by basic authentication.

[8]
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For log-in of an internal client windows authentication can be used. This must

also be activated in 1IS [7] for application d-ileDirectord

[9]

For internal usage of WebServer an internal WebServer [10] should be setup.

For an internal windows log-i n opti on AWi ndows authenti ce
internal 1IS [10] for application d-ileDirector\Web6é Internal WebServer can also

be installed on the same server as FileDirector Server [7]

Anonymous Log-in via Internet

[1]

User calls WebServer via http://[externallP]/filedirector/web and receives a
login-window.

[2]

Firewall has only one open port (80), which allows basic authentication.

[3]

In IIS anonymous access is allowed (IUSR + password). On server [3] a local
account dd-serverd must be created, in order to control the local cache on
WebServer [4].

[4]

In WebServer this anonymous account is stored (in file web.config i settings
carried out with ConfigUtility). The user is locally created on the machine where
the WebServer is installed.

[5]

Firewall has only one open port (80), which allows basic authentication.

[6]

In the domain the same IUSR is created with the same password as on [3].
This account must be member of fd-scan.

[7]

FD-Server knows IUSR, because the account is member of group fd-scan. In
lIS basic authentication for log-in of IUSR must be activated.

For log-in of internal clients [8] and [9] windows authentication can be used.
This must also be activated in 1IS on [7].

DMZ settings in Enterprise Manager

During the transfer of data, only specific commands to execute should be
allowed.

To allow this in FileDirector the DMZ mode can be activated where just
selected commands can be allowed.

The settings can be configured in the Enterprise Manager: )
System configuratonY server Y active Y select serve
settings
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=

Licensee | Licence options | DM settings

Activate DMZ mode

Config access

D ata access functions
[] AbartProcess

[] Addk.ewward2E sistinglist

Checkln
CheckOut

[] CheckOutUnda
[] Close5ession

[] DeleteD acuments
[] GetAbsence

[] Gethceounts

[] GetActivePracesslist

[] GetambiguousHitList
[] GetCabinets

[] GetCertificate

[] GetClientConfig

[] GetClientRights

[] GetCounteralus
[] GetCustarmD ata

[] GethacLeg

[] GetDocTypes

[] GetDocumentPages

I

Cancel
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General administration

Settings in web.config

The file web.config is stored in the virtual directory of FileDirector for general
settings. Apart from a few exceptions the keys are set by the FileDirector
ConfigUtility. However, additional settings can be set for specific purposes can
in the section <appSettings>.

<appSettings>
<add key="WebConfig.Version" value="2" />
<add key="Server.Language" value="de" />
<add key="Server.Description" value="FileDirector Web Service" />
<add key="Server.SessionTimeOut" value="30" />
<add key="Database.Type" value="MSSQL" />
<add key="Database.IntAuth" value="True" />
é
é
é
<appSettings>

After changes of the web.config a restart of the IS should be performed. A
restart can be done quickly by ehrtRari ng th
on the FileDirector Server. The IIS will be started at the next access e.g. via the

WinClient or the Enterprise Manager automatically. This can lead to a short

delay when accessing.

Hint:

Note that the web.config file of the new Version 2.0 must be re-created and the
web.config from the old version (1.5 or earlier) cannot be used. Special items
for configuration settings should be copied from the old to the new web.config.

There should be no other file exist in the virtual folder with the extension
*.config to load the correct configuration file.

Configure <identity impersonate="false" />
Pl ease change this entrog, iinf tthhee weal. we nifs g
from older versions.

If identity impersonate="false" in the file Web.config is set, the authentication
information of the basic processes is used.

FileDirector 2.5 General administration 9 109



This setting is important to avoid problems during the log in.
Stored Domain name

<add key="FDServerDomain" value="Domain name" />

Name of the domain - If the installation should be performed for a domain and
the name of a local machine is listed, the ConfigUtility was started with a local
log-in.

Number of search results

<add key="SQLMaxDocsInHitlist" value="1000" />

This entry limits the number of search results returned to the WinClient. If a
search operation results in more than 1000 entries, only the first 1000 entries
are returned to the WinClient. This setting can be changed in the FileDirector
ConfigUtility.

Split Multi page TIFF documents for OCR recognition

~

| f this value i s set to 10 this ent

Normally (setting =0 i) mul t i-filesa singl@ files A a subdirectory are
imported as a multipage document.

Example for setting fDavhen importing with OCR:
a) One Multipage TIFF file with 3 pages is imported = 3 page document in FD
b) 3 single TIFF files in a subdirectory = 3 page document in FD

Only the first page is read and indexed by OCR. The document is stored in the
document type for this document. The other pages are appended.

Example forsettingil n when 1 mp®CR: i ng wi t h
a) One Multipage TIFF file with 3 pages is imported = depends on recognition

A multipage file is split up into single pages and for each page, recognition is
carried out. Depending on the results the pages are stored and distributed into
the relevant document types.

b) 3 single TIFF files in a subdirectory = depends on recognition

The document is not archived as a 3 page document because all TIFF files are
stored in a subdirectory. For each page an OCR recognition is carried out.
Depending on the results the pages are stored and distributed into the relevant
document types.
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Hint:
a) The splitting of multi page TIFF files with this switch will only work for files in
a subfolder.

b) This option is configured in File Import Scheduler in version 1.4.0 and later
with oread all pages 1 n mudbtonfgegottakénl FFo. T
into account any longer.

Rename FD-groups

It may be useful to rename the fd-gr ou p s . But itds noas reall
the support could be more difficult and should only be done in special cases.

In the ConfigUltility the groups can be configured and are saved in the following

section <appSettings> of the web.config file:

<add key="Accounts.FDAdminsGroup" value="fd-admins" />

<add key="Accounts.FDScanNamedGroup" value="fd-scan-named" />
<add key="Accounts.FDScanConcurrentGroup" value="fd-scan" />
<add key="Accounts.FDUserNamedGroup" value="fd-user-named" />
<add key="Accounts.FDUserConcurrentGroup" value="fd-user" />

The wvalue (value=¢) for t he def aul t gr ot
FileDirector only these groups are relevant. Own groups can be added to these
groups to make them known for FileDirector.

Hint:
If other groups were used and created in an earlier version, these groups must
be mapped. If they are not mapped, they are not included and can be deleted.

Rename FD-Groups

In some cases it can make sense to rename the FD-groups. For support
reasons this should only be done in exceptional cases.

The following entries can be added in the section <appSettings> in the file
web.config for that:

<add key="FDServer.FDAdminsGroupname" value="fd-admins" />
<add key="FDServer.FDPrioUserGroupname" value="fd-prio-user" />
<add key="FDServer.FDUserGroupName" value="fd-user" />

<add key="FDServer.FDWebUserGroupName" value="fd-web-user" />

The value (val ue gréupnamecanbe thenged.e f aul t

Creating documents with 0 pages during index import

| f the connection field during the index
possible to create documents with 0 pages.
To configure this, in the file web.config the following entry must be set:

<add key=ifFDServer.IndexImportCreateOPageDocsfivalue = Ai/>
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Deleting double documents during index import

| f documents are i mported sever al ti mes,
documents exist. To delete these double entries from the database and delete
them also from the filedirector.data path the following key can be set in the
web.config:

<add key="FDServer.DeleteDuplicateDocuments" value="D:\Pfad\" />

Hint:
The path must be on the same hard drive as the \Inetpub\FileDirector folder.

ATTENTION:
The data is moved in the path which is configured and is deleted completely
from the FileDirector database and storage pool.

Move index file after index import

If the index import file should not be read after after an index import, the file can
be moved to a subfolder. This subfolder is automatically created in the index
import folder and is named \save. To configure that the file is moved, the
following switch can be set in the web.config file of the FileDirector server:

<add key="FDServer.ImportSourceCopyTo" value="1" />

Threshold for signature recognition

When recognising a signature a certain tolerance must be followed. This
tolerance can be set in web.config. The lower this value is, the easier a
signature can be recognised.

Note, that decreasing this value also decreases security, because a signature
can more easily be falsified

To set this threshold, the following value can be changed:

Default value is 80.

<add key="FDServer.SignatureThreshold" value="80" />

Set AND- or OR- relation for field filters

If field filters are used for users or groups there are different conditions
necessary for different requirements. With an entry in the web.config this
setting can be configured generally to an AND or an OR Relation.

For multiple filters within one field for a user:
Therefore the following switch is set to
Aoid = OR1iA = AND

<add key="FDServer.FieldFilterSetToAND" value="0" />
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For filter in several fields for one user:
A0 fA N-D AlAdA = OR
<add key="FDServer.CombineSearchFieldsWithOR" value="0" />

When the entry 1is not available AANDO i s
various fields.

Hint:
Pl ease read i n a d dRelatiom of ANDHOR filemscc t i nn t A e
administration manual.

Do Not store document info Log

For every document a history is created wh
the document. All actions performed upon the document are logged, - manual
changes and automatic changes from the schedulers, e.g. Index-Import. This
l og is stored in the table fAdoclogod in the

An automatic action performed by a scheduler is an action from the user fd-
server.

In some circumstances, many schedulers are used for automatic actions that
the log becomes extremely large and the size of the database grows. To avoid
this, the following switch can be set in the web.config:

<add key="FDServer.DisableDocLogLogging" value="0">

With a value of noo al l automatic activiti
value of f10 aldsseaveromsefnom whetten in t
All manual activities performed by users are still logged.

Hint:
This setting only affects the document-Info, not the audit trail accessed from
Enterprise Manager. Scheduler activities are still recorded when configured.

Use ODBC connection with password

Setting up an OCBC connection which needs a password, you can set the
following entry for a password in version 1.3.1 or later in the web.config file.

Examplel (Standard setting):
<add key="FDServer.ODBCConnectionString"
value="DSN={0};Trusted_Connection=Yes ;Connection Timeout=600;" />

Example2 (Setting with password):
<add key="FDServer.ODBCConnectionString"
value="DSN={0};UID=admin;PWD=passwort ;Connection Timeout=600;" />
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The term {0} 1 if available - is replaced in runtime with the ODBC-source, which
can be selected in the ODBC-Links.

The setting {0} is not changed manually - A Tr ust ed _Connection=Ye
previous standard setting used by the fd-server as log-in. If this log-in
malfunctions, you can set a user with password by using the key. UlD=user,

PWD= Passwort.

Hint:
Exception when using external ODBC-driver:

If the ODBC driver does not set here the information windows compliant (In
DSN={0}the data source will be loaded from the registry from:
HKLM\Software\ODBC\ODBC.ini)thus the data source cannot be allocated and
the connection cannot be established. For this exception you can set the data
source for DSN={0} directly, but keep in mind that the result is that only one
ODBC-source can be used.

Leave user name and last date of changes

When a document is checked in, the user and the date of last changes are
saved with the document automatically. If another automatic change by a
scheduler or a server plug-in takes place, the changes will be done by the user
of the serrwerr 0Ofiftche date and -geéireveaursie.r i s up

If the information should be updated only after manual changes, the following
entry can be set in the configuration file web.config:

<add key="FDServer.LeaveDocumentModifiedInfo" value="1" />

| f the value is set to N10,the date of c h
wi t h t heseusveerr AR.f d

Search always with inverted commas (WinClient)

In order that a search in WinClient or in WebServer is always performed with
inverted commas, you set the following swi

<add key="FDServer.SetQuotedindexSearch" value="1" />

So you search exactly for the string which is entered in the index field, even if a
blank is used.

Web Config 2xhash

To improve the security a doubled checking of the hash code can be set up in
the file web.config ("0" = off, "1" = on):

<add key="FDServer.DoubleHashVerification" value="0" />
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Relocate local cache when serve

r profiles are used

The WinClient uses a local cache to store new documents and recently
displayed documents. This cache is normally located as a subdirectory
AFi | eDi thewseraccoontsinrMy

Document so.

In some network environments the d i r e cMyo r yo cfiu melocatesl @n a s
central network storage location in order to include this data in backup

strategies.

Because of performance and being able to work offline (without connection to
the server or network at all) it is advisable to relocate the local cache to a local

directory.

The storage location of local cache can be set in the file APP.XML on the
server, which is then copied to the application path of the WinClient.If the path
to the local cache is changed after installation and the relevant path entry is not
available in the file APP.XML on the server, it can be changed directly in the
app.xml of the WinClient.

C:\Program Files\Dieter Spielberg DMS GmbH \FileDirector WinClient

<appSettings>

<add key="ServerURL" value="http://dssupport/filedirector" />
<add key="UseWindowsLogin" value="True" />

<add key="Version" value="2.5.0.0" />
<add key="LocalCacheKey" value="Personal" />
<add key=" LocalCachePath" value="" >
<add key="PackageFileName" value="custlogo.gif" />

<add key="PackageFileName" value="FileDirector_ WinClient.msi" />
<add key="PackageFileName" value="app.xml" >

</appSettings>

Set Windows Shell Folders path:

& Registrierungs-Editor

Datei Bearbetten Ansicht Eavoriten 7

{1 M5 Design Tools
(] MSDATPP
- Multimedia
{1 MetDDE

{1 MetShow

7] Motepad

(7] Ntbackup
-] office

{1 Qutlaok Express
{1 Pegasus

@ {2 Plus!

-] RAS AutoDial
-] RegEdt32
=L

- [0 saPILayer
{2 Schedule+

[ 27 Scresnsavers
-7 Serunch

{2 Search assistant
{1 Shared

4] Shared Toals
{7 Spesch

{1 SystemCertificates
7] SystemMonitar

@ {1 Protected Storage System ProvJ

[ i -] Terminal Server Clienk | _lLI
1 r

=10l
| Name \ Typ \ Werk |
[ab)(Standard) REG_SZ {Wert nicht gesstat)
[aB) acministrative Tools REG_52 C:\Dokumente und EinstellungentmarkusiStartmend\ProgrammelVerwaltung
[‘__!':InppData REG_SZ C\Dokumente und EinstellungenimarkusiAnwendungsdaten
[ab]cache REG_S2 C:\Dokumente und EinstellingenimarkusiLokale Einstellungen! Temporary Internet Files
@CD Burning REG_SZ \Dokumente und EinstellungenimarkusiLokale Einstelungentanwendungsdaten|Microsoft|CD Burning
[3B)cackies REG_5Z Ci\Dokumente und Einstellungenimarkus)Cookiss
[ab]peskinp REG_SZ C:\Dokumente und EinstellungentmarkusiDesktop
E‘zIFavomtes REG_5Z :\Dokumente und EinstellungenimarkusiFavoriten
[30]Foris REG_SZ CHAWINDOWSIFonts
(3] History REG_52 C:\Dokumente und EinstellingentmarkusiLokale Einstelungen’¥erlauf
[‘__'_':ILocal AppData REG_SZ \Dokumente und EinstellungenimarkusiLokale EinstellungentAnwendungsdaten
[ab]iacal Settings REG_S2 C:\Dokumente und Einstellungen|markusiLakale Einstellungen
@My Music REG_SZ \Dokumente und EinstellungenimarkusiEigene DateieniEigene Musil
[3B]ry pickures REG_57 C:\Dokuments und EinstellungenimarkusiFigens DatsisniEigens Bildsr
[aB]ry videa REG_SZ
E‘ZjNetHuod REG_5Z C:\Dokumente und Einstellungenimarkusietzwerkumgebung
[a0]persanal REG_SZ C:\Dakumente und EinstellungenimarkusiEigene Dateisn
[aB]printHood REG_52 C:\Dokumente und EinstellungentmarkusiDruckumgebung
@Prugrams REG_5Z C:i\Dokumente und EinstellungenimarkusSkartmend\Programme
[ab]Recent REG_S2 C:\Dokumente und Einstellingen|markusiRecent
@SendTo REG_SZ C\Dokumente und EinstellungenimarkusiSendTo
[aB]start Menu REG_52 C:\Dokuments und EinstellungenimarkusiStartment
[ab]startup REG_S2 C:\Dokumente und EinstellingenimarkusStartmeni|{Programmel Autostart
E‘leemp\ates REG_5Z C\Dokumente und Einstellungenimarkusivarlagen

|ArbeitsplatzAHKEY_CURRENT_USER|Software\Microsoftiiindows\Currentiersion| ExplorerlShel Folders
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Default val ue ofi sfi LioPcearlsGancahlefiKk e ywihen changi
MpplicationD a t §AppData) the cache would be created in the following
directory:

e Document s a\ruder rame>YApplcgtion data

Set path directly:
The key <add key=" LocalCachePath" value="C:\LocalCache\FileDirector\" >
allows you to configure a path for the local cache directly.

Component Service with changed local cache directory

If the local cache was replaced on the clients, the local cache directory may

only be accessible for the currently logged on Windows user (rights settings).

Component service normally starts under the account A STYtBIST E MO . I
account is not allowed to access the local cache directory, OCR recognition will

fail and generation of thumbnails of electronic documents with the EDOC

engine is not possible.

Start Component Service under user Account

The Component serviceonac |l i ent can be configured in 0
under the relevant user account to ensure access to the local cache directory.

Start K Settings K Control panel Kk Administrative tools K Services K File-

Director Component Service K (right mouse button) Properties K Tab fLog

o n i Bhe User account and password must be entered if this user should work

with OCR engine.

Alternatively: Switch off usage of Component service

If the following registry entry is set to fiL fithe FileDirector Component Service
will control the OCR and EDOC engines. An automatically started Component
service is the default setting.

This value is automatically set when Component services are installed on a
client PC with Windows 2000 (or later).

[HKEY_LOCAL_MACHINE\SOFTWARE\FileDirector\Component Service]
"Installed"=0x00000001 (1)

If the local cache location was changed, and only the user account has access

toit, theentryAil nst al | e dad als® bet used  enalledthe usage of the

OCR engine. In this case even on a Windows2000 client (or later) this registry

entry must be mdarheCohigoyentSevice bomii®d. be stopp
and be settothes t ar t umandayop e As $he OCR isaused, the OCR

engine will start under the user account currently logged in and will have

access to the local cache.

[HKEY_LOCAL_MACHINE\SOFTWARE\FileDirector\Component Service]
"Installed"=0x00000000 (0)
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Using the ImagePrinter with changed local cache

See chapter K Set pointer to the changed local cache for ImagePrinter

Move cabinet with database to a different FD
server

From Version 1.5, the Cabinet Structure can be exported and imported to
create a new Cabinet on the same or a different FileDirector server. Please
read the chapter ASave structure aso in th

Transfer Entire cabinet with Data

To move a cabinet to a different server, the index data and the stored
documents of a cabinet have to be copied. To grant access to the documents,
accounts and account rights have to be adapted to the new environment.

If a cabinet is moved to a new FileDirector version, the cabinet may have to be
updated.

Copy database and transaction.log

Copy data directory of cabinet (default=filedirector.data)
Connect database in new SQL server environment
Register cabinet in FileDirector Enterprise Manager
Run cabinet update in Director Enterprise Manager

If necessary - adjust cabinet rights

Configure storage pool

= =4 -8 -8 _-9_95_°

Hint for FDConfig:

The database FDConfig, stores general configuration information, and also
information on all registered Cabinets. The configuration on a different server
will be different. It is recommended not to copy the original database FDConfig.
Create a new database FDConfig using the ConfigUtility.

Copy database (SQL-Server 2000)

Index data is stored in the cabinet database. The database consists of the
database itself (.mdf) and the transaction log (.Idf). These files are located by
default in the directory:

C:\Program files\Microsoft SQL Server\MSSQL\Data.

As the cabinet name the 8 character ID of the cabinet is used. In the database
directory you will find:

FD_XXXXXXXX.mdf
FD_XXXXXXXX.Idf

Where AXXXXXXXXfidenotes the | D wfigsinh i s di
FileDirector Enterprise Manager.
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Hint:

As long as SQL server accesses databases the files cannot be copied. The
server access must be switched off if these files need to be copied. This can be
done by:

a) Stop SQL-server-agent
(This is not recommended during normal working hours, because it stops
database activities. No retrieval or storage is possible.)

or

b) Configure a scheduled backup task in SQL server to backup the database.
Copy the backup database.

Copy FileDirector.Data

T h efiledéec t o r . directorg is the default directory for a storage pool. It
contains image and XML data of the documents stored in a cabinet. A
subdirectory is created for each cabinet named with the cabinet ID:
FD_XXXXXXXX.CAB

In order to retrieve documents of a moved cabinet in the WinClient the directory
with the Cabinet documents must also be copied to storage pool of the target
server.

Connect database

Before a cabinet can be registered in FileDirector, the database must be
connected within SQL server.

Start SQL server Enterprise Manager on the target server ( St ar t Y Progra
files Y Microsoft SQLSer v eselectthe BQLig®uppr i se N
where FileDirector is configured. Right-click on iDatabasesfi and fallel ect
tasks i K fAConnect database 0 . S déhk endfffile of the database to be

connected in the displayed window. The transaction log is automatically

selected as well after the mdf file is selected. In this window the authentication

method for the database access can be specified. If you use windows
authentication no settings have to be made. If you complete these settings, the

database will then appear in the list of databases of the SQL server.

Register Cabinet in FileDirector

If the database is connected in the SQL Server it can then be registered to the
target FileDirector Server. Open FileDirector Enterprise Manager and right-click
onfCabinet si. S e | etbetdatgbase gae then beersgistaredds a
Cabinet.
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Database Update

If the cabinet was created using an earlier version of FileDirector and is then
moved to a newer version, a database update must be performed. This can be
done within Cabinet properties.

Configure rights of new cabinet

In the previous environment/network other users might have been assigned to

the cabinet or even the administrator might be from a different domain. It is

possible that there are no rights on the cabinet even under administrator

account of the new environment.

Open the cabinet database in SQL Enterprise Manager. Right-click on the table

fCabrights fiakd se | e Open téble i kK fReturn all rows 0 The Group fd-

admins is displayed. This group was created in the old environment and is

listed as fDomain name\fd-a d mi n s i . | f necessary rename |
the new domain name. After this change, the administrator account of the new

system is accepted for this cabinet.

Hint:

Rights cannot be granted directly in the database.

If all records are deleted from the table Ca b Ri ght s i i n SQL En
Manager, the current user, who mu st be I n t-b @ mi gissoou p A f

automatically added to this list with full rights once a cabinet is reregistered with
FileDirector Enterprise Manager.

Adjust storage pools

In order to display documents in the WinClient, the FileDirector Server must be
able to find the stored documents. If the storage pools are configured differently
on the new system compared to the old system, the documents will not be
found.

Open the cabinet in FileDirector Enterprise Manager and check if the path
settings of the storage pools point to the stored data, which were copied to
directory \filedirector.data. If this directory is stored on a network device, the
account fd-server must have full access.

Proxy server settings

If a proxy server is used in an enterprise, this can be specified in the settings in
Internet Explorer.

Open Internet Explorer and select Tools k Internet Options K Connections
then select LAN settings and enter the settings of the proxy server. When a
proxy server is used, the settings are displayed here. FileDirector then uses
these settings. dalldresses carAlib\speafied which should
bypass the proxy server.
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Proxy server with password

If a proxy server with password is used, FileDirector will log on to the proxy
server using FileDirectors authentication method i1 either basic authentication
or integrated windows authentication.

Possible manual setting

To avoid a configuration in the Internet Explorer, this setting can be deactivated
in special cases and manual specifications can be done.

These settings can be done in the app.xml configuration file of the FileDirector
WinClient and the Enterprise Manager.

Enter the following section at the relevant position of the config file, which is
located in the relevant program path:

<add key="¢é.." [ >
</appSettings>
<system.net>

<defaultProxy>

<proxy
usesystemdefault="false"
proxyaddress="http://192.168.0.43:8080"
bypassonlocal="true"

/>

<bypasslist>

<add address="http://[a-z]+\.spielberg\.de/" />
</bypasslist>

</defaultProxy>
</system.net>

</configuration>

With the setting usesystemdefault="false" , the system setting of Internet

Explorer is ignored and with bypassonlocal = fit r uteliie setting for i
proxy server for | ocal a prdxyaeldsesse th@proxys conf i
server is specified. In sectonibypassl i stfia | ist of address

which should bypass the proxy server.

If the proxy server is bypassed for local addresses, the performance of
FileDirector is enhanced, because not all communication must be passed
through the proxy server.

Separate Settings in WinClient despite Proxy Settings :

The proxy is bypassed for the WinClient despite the proxy settings for the
Internet if the entry below is set in the app.xml of the WinClient.

<add key="IgnorelEProxySettings" value="true" />
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This option can be set on the server in Setups\WinClient\app.xml for Rollout for
all later installed Clients.

(This entry is provided in the WinClient Version 1.5.2.11 or later)

Taking over settings during installation

If these settings should be automatically written into the configuration files
during installation of WinClient or Enterprise Manager, this section must be
copied to file APP.XML in the installation directory of FileDirector:

\Inetpub \wwwroot \FileDirector \Setups \WinClient \app.xml or
‘\Inetpub \wwwroot \FileDirector \Setups \Enterprise Manager \app.xml on the
server.

Hint:
Detailed descriptions from Microsoft can be found under the following link:
support.microsoft.com/support/kb/articles/q318/1/40.asp

Change TCP -port (http: p ort 80)

By default for data communication port 80 is used for FileDirector. If the default
port is changed, the port in the IIS settings for the default web page must be
changed.
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r[Ih?,f.Elult Web Site Properties

Directory Security HTTF Headers uskorn Errors ASP.NET
Web Site Perfarmance IS4PI Filkers Haome Directary Ciocuments

WWeb site identification

Cescription: Default Web Site|

IF address: (Al Unassigned) w
TCF pork: a0 33L port:

Zonnections

Connection kimeout: 120 | seconds

Enable HTTF Keep-alives

Enable logging

Ackive log Format:

W3C Extended Log File Format e

[ Ok H Cancel ]

Example: If the TCP-port is setto /B 2 i, t he c othaeWiCGlienbar wi t h
Enterprise Manager can only be successful if the port in the URL to the server
connection is entered.

The server connection to the Enterprise Manager or WinClient must be entered
as below:
http://servername:82/filedirector

Hint:

The change of a port could be useful for maintenance jobs. You can make sure
that no user can login FileDirector if maintenance or an update is being carried
out, because the URL with port should be configured at every client.

Once maintenance work is complete, the port can be set back to the old
setting.

Information about users and groups

As a basic principle, the groups fd-admins, fd-scan, fd-scan-named, fd-user,
and fd-user-named are required.

Hint:
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The description for the mapping of groups from older FileDirector versions are
found int he Enterprise Manager manual i n AFi
default rightso.

The group with the FileDirector users must be a member of one of these
groups.

To add the users to the cabinet security, the groups must be imported using

Enterprise Manager. During this import process the users are written to the

table Aaccountso i n tHDeonfigonf i gurati on dat a
A user will be imported at the time when the user logs in to FileDirector for the

first time.

Example:

Inacompanyyouhave t he group fASecret haveagdess. Thi s
to data in FileDirector and must have specific rights within the cabinet. To

assign these rights add the group to one of the fd-groups (e.g. fd-scan) and

import the group fd-scan using Enterprise Manager.

Once that is done, the users and groups are available in Enterprise Manager to

set permissions within the cabinet security.

Hints for the server test - dataaccess.asmx

Login with password for Windows 2003

If Windows authentication used, in normal circumstances the login window is
not displayed. If the window is displayed Windows authentication has failed and
basic authentication is used instead.

If the server is tested with http://IPaddress/filedirector or with http://Server-
Namef/filedirector and, although Windows authentication is used, a login
window appears, the server is possibly installed with the windows option
Al nternet Explorer Enhanced Security Confi

If the server is tested with http://localhost/filedirector, the login is processed
without a password window.

If the enhanced security for Internet Explorer is installed, the browser does not
send the user information and Windows authentication cannot be used.

Impersonation Error in: Global.WriteMini

If the message A | mp er s o n a appears dueng the serfier test the login
of the user ffd-serverowas not successful.

Audit trail file of the login FDServer.log (minilog)
The login procedure of the filedirector server is saved in a protocol file.
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http://server_name/filedirector
http://server_name/filedirector
http://localhost/filedirector

This protocol is named FDServer.log and is written in the folder
Windows\temp\filedirector\server. The file has a timestamp for every server
start.

Here you can possibly find hints to an incorrect start of the server.

Check the password of the fd -server:

Depending on the settings, Windows 2003 Server requires a complex defined
password. If, in the ConfigUtility, the user fd-server is created with a password
which is not allowed because of the 2003 server complexity rules, the fd-server
will have no access to the filedirector server.

The password should have a minimum length of 8 characters, and include a
capital letter and/or a number. Parts of the user name are not allowed.

Rules of complexity:
1 The password must not contain a part or the full account name of the
user
It must have a minimum of 8 characters.
It must contain characters from three of the four following categories:
Capital letters from Ato Z
Lower case letters from a to z
Numeric based on 10 (0 bis 9)
Non-alphanumeric characters (e. g. !, $, #, %)

E R

Deleting user FD-Server and recreate with  ConfigUtility

To ensure that the password has been changed, delete the user fd-server that
was created and recreate it with the ConfigUtility.

Log in as a domain administrator to delete the account.

Alternatively you can perform the following steps:

1) Open web.config

2) Delete fd-server password

3) Save web.config

4) Start the FileDirector ConfigUtility

5) Type in the password for the fd-server

6) Click OK

7) Run the FileDirector server test

8) Check the FDServer.log in the folder Windows\temp

If there are still errors during the login, you may find hints in this log file.

Check the IS settings
For the FileDirector virtual directory, anonymous access should be disabled.
Please read the chapter on the settings for the IIS.

Check the .NET settings

The .NET settings may not be correct. (Setting: Local system (2003) and
respectively the entry in the machine.config for login as i s y s tinstead of
Amachi neo awed Pleasetreadcthe chapter for the .NET settings.
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Internet Explorer Enhanced Security Configuration at 2003 Server

Iftheoptionid nt ernet Expl orer Enhaniccenfiguedckic ur i ty
the windows installation, this can cause problems during login. First install
FileDirector without this option.

Information on SQL Server

Create instance of SQLServer

If a second SQL server should be installed on the same computer, a second
instance of the same server can be created. Please note that this decreases
performance of the database server, because it more or less runs the database
server twice.

Insert the SQL installation CD and install SQL server just like a normal 5
installation. Do no't sel ect AStandardn, sel ect ACr
installation for AStandardo should already

Select a name for your instance.

After installation, a new service for SQL server exists which carries the name of
the instance. Start the service of this instance.

Open SQL Enterprise Manager, create a new group and connect to the new
instance specifying SQL server name \instance name .

Now it should be possible to register the server instance.

Open FileDirector ConfigUtility and specify as the instance as the connection
name for SQL-Server SQL serve r name \instance name .

The configuration database FDConfig is created in the new SQL instance.

Optimization of SQL-Server performance

ATTENTION:
All references specified here are only suggestions and the execution in the
respective system is the responsibility of the SQL administrator!

Set database recovery modelto fisi mp | e fi

In SQL-Enterprise Manager in the properties of the database the recovery

mo d e | can be configured. Click on the tab
to Asi mpl edo. \Widekthe ddtabase can benygdoweeredrform when it

was last saved.
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