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Disclaimer  
Spielberg Solutions GmbH makes no representation or warranties with respect to the contents or use of this 

document and specifically disclaims any express or implied warranties of merchantability or fitness for any 

particular purpose. Further, Spielberg Solutions GmbH reserves the right to revise this publication and to 

make changes to its content, at any time, without obligation to notify any person or entity of such revisions 

or changes. 

Further, Spielberg Solutions GmbH makes no representations or warranties with respect to any FileDirector 

software, and specifically disclaims any express or implied warranties of merchantability or fitness for any 

particular purpose. Further, Spielberg Solutions GmbH reserves the right to make changes to any or all parts 

of FileDirector software, at any time, without obligation to notify any person or entity of such changes. 

 

 

Copyright  
© 2011 Spielberg Solutions GmbH. All Rights Reserved. 

No part of this document may be reproduced, transmitted or stored in any form or by any means, electronic 

or mechanical, for any purpose, without the express written permission of Spielberg Solutions GmbH. 

 

 

 

 
FileDirector is a registered trademark of Spielberg Solutions GmbH. 

Microsoft, Windows, Windows NT and Windows 2000 are either registered trademarks or trademarks of 

Microsoft Corporation. 

Other product and company names mentioned herein may be trademarks of their respective owners. 
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Software Licence Agreement  

FileDirector Software Licence Agreement 

IMPORTANT: Read this agreement before installing FileDirector. By installing FileDirector you are 

deemed to agree to be bound by this agreement. 

This license agreement is a legal document between you and Spielberg Solutions GmbH. If you do not agree 

to the terms of this agreement return the software CD and accompanying documentation (the 

"Documentation") and other items to the place from where you obtained them for a refund before they are 

marked or damaged in any way. 

In consideration of the right to use the Software you agree to abide by the terms and conditions of this 

agreement. 

1. GRANT OF LICENSE 

The Software consists of the software modules by: 

a) Spielberg Solutions GmbH, a German public listed company having its place of business at Obere 

Kaiserswerther Str. 17, 47249 Duisburg, Germany ("Spielberg"); 

b) Microsoft Corp., a Washington Corporation having its place of business at 1 Microsoft Way, Redmond, 

WA 98052-6399, USA ("Microsoft"); 

c) Stellent Inc., an Illinois Corporation having its place of business at 330 N. Wabash Ave., 15th Floor, 

Chicago, IL 60611, USA ("Stellent"); 

d) MICROPLEX Trading GmbH, a German Company having its place of business at Leipziger Chaussee 

191g, 06112 Halle, Germany("Microplex"); 

e) ScanSoft B.V., a Dutch Company having its place of business at Randstad 22-139, 1316 BW Almere, 

Netherlands ("ScanSoft"); 

f) Developer Express Inc., a Nevada company having its place of business at 6340 Mcleod Dr. Suite1, Las 

Vegas, NV 89120, USA (ñDevExpressò); 

g) Pixel Translations a Division of Captiva Software Corporation, a Californian company having its place of 

business at 1299 Parkmoor Drive, San Jose, California 95126, USA (ñPixelò). 

You understand and acknowledge that any software module included in the Software may have utility with 

or be able to be called by other software and/or hardware, which Spielberg considers to be an unauthorised 

use of the Software. Accordingly, you agree that you will use such software modules only as part of the 

Software and not in conjunction with, or as part of, or as a component of other software and/or hardware 

which makes calls to such software modules. 

Spielberg grants you the personal non-exclusive rights: 

a) For a single-user version of the Software, to install and use the Software for internal purposes only on a 

single computer (the Software is considered in use when it is installed in the temporary memory, i.e. RAM, 

or the permanent memory, i.e. Hard Disk Drive). 

b) For a multi-user version of the Software, to install and use the Software for internal purposes only for the 

number of computers or simultaneous users identified in the Installation Configuration sheet of the Software 

package (for example, if you have purchased a 5-User license you may install the Software for simultaneous 

use by up to 5 Users on a network). 

2. BACKUP COPY 

a) You may make whatever copies you deem appropriate from the FileDirector "delivery" Compact Disc, the 

Programs, Example Files and any other promotional material that may be included thereon. The Application 

Manual, or any part thereof, may be reproduced in sufficient quantity to support only the number of users 

licensed to you and no more. You must reproduce and include on the backup copy the copyright notice and 

other ownership or proprietary legends that are on the original copy of the Software. 

b) You may NOT make or attempt to make any copy whatsoever of the FileDirector License held on the 

dongle. ANY ATTEMPT TO COPY, TRANSFER OR RESTORE THE LICENSE MAY CORRUPT THE 

ENABLING LICENSE. The License, once enabled on the dongle, represents the full purchase value of the 

license to use the FileDirector Software. The enabled License can be manipulated ONLY by the commands 

within the FileDirector application. 

3. RESTRICTIONS 
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a) You may not market, distribute or transfer the Software or the Documentation to others, or electronically 

transfer the Software from one computer to another over a network except as expressly provided herein. 

b) You may not de-compile, reverse engineer, disassemble or otherwise reduce the code of the Software to a 

human perceivable form. 

c) You may not modify, adapt, translate, rent, lease or loan the Software or the Documentation or create 

derivative works based on the Software or the Documentation. 

4. OWNERSHIP AND COPYRIGHT 

Spielberg, Microsoft, Stellent, Microplex, ScanSoft, DevExpress and Pixel reserve all rights to their 

respective software modules of the Software and the Documentation. The Software and the Documentation 

is copyrighted. Unauthorised copying of the Software, including portions thereof, or the Documentation is 

expressly forbidden. 

5. EXPORT CONTROL 

You agree that the Software and Documentation will not be shipped, transferred or exported into any 

country or used in any manner prohibited by the United States Export Administration Act or any other 

applicable export control laws, restrictions or regulations of the countries involved. 

6. SUPPORT AND UPDATES 

a) Spielberg, Spielberg's subsidiaries or affiliates, their distributors and dealers are not responsible for 

maintaining or helping you to use the Software and the Documentation, excepting where agreements have 

been entered into between specific parties, i.e. Spielberg: Distributor, Distributor: Dealer, Dealer: End User. 

b) No updates, fixes or support will be made available for the Software and Documentation other than by 

publishing such revisions on the Spielberg web site: http://www.spielberg.de or http://www.filedirector.com 

c) Any updates, fixes or support will be made available on the said web site solely at the discretion of 

Spielberg, who is under no obligation whatsoever so to do. 

7. LIMITED WARRANTY AND DISCLAIMER OF INDEMNITY  

Limited Warranty. The Software and documentation is provided "as is" without warranty of any kind, either 

express or implied, including, but not limited to implied warranties of merchantability and fitness for a 

particular purpose. The entire risk as to quality and performance of the Software and documentations is with 

you. Should the Software prove defective you (and not Spielberg, Spielberg's affiliates, their distributors or 

dealers) assume the entire cost of all necessary servicing, repair or correction. Some states or jurisdictions no 

not allow the exclusion of implied warranties, so the above exclusion may not apply to you. This warranty 

gives you specific legal rights and you may also have other rights which vary according to state or 

jurisdiction. 

Spielberg, Spielberg's affiliates, their distributors and dealers do not warrant that the functions contained in 

the Software will meet your requirements or that the operation of the Software will meet your requirements 

or that the operation of the Software will be uninterrupted or error free. 

However, Spielberg or Spielberg's affiliates warrants a compact disc or diskette on which the Software is 

stored to be free from defects in materials and workmanship under normal use for a period of ninety (90) 

days from the date you purchased the same, as evidenced by a receipt or otherwise. Some states or 

jurisdictions do not allow limitations on duration of an implied warranty, so the above limitation may not 

apply to you. 

CUSTOMER REMEDIES 

Spielberg's entire liability and your exclusive remedy shall be the replacement of the Compact Disc and/or 

Diskette not meeting the LIMITED WARRANTY and which is returned to Spielberg or Spielberg's 

marketing affiliate, ScanFile International Limited, with a copy of your receipt or otherwise. The LIMITED 

WARRANTY is void if failure of the Compact Disc has resulted from accident, abuse or misapplication of 

the software. 

No liability for consequential damages. In no event shall Spielberg, or Spielberg's affiliates, their distributors 

or dealers be liable for any damages whatsoever (including without limitation, direct or indirect damages for 

personal injury, loss of business profits, business interruption, loss of business information, or other 

consequential or incidental damages) arising out of the software, the use thereof or inability to use the 

software even if Spielberg, Spielberg's affiliates, their distributors or dealers has been advised of the 

possibility of such damages. Some states or jurisdictions do not allow the exclusion or limitation of liability 

for consequential or incidental damages, so the above limitation may not apply to you. 

Disclaimer of indemnity. Spielberg, Spielberg's affiliates, their distributors and dealers shall have no 

obligation to indemnify you against any claim or suit brought to you by a third party alleging that the 

Software or the use thereof infringes any intellectual property of such third party. 

8. TERM 

This agreement is effective upon the installation of FileDirector Server and Client and remains in effect until 

terminated. You may terminate this agreement by destroying the Software and any copy thereof. This 
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agreement will also terminate if you fail to comply with any of the terms of this agreement. In addition to 

Spielberg enforcing its legal rights, you must then promptly destroy the Software and any copy thereof. 

9. ACKNOWLEDGEMENT 

By selecting the 'Yes, I accept the agreement' option, you acknowledge that you have read this agreement, 

understand it and agree to be bound by its terms and conditions. You further agree that this agreement is the 

complete and exclusive statement of agreement between you and Spielberg concerning the subject matter 

hereof, which supersedes any proposals or prior agreements, oral or written, and any other communication 

between you and Spielberg relating to the subject matter hereof. No amendment to this agreement shall be 

effective unless signed by a duly authorised representative of Spielberg. 

 

Should you have any questions concerning this agreement, or if you desire to contact Spielberg for any 

reason, please write to your authorised supplier requesting that they pass your correspondence to ScanFile 

International Limited, the marketing affiliate of Spielberg Solutions GmbH. 

Disclaimer 

This document was created with utmost accuracy. Nevertheless we cannot guarantee that it is free of errors. 

Therefore we cannot take responsibility resulting from wrong or misleading descriptions or their 

consequences. 
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Introduction to FileDirector  

Welcome to FileDirector  

With FileDirector the capture, classification and distribution of documents is fast 
and more efficient. FileDirector is based on a modular system, which allows a 
company to effectively tailor their own solution, and as the company grows 
FileDirector can fully adapt to meet the demands. 
The solution delivers fast and reliable capture scanning options through the 
enhanced connectivity between FileDirector and Canonôs DR scanner range as 
well universal ISIS drivers. Itôs capability to perform intelligent searches makes 
precise and speedy retrieval. 
FileDirector uses the most recent security mechanisms and is a powerful add 
on for the modern enterprise. Several of the highlights: 
 

¶ XML- based storage and exchange of data 

¶ Intranet-/Internet-Transparency 

¶ Highly scalable from 1 to 128 Servers (WebFarm) 

¶ Encrypted data exchange (SSL) 

¶ Genuine 3 tier architecture 

¶ SQL/MSDE or Oracle Database 

¶ Process Server 

¶ FileDirector WinClient, Web Browser or SDK 

¶ User account import from Windows Domain, ADS or LDAP 

¶ Flexible and simple management of rights 

¶ Integrated Process Management 

¶ HTTP-Browser Protocol 

Microsoft .NET  

Microsoft .NET technology allows the development of XML (Extended Markup 
Language) based applications, processes and Web-services. The open 
standard and the scalability of .NET make integration of different applications 
and manufacturers an easy and inexpensive task for your enterprise. 
The universal approach to .NET technology makes it possible for FileDirector to 
be linked to other applications which also support .NET framework. 
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XML- based data storage and exchange  

XML has become the standard for data exchange between different platforms. 
Especially in document management environments XML offers wide 
possibilities with its capability to store index and Meta data in readable format 
for an enterprise wide solution. The open architecture of FileDirector in 
connection with XML files builds a versatile combination which expands the 
limits of traditional archiving. Documents are not limited to the FileDirector 
system - External applications can access the documents ï without 
overstepping the security requirements. 
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Requirements  

Supported operating systems  

FileDirector is a Microsoft Windows based Solution. The following operating 
systems can be used: 

Server 

Microsoft® Windows® 2000 Server with SP 4.0* 
Microsoft® Windows® 2000 Advanced Server with SP 4.0* 
Microsoft® Windows® 2000 Datacenter Server with SP 4.0* 
Microsoft® Windows® Server 2003 Product family* 
Microsoft® Windows® Server 2008 Product family* 
Microsoft® Windows® 2000 Professional with SP 4.0 
Microsoft® Windows® XP Professional 
 
* recommended 
 
Notes: 
 
b) SQL-Server 2000 must be installed on a server operating system. 
c) XP is only suitable for test installations 

Client 

Microsoft® Windows® 2000 Professional 
Microsoft® Windows® 2000 Server 
Microsoft® Windows® 2000 Advanced Server 
Microsoft® Windows® 2000 Datacenter Server 
Microsoft® Windows® XP Home Edition 
Microsoft® Windows® XP Professional 
Microsoft® Windows® Server 2003 product family 
Microsoft® Windows® Vista 
 
Because FileDirector version 2.0 is based to .NET Version 2.0, Windows 98, 
Windows ME and Windows NT are no longer supported. 
 
For all listed systems, Microsoft® Internet Explorer 5.01 or higher and 
Microsoft® Windows® Installer 3.0 or higher is also required. 
 
Hints: 
a) The office link supports office versions from 2000 
b) From FileDirector version 1.5.0, IPv6 is supported. 
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Database  

FileDirector requires an SQL based database server. The following database 
systems are supported: Where appropriate the latest service packs have to be 
installed. 
 
Hint: 
If SQL-Server is installed on a server other than the FileDirector server, better 
performance will be achieved. 
 
Microsoft 
SQL Server 2000 Enterprise Edition (64-bit)  
SQL Server 2000 Enterprise Edition  
SQL Server 2000 Standard Edition  
SQL Server 2000 Personal Edition* 
SQL Server 2000 Desktop Engine (MSDE)*    ** 
SQL Server 2005 mit Servicepack 2 
 
Hint for SQL Server 2005: 
If SQL Server is on the same server as FileDirector, Windows 2003 Server or 
above must be used. 
 

Oracle 

Oracle9i® Enterprise Edition 
Oracle9i® Standard Edition 
Oracle9i® Personal Edition* 
Oracle10g® 
 
* recommended equipment for Standalone-/Personal usage 
** without full text support 
 
Hint: 
Before the installation of FileDirector you must install the Oracle-Database with 
full text, because it is needed to set up the databases.  
 
 

Minimum requir ements  

 

Server 

Microsoft® Windows 2000 Server 
Microsoft® Internet Information Services 5.0 
Microsoft® SQL Server 2000 Standard Edition 
Microsoft® .NET Framework V2.0 
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Make sure that the latest service packs are installed. For SQL Server on 
Windows Server 2003, service pack 3a is necessary. 

Client 

Microsoft® Windows® 2000 oder XP Professional 
Microsoft® .NET Framework V2.0 
 
Make sure that all important service packs are installed. 
If you connect a scanner to the work station make sure that the relevant driver 
for the SCSI board, the ASPI manager and the scanner driver of your scanner 
is installed. 

FileDirector Licensing  

Licensing is carried out using a licence file which contains the name of the 
licensee, the licence options, serial number and special properties for the 
server. 

Licence procedure  

Copy the file GetSiteCode.exe  to a directory located on the server where 
FileDirector is to be installed. 
 

1. Run GetSiteCode.exe  and enter the serial number  into the window 
which appears. 

2. A file with suffix *.fds is created which contains the SiteCode  of the 
server machine. 

3. Open the web page www.spielbergsolutions.com/fdlicence and 
browse to the location where the .fds file was saved 

4. Click on Send Site Code File 
5. The certificate for your FileDirector Installation will be created. An 

*.fdc is generated and sent which must be saved to the FileDirector 
server. 

6. In order to activate the license install FileDirector to the server where 
the SiteCode file was created and import the license information with 
the FileDirector ConfigUtility. 

7.  

 GetSiteCode.exe  

GetSitecode.exe creates an *.fds file, which contains a code consisting of 
several component information of your FileDirector server. 
 
 

http://www.spielbergsolutions.com/fdlicence
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This program can be downloaded from www.spielbergsolutions.com/fdlicence, 
it is also stored on the FileDirector installation CD. 
 
IMPORTANT: 
Make sure a network adapter is properly installed in the server; otherwise the 
SiteCode cannot be calculated accurately. 
 
Hint:  
If the server operating system, the server hardware or network environment is 
changed, the license may have to be renewed. In this case contact your 
reseller 
 

Serial number 

The serial number is unique, contains 25 characters and is printed on the 
delivery note. Enter this number when executing GetSiteCode.exe. 

SiteCode ï file *fds 

After the SiteCode is successfully created, file *.fds contains an entry in tag 
<SiteCode> XXXXX é <\SiteCode> 

Get certificate  

Open the web page www.spielbergsolutions.com/fdlicence and click ñBrowseñ. 
Search for the *.fds file created and send it. 
You receive a file *.fdc for download. This is a certified file with signature, which 
can be used to licence your FileDirector installation. 

Acti vate License on FileDirector Server  

After the FileDirector Server installation has completed, start the ConfigUtility, 
select Licensee and load the certificate file. Select it and click to OK.  
 

See ќ Licensee 

 
Hint: 
After the licence file has been loaded in the ConfigUtility, it is stored in the 
virtual directory of the FileDirector Server (default path:  
\inetpub \wwwroot \filedirector ). 
 
In addition to that a file with the name of the licence and the extension *.fda is 
created, which is used for the vnp-licensing. 
 
 

http://www.spielbergsolutions.com/fdlicence


FileDirector 2.5  Requirements   ¶  19 

FileDirector licensing through the  ConfigUtility  

Another way licensing the server is the licensing through the ConfigUtility. 

Licensing procedures  

Open the ConfigUtility on the server FileDirector is installed on. Type in the 
serial number and press the button Get licence  next to it. 
After that the licence is being activated and a confirmation box appears. 
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Single server licence  

If you are using multiple single servers, for each server a Single Server Licence 
must be installed. In this model the processes which require additional 
resources can be configured to run on different servers. Additionally, you can 
spread the FileDirector user licenses over the servers. 
 
The following example shows 3 servers with a single license each. All three 
enable 10 users each, and server 2 has an OCR licence and server 3 has a 
process management licence. 
 
The OCR scheduler can explicitly be shifted to server 2 and the Process 
Management can be shifted to server 3. 
 
 
 

 
 
If the licences are distributed in this way, it is not possible for 30 users to 
connect to one of the servers, 10 users each can connect to the single servers. 

WebGarden -Licence  

With a WebGarden-licence the work load can be distributed to several 
processors. Request distribution is automatically handled and cannot be 
configured. 
 
 

FD-Server 
10 User 
2 Prio-
User 

Database 

Example for Single Server Licence  

Single Server Licence 

FD-Server 
10 User 
OCR 

FD-Server 
10 User 
Process 
manage-
ment 

1 3 2 
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Settings for 2000/XP 

The configuration of a Web Garden must be activated in the file machine.config 
under <processModel>. 
 
More information can be found under: 
 
http://msdn.microsoft.com/library/deu/default.asp?url=/library/DEU/cpgenref/ht
ml/gngrfprocessmodelsection.asp 
 
 

 

<processModel enable="true|false" 
              timeout="hrs:mins:secs|Infinite"  
              idleTimeout="hrs:mins:secs|Infinite" 
              shutdownTimeout="hrs:mins:secs|Infinite" 
              requestLimit="hrs:mins:secs|Infinite" 
              requestQueueLimit="num|Infinite" 
              restartQueueLimit="num|Infinite" 
              memoryLimit="percent" 
              cpuMask="num" 
              webGarden="true|false" 
              userName="username" 
              password="password" 
              logLevel="All|None|Errors" 
              clientConnectedCheck="hrs:mins:secs|Infinite" 
              responseDeadlockInterval="hrs:mins:secs|Infinite" 
              responseRestartDeadlockInterval="hrs:mins:secs|Infinite" 
              comAuthenticationLevel="Default|None|Connect|Call|  
                                      Pkt|PktIntegrity|PktPrivacy" 

FD-Server 
10 User 
2 Prio-User 

OCR 
Prozessmanagement 

Database 

Example Web Garden - Licence  

WebGarden - Licence 

Several 
processors 

http://msdn.microsoft.com/library/deu/default.asp?url=/library/DEU/cpgenref/html/gngrfprocessmodelsection.asp
http://msdn.microsoft.com/library/deu/default.asp?url=/library/DEU/cpgenref/html/gngrfprocessmodelsection.asp
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              comImpersonationLevel="Default|Anonymous|Identify| 
                                     Impersonate|Delegate" 
              maxWorkerThreads="num" 
              maxIoThreads="num"/> 

 

 

webGarden     When used in connection with attribute ñcpuMaskò 
this attribute controls the CPU affinity 
(Multiprocessor-WebServers are called 
WebGarden) 

    true With help of attribute ñcpuMaskò it can be defined, 
which CPUs are suited for execution of ASP.NET 
processes. 

    false Denotes that CPU load is planned by Windows. 
Attribute ĂcpuMaskñis ignored; only one worker 
process is executed. Default value is false. 

 
 

Settings for IIS 6 (2003 Server) 

When using the worker process isolation mode in IIS 6.0 the majority of 
ASP.NET process model settings must be assigned to the relevant application 
pool settings. The settings for an application pool are specified in dialogue 
window Properties of the application pool. The following tables show the 
ASP.NET process model attributes and the equivalent settings of the 
application pool. 
 
More information can be found here: 
 
http://msdn.microsoft.com/library/deu/default.asp?url=/library/DEU/cpguide/html
/cpconaspnetprocessmodelsettingequivalencetoapplicationpoolsettings.asp 
 
 

ASP.NET-Process model attribute IIS 6.0-Application pool settings 

webGarden Webgarden on tab Performance . 

WebFarm - Licence  

If a Webfarm licence is used, the same licence is installed on each server. 
With IIS the load is balanced automatically on the servers, although options 
such as full text OCR and process management can be configured to .run on 
separate servers 
 

http://msdn.microsoft.com/library/deu/default.asp?url=/library/DEU/cpguide/html/cpconaspnetprocessmodelsettingequivalencetoapplicationpoolsettings.asp
http://msdn.microsoft.com/library/deu/default.asp?url=/library/DEU/cpguide/html/cpconaspnetprocessmodelsettingequivalencetoapplicationpoolsettings.asp
http://msdn.microsoft.com/library/DEU/cpguide/html/cpconperformanceapplicationpoolsettings.asp


FileDirector 2.5  Requirements   ¶  23 

 
 
Each user can log to any of the servers, because there is an over-all licence for 
all servers. 

FD-Server 
 

Database 

Example for a WebFarm Licence  

WebFarm-Licence with 30 Users 

FD-Server 
(OCR) 
 
 

FD-Server 
(Process
manage-
ment) 
 

1 3 2 
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Install  FileDirector Server  on 
Server 2000/ 2003  

Overview  

 
To install the FileDirector Server, you must perform the steps list below: 
 
When installing within a domain, you must be logged on as a domain 
administrator, and must have administrative permissions on the server 
FileDirector is being installed to. 
 
Hint: 
During a domain installation  & configuration, the FileDirector users and groups 
are automatically created in the domain via the FileDirector Configuration Utility 
using the currently logged on account. This account must have sufficient 
permission to do that. 
 
 
For Installation on a local system: 
 

¶ Log on as an administrator 

¶ Pick up license 

¶ Microsoft® .NET Framework Configuration adjustment 

¶ Installation of FileDirector Server 

¶ Setting of security parameters for the virtual directory in IIS 

¶ Run the  FileDirector configuration utility (ConfigUtility) 

¶ Creating of fd-server user and groups 

¶ Selecting of SQL server and creating of FDconfig database via IIS reset 

(Start ќ runќ iisreset) 

¶ Loading of licence file 

¶ Branding 

¶ Test FileDirector Server installation (dataaccess.asmx ï functionality test 
in browser) 

¶  

¶ If the server test was successful, the other FileDirector modules can be 
installed.  

¶ If cabinets have to be configured, FileDirector Enterprise Manager has to 
be installed. 
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Important for installation of IIS and .NET 

When installing the server, IIS must be installed before the .NET framework. If 
this is not done, the .NET Framework must be removed from the system and 
installed again. Just reinstalling the Framework will not work. 
 
.NET can be reregistered with a special call at Start Ÿ run. Please check the 
path for the windows version before you call this command: 
Version: 
C:\WINDOWS\Microsoft.NET\Framework\v2.0.50727\aspnet_regiis.exe -i 
 

Hints to the host of FileDirector Servers 

During the installation of FileDirector it is important to mind that the name of 
computer, where the server is installed on, is not equal to the name of the ñfd-
serverò user. If the user ñfd-serveròhas been renamed, this name is considered 
as not allowed.  

Configuration of .NET Framework  

Windows 2000 and XP operating systems with IIS 5 

 
Because Windows version 2000 and Windows XP with IIS 5 does not have  
application pools the configuration of .NET must be carried out by editing the 
config-file. 
The configuration of .NET has to be adapted to allow FileDirector to access  all 
required resources. The following settings must be configured in the 
machine.config file:  
 
Location:          C:\WINDOWS\Microsoft.NET\Framework\v2.0.50727\CONFIG 
File name:          machine.config 
Section:          <system.web> 
Change from:         <processModel autoConfig="true"/> 
Change to:          <processModel autoConfig="true" 
userName="SYSTEM"/> 
 

Windows 2003 server with IIS 6 

Windows 2003 servers have IIS 6.0 installed. This version ignores the setting in 
machine.config. The setting is done in Internet Services Manager: 
Open directory tree of IIS 6 (name of local machine) 

Select the application pools and click to Properties  (right mouse button) ќ 

Identity ќ under predefined and set to Local system . 
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More settings in Windows 2003 server 

 

In the properties for application pools additional settings can be found which 
are important for the system. Per default IIS on Windows 2003 systems is 
terminated automatically after 20 minutes of idle time. This may prevent 
schedulers which should execute automatically at night cannot becoming active 
because the worker process w3wp.exe is not running anymore. 
 
 
The following settings should be made/check marks removed: 
 

Select the application pools and click to Properties (right mouse button) ќ 

Reutilisation  ќÃ Reuse working processes (in minutes) 

 

Select the application pools and click to Properties (right mouse button) ќ 

Performance  ќÃ Shut down working processes in idle state (in minutes) 

 
http- Header setting for Setups: 
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Websites  ќ éќ FileDirector ќ Setups ќ Properties ќ  HTTP Header 

ќWeb site content shouldé Expire immediately. 

 

    
 
http-Header Setting for WinCweb/ EMweb 

 

  
 
 
Setting for virtual WinCweb and EMweb- folder: 

Web sites  ќ éќ FileDirector ќ WinCweb ќ Properties ќ  HTTP Header 

ќEnable content expiration must not be checked! 

 
FileDirector with .NET 2.0 and parallel .NET 1.1 installation 
FileDirector 2.0 needs .NET 2.0. If other applications use .NET 1.1 it can be 
installed parallel to version 2.0 which is necessary for FileDirector 2.0. 
 
IMPORTANT: Please note the installation order of .NET and the application 
pools so that FileDirector will use .NET version 2.0. 
 
If ASP.NET v. 1.1.4322 is installed, first, this version is registered and is used. 
.NET 2.0 can then be installed with no issues. If ASP.NET v.1.1.4322 is 
installed after .NET 2.0, a mapping of the .NET version will be necessary. 
 
Instruction for an installation on Windows 2003 Server using IIS6 (For other 
systems please check www.microsoft.com) 
Check Web Service Extensions 
Open IIS Manager and expand the node Ălocal computerñ. Select Web Service 
Extensions and check if ASP.NET  v2.0.50727 exists and if the state is 
ñallowedò. 
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Create a new application pool for FileDirector 
Create a new application pool by right-clicking on Application P ools  and call it 
FileDirector. 
 
Map FileDirector to the application pool and choose ASP.NET Version  
Open in IIS Manager the FileDirector virtual directory and select the Properties. 
On the tab ñdirectoryò you will find the entry for the application pools. Choose 
the Filedirector application pool.  
 
Change to the tab ASP.NET which exists if .NET 2.0 is installed and choose 
.NET version 2.0 to assign it to the FileDirector application. 

Installation of the FileDirector Server  

The FileDirector Server installation creates a virtual directory for FileDirector on 
the standard web site of the server and installs the necessary applications and 
files for FileDirector Server. 
 
To start the installation run FileDirector Server Setup.msi  from the 
FileDirector installation CD. 
 
The server installation displays a welcome window. 
After clicking button Next  the following window is displayed: 
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Site 

The web site FileDirector will be installed to. By default, the default web site is 
used. 

Virtual Directory 

This is the name of the virtual directory representing FileDirector in IIS. If for 
example the web address would be www.companyname. com  the access to 
the FileDirector Server would be possible with 
www. companyname.com /FileDirector  if you keep the default settings. 

Application Pool 

Since IIS 6 application pools are used. In the application pools e.g. the .NET 
version is applied and the permission is allowed for .NET access. 

Disk Cost 

Disk cost  opens the information window displayed below. It lists how much 
disk space is available and how much disk space is required to install 
FileDirector Server.  
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After the settings have been completed, click Next and follow the installation 
procedure.  

What is installed?  

During the installation a virtual directory is created on the selected web site, 
which is physically stored in IIS directory \Inetpub\FileDirector. This virtual 
directory contains the server application. 
Additionally a subdirectory \Setups is created, which contains the installation 
files for the FileDirector client applications. 
 
The setup files for the other FileDirector applications, such as FileDirector 
Enterprise Manager and FileDirector WinClient are only created during 
installation, if the Setups folder with the applications are stored in the same 
directory as the server installation file FileDirector Server.msi  because they 
are copied from this directory. The structure of the installation CD is built like 
that.  
 
Hint: 
If the setup directories are copied to the virtual directory, make sure they are 
not write protected. 
 
After installation an icon for the FileDirector ConfigUtility will appear on 
desktop. 
 
The default directory for ConfigUtility is  
\Program files\Dieter Spielberg DMS GmbH\ConfigUtility  
This is the location where the other FileDirector applications are installed. The 
installation of the other applications is described in the following sections. 
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Configuration of the virtual directory  

During the installation a virtual directory is created on the standard web site, 
which is physically stored in IIS directory \Inetpub\FileDirector. The name of the 
virtual directory is selected during installation. The default value is filedirector . 
The security settings of this virtual directory must be changed to ensure that 
only authorised users have access to FileDirector. 

Open the Management console for Internet Information Services via Start  ќ 

Settings ќ Control panel  ќ Administrative tools  ќ Internet Information 

Services. 
 
 

 
 
 
Select the virtual directory of FileDirector and open Properties . The 
configuration settings of the virtual directory are displayed. Select tab Directory 
security . 
 
In option Anonymous access and authentication control  click to button edit . 
The following window opens: 
 
 



FileDirector 2.5  Install FileDirector Server on Server 2000/ 2003   ¶  33 
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Remove Anonymous access and select Basic authentication and Integrated 
Windows Authentication. 

Settings for setups 

If workstations on the network should be able to install from the FileDirector 
Website, the directory security of virtual directory Setups  must be set to 
Anonymous Access.   
The setting is done as described in the previous section, then the Properties for 
ĂSetupsò need to be opened.  
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Install FileDirector Server on 
Server 2008 and 2008 R2  

Overview  

 
To install the FileDirector Server, you must perform the steps list below: 
 
When installing within a domain, you must be logged on as a domain 
administrator, and must have administrative permissions on the server 
FileDirector is being installed on. 
 
Hint: 
During a domain installation & configuration, the FileDirector users and groups 
are automatically created in the domain via the FileDirector Configuration Utility 
using the currently logged on account. This account must have the relevant 
permissions. 
 
 
For Installation on a local system: 
 

¶ Log on as an administrator 

¶ Pick up license 

¶ Microsoft® .NET Framework Configuration adjustment 

¶ Installation of FileDirector Server 

¶ Setting of security parameters for the virtual directory in IIS 

¶ Run the  FileDirector configuration utility (ConfigUtility) 

¶ Creating of fd-server user and groups 

¶ Selecting of SQL server and creating of FDconfig database via IIS reset 

(Start ќ runќ IISreset) 

¶ Loading of licence file 

¶ Branding 

¶ Test FileDirector Server installation (dataaccess.asmx ï functionality test 
in browser) 

¶  

¶ If the server test was successful, the other FileDirector modules can be 
installed.  

¶ If cabinets have to be configured, FileDirector Enterprise Manager has to 
be installed. 
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Important for installation of IIS and .NET 

When installing the server, IIS must be installed before the .NET framework. If 
this is not done, the .NET Framework must be removed from the system and 
installed again. Reinstalling the Framework will not work. 
 

.NET can be reregistered with a special call at Star t ќ run . Please check the 

path for the windows version before you call this command: 
Version: 
C:\WINDOWS\Microsoft.NET\Framework\v2.0.50727\aspnet_regiis.exe ïi 
 

Hint for host system of the FileDirector Server: 

 
Please keep in mind during the installation of the FileDirector Server that the 
host name must not be equal to the account name of the ñfd-serverò account. If 
the name of the default ñfd-serverñ account has been changed it must be 
different to the host name as well. 

Installation on a  
Microsoft Window s Server 2008  

 

Deactivation of the user account control (UAC) 

During the installation of FileDirector 2.0 the user account control of Windows 
Server 2008 must be deactivated. It can be re-activated after the installation.  

You can turn it on/off via Start  ќ user control  ќ accounts  ќ Turn User 

Account Control on or off. 
 
Hint: 
The Server must be restarted after turning the user account control on or off. 

 

Installation of IIS 7 

After the installation of Windows Server 2008 you add the Internet Information 
Services (IIS). 
The version of the IIS depends on the installed OS version. Windows Server 
2008 uses IIS version 7. 
The IIS is installed through the Server Manager as role. You run the Server 

Manager through Start  ќ control panel  ќ Server Manager. 

Here you choose the leg roles and then Add Roles . In the Add Role Wizard 
you choose the different role services for Web Server (IIS). After choosing the 
Web Server (IIS) some features have to be added. Firstly, the Windows 
Process Activation Service, containing the process model and configuration 
APIs. In the following step choose additionally from Security  Basic  
Authentication , Windows  Authentication , Digest  Authentication  and from 
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Application Development  ASP.NET, .NET Extensibility , ASP, CGI, ISAP 
Extensions  and ISAPI Filters . In the leg Management Tools  the IIS6 
Management Compatibility  with all options. Once options are confirmed, IIS 
will be installed.  

 

Overview of the installed Role Services 

The following picture shows a summary of the installed role services after the 
IIS7 installation. 

 

Installation of .NET Framework 3.0 

The .NET Framework 3.0 is installed through the Server Manager  as well. 

Select Features  ќ Add Features and add the .NET Framework Features.  
 

Hint: 
.NET Framework 3.0 includes .NET Framework 2.0. 
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Configuration of the IIS 7 

Setup two application pools because on Windows Server 2008 and Windows 
Server 2008 R2 FileDirector must run in two different application pools with 
different settings. This is because of the new UserAcountControl on these 
servers. 
 

 
 

Application Pool: FileDirector Server 

 
 

¶ General 
o Managed Pipeline Mode=Integrated 

¶ Process Model 
o Identity=(domain)\fd-server 
o Idle Time-out (minutes)=0 

¶ Recycling 
o Regular Time Interval (minutes)=0 
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Application Pool: FileDirector Web Server 

 
 

¶ General 
o Managed Pipeline Mode=Classic 

¶ Process Model 
o Identity=local system 
o Idle Time-out (minutes)=0 

¶ Recycling 
o Regular Time Interval (minutes)=0 
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Hint: 
It is recommended to set up a separate application pool for FileDirector. 

Installation of the FileDirector Server  

The FileDirector Server installation creates a virtual directory for FileDirector on 
the standard web site of the server and installs the necessary applications and 
files for FileDirector Server. 
 
To start the installation run FileDirector Server Setup.msi  from the 
FileDirector installation CD. 
 
The server installation displays a welcome window. 
After clicking button Next  the following window is displayed: 
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Site 

The web site FileDirector will be installed on. By default, the default web site is 
used. 

Virtual Directory 

This is the name of the virtual directory representing FileDirector in IIS. If for 
example the web address would be www.companynam e.com  the access to 
the FileDirector Server would be possible with: 
 
 www.companyname.com/FileDirector  
 
 If you keep the default settings. 

Application Pool 

Since IIS 6 application pools are used. In the application pools e.g. the .NET 
version is applied and the permission is allowed for .NET access. 

Disk Cost 

Disk cost  opens the information window displayed below. It lists how much 
disk space is available and how much disk space is required to install 
FileDirector Server.  
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Once the settings have been completed, click Next and follow the installation 
procedure.  

What is installed?  

During the installation a virtual directory is created on the selected web site, 
which is physically stored in IIS directory \Inetpub\FileDirector. This virtual 
directory contains the server application. 
Additionally a subdirectory \Setups is created, which contains the installation 
files for the FileDirector client applications. 
 
The setup files for the other FileDirector applications, such as FileDirector 
Enterprise Manager and FileDirector WinClient are only created during 
installation, if the Setups folder with the applications is stored in the same 
directory as the server installation file FileDirector Server.msi  because they 
are copied from this directory. The structure of the installation CD is built in that 
way.  
 
Hint: 
If the setup directories are copied later to the virtual directory, make sure they 
are not write protected. 
 
Once installation is complete, an icon for FileDirector ConfigUtility will appear 
on the desktop. 
 
The default directory for ConfigUtility is  
\Program files\Dieter Spielberg DMS GmbH\ConfigUtility  
This is the location where the other FileDirector applications are installed. The 
installation of the other applications is described in the following sections. 
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Configuration of the virtual directory  

During installation a virtual directory is created on the default web site, which is 
physically stored in IIS directory \Inetpub\FileDirector. The name of the virtual 
directory is selected during installation. The default value is FileDirector . 
The security settings of this virtual directory must be changed to ensure that 
only authorised users have access to FileDirector. 

Open the Management console for Internet Information Services via Start  ќ 

Settings  ќ Administrative tools  ќ Internet Information Services Manager. 

Settings for FileDirector 

Authentication  
The default authentication settings for FileDirector are ñBasic Authenticationò 
and ñWindows Authenticationò. 
 
 

 
 
 
Select the virtual directory of FileDirector and select with a double click on the 
right side Authentication . 
 
The following window opens: 
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Disable Anonymous Authentication and enable Basic Authentication and 
Windows Authentication. 

Settings for FileDirector Web 

Authenticatio n 
The required authentication settings for FileDirector Web ñASP.NET 
Impersonationò additionally to the default settings, ñBasic Authenticationò and 
ñWindows Authenticationò, of FileDirector. 
 

 
 
Select the virtual directory of FileDirector Web and select with a double click on 
the right side Authentication . 
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The following window opens: 
 

 
 
Disable Anonymous Authentication and enable ASP.NET Impersonation, Basic 
Authentication and Windows Authentication. 
 

Settings for setups 

Authentication  
The directory security of the virtual directory must be set to Anonymous 
Access  for workstations on the network to install from the FileDirector Website.  
The setting is done as described in the section before, but now the 
Authentication  for ĂSetupsò has to be opened.  
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Anonymous Authentication  is enabled, and all other options must be 
disabled. 
 
HTTP-Response Headers for Setups  
Choose on the right side Set Common Headers and set Expire Web content: 
After 1 Day. 
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HTTP-Response Header for WinCweb and EMweb  
Select the virtual directory of WinCweb respectively EMweb and select the 
window Set Common Headers and uncheck the option Expire Web content . 
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Server Configuration  

Overview  

The installation of FileDirector Server will create a desktop icon to start the 
FileDirector Configuartion Utility. The server installation must be configured 
otherwise the other FileDirector applications cannot work. 
 

 
  
To configure FileDirector Server double click on the FileDirector ConfigUtility  
icon on Desktop. 
 
The FileDirector ConfigUtility is used to: 
 

¶ Specify the fd-server  account, which is used by the FileDirector Server. 

¶ Create the user groups fd-admins, fd-scan, fd-scan-named, fd-user, fd-
user-named for FileDirector in the system. 

¶ Connect FileDirector Server with SQL Server. 

¶ Configure the data directory ñfiledirector.dataò used to store the 
documents 

¶ define the URL from where the Client installations should be started. 
(Branding writes the URL in the APP.xml). 

¶ load the licence file. 

¶ SMTP-configuration (Outgoing server for Emails) for sending Emails 
during process management 

Server  

 

You can enter a description for the FileDirector server, which by default is 
ñFileDirector Web Serviceò. 
 
In ñsession time out (minutes)ò you can enter the period of inactivity after which 
a userôs FileDirector licence will be made available for other users. 
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Language 
Here you can select the standard language for the configuration program. 
When using ĂñWindows definedñ the language set in the operating system will 
be used. 
 
Server version number 
The version number of the server shows the version number of the file  
 ĂDSDMS.FileDirector.Server.dllñ in the virtual directoryé\FileDirector\bin. 
 
Hint: 
In previous versions, this file was named ĂDSDMS FileDirector NET.dllñ 
 



FileDirector 2.5  Server Configuration   ¶  51 

User and groups  

  

Built in domain 

Here the built in domain is defined. Multiple domains have to be separated with 
ñ,ò. 

Account and group locations 

Here the location is selected where the user account fd-server and the 
FileDirector-groups should be created. This can be the local workstation or a 
domain. For several domains the fd-server account must be created on the 
primary domain. 
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Another possibility is to create the FileDirector groups with the same names in 
all domains and the fd-server account can then browse for these groups. 
 
Hint: 
NT4 domains are no longer supported. 

 

Groups of FileDirector  
 
During the installation the following groups are created: 
 
fd-admins  
 
User accounts which are added to this group have full access to all data in 
FileDirector. Administrators are automatically added to this group. Any member 
of the group can configure all options in FileDirector Enterprise Manager. 
 
fd-scan (concurrent )            ( pre version 2 : ñfd-userñ) 
 
Members of this group have access to FileDirector. Within Enterprise Manager 
the permissions to the cabinets and document types are configured by the 
administrator for this group. Members of the group fd-scan have no access to 
the ñsystem configurationò even if they have all rights. With the appropriate 
permissions, they can manage the administrative part of the cabinets. 
 
fd-scan -named   (pre version 2  ñfd-prio -userñ) 
 
The group fd-scan-named has the same permissions as the group fd-scan. 
However, this group can only have the same number of the members as the 
number of named licences purchased. Access for the named users is 
guaranteed. 
 
fd-user (concurrent)               ( pre version 2  ñfd-web-userñ) 
 
Members of the group fd-user can connect with the FileDirector and search 
using WinClient or Browser, these users cannot search. 
 
fd-user -named  
 
User in this group can also only search. There is only access available to the 
number of licenses available. 

Server account  ñfd-serverñ 

 

 fd-server user account  
 
The Filedirector server communicates via this account, all data must be 
accessible to this account. No other account, including user accounts require 
any access to FileDirector data. 
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Set the name and the password for the user fd-server  that is used by the 
FileDirector to access the management system 
 
The fd-server   account is used by FileDirector to access databases even if 
SQL-Server allows access from a Windows log on.  
 
The password must be at least 8 characters. If no password is set, it will not be 
automatically generated in version 1.5.0 or later.  
 
Hint:  
The fd-server account has a special status and cannot be used as a 
FileDirector user. The account will not exist in the FD-groups and will be 
deleted when importing the accounts.   
 
Installation on 2003 Server 
A default installation of Windows 2003 server uses complex character strings 
as passwords. If fd-server is created in the FileDirector ConfigUtility with a 
password as set out in the rules by Windows 2003, FileDirector may not have 
access to the data.  
 
Rules for passwords (Default setting for 2003 Server):  
 

¶ They must not contain the account name or part of the account name.  

¶ The minimum length is 8 characters.  

¶  The characters must be assembled from 3 of the 4 categories: 

¶ Uppercase letters from A to Z  

¶ Lowercase letters from a to z  

¶ Digits (0 to 9)  

¶ Special characters (z. B. !, $, #, %)  
 
Change Password  
 
If the password needs to be changed, it should be done using the ConfigUtility, 
because the password is internally stored by FileDirector. If it is only changed 
in Windows, the passwords will not match. The Password can also be reset by 
deleting the fd-server account and recreating it with the ConfigUtility. 
 
Change account name of ñfd-serverñ 
 
The account name used can be changed. If you want to change the name of 
the fd-server, please enter the required name for this account in the 
ConfigUtility during the installation. This name is saved in the web.config file in: 
 
<add key="FDServerAccount" value="fd-server" /> of the server.   
 
 
Hint: 
The computer name of the FD-Server must not be the same as the name of the 
FileDirector Server user. 
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Accounts refresh interval (minutes) 

If the permissions for imported users and groups are changed, this refresh 
interval is the maximum time taken before FileDirector is updated with the new 
permissions. The default setting is 10 minutes. When restarting IIS all updates 
are applied immediately.   
 
Hint: 
A restart of the IIS can be done quickly by entering the command ñiisresetñ in 
Start Ÿ Run on the FileDirector Server. The IIS will be restarted automatically 
when accessing it with WinClient or Enterprise Manager. There might be a 
short delay when accessing.  
 
Create FileDirector- accounts in the selected domain/computer 
 
When the configuration settings are complete, the FileDirector groups and the 
FileDirector user account are created in the stated domain/ computer 
respectively the OU by running the command.   
 
The user ñfd-serverñ is added automatically to the user group of the LOCAL 
administrators. This simplifies the installation when installing the database on 
the same computer as the FileDirector server.  
 
If the database is located on another server, the user ñfd-serverñmust have 
rights to access this database.  
 
The configuration database FDconfig and the groups/ accounts are created by 
the currently logged in user. The user must have the rights to create a 
database and users/groups. 
The logged in user will be added automatically to the FD-Admins group.  
 
Hint: 
a) The ñadministratorñ is not automatically put in fd-admins group. The 
administrator or further administrator-user might be added to the group fd-
admins manually.  
 
The user account ñfd-serverñcan be added to the domain administrators group . 
However, if the fd-server account has no rights in the domain to create the 
account automatically with the ConfigUtility, the groups fd-admins, fd-scan, fd-
scan-named, fd-user und fd-user-named must be created manually.  
 
c) Since version 1.5.1 it is possible that the fd-server is in a different domain to 
the fd-groups. 
 
An example: Local installation with fd-groups and fd-server in one domain, 
because it is not allowed to create any groups in this domain. In this case only 
the user ñfd-serverò is created. Therefore you can specify the fd-server with 
prefixed domain in the ConfigUtility. 
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The [domain\fd-server] user must be able to access the ADS to load the 
[domain\accounts] into the Enterprise Manager. The accounts of the users of 
the domain are entered to the local fd-groups.  
 
Please read chapter: 
Manual creation of the fd-server account and fd-groups 

Database  

With the options on the database tab you can connect the FileDirector server 
with your SQL Server and create a configuration database in the entered path. 
If you chose a server type, the correspondent database connection is 
searched. 

 



56 ¶ Server Configuration  FileDirector 2.5  

Connection settings 

The entries in Connection settings  inform FileDirector about the location, type 
and user-account for a connection with the SQL server.  
 
Using SQL 2000 Enterprise Edition the instance of the standard installation is 
normally the same name as the server that SQL server is installed on. Enter 
the computer name where the SQL Server is available on, into the field name.   
 
If an instance of SQL-Server or MSDE is SQL 2005 Express-Version, enter the 
name of the instance of SQL-Server: SQLServerName \InstanceName  
(Default instance: [server name]\SQLEXPRESS) 
 
Define In the drop-down-list in servertype  whether a Microsoft SQL Server or 
an Oracle database is used. 
 
Hints for Oracle as server type 
For the configuration of an Oracle-Database a Tablespace must be set up 
manually in the Oracle-Database for FileDirector. 

In Oracle Enterprise Manager select Storage  ќ Tablespaces  and create a 

Tablespace ñFILEDIRECTORñ. Set an appropriate tablespace size, as the size 
of the standard tablespace is only 5MB.  
 
Further, the ñOracle Data Provider for .NETñ must be installed on the server 
FileDirector is installed on.  
 
The name of the connection setting must be the same as the service name of 
the Oracle-Servers. 
 
Full text: 
The full-text-option for the database is installed automatically during the 
standard installation of Oracle. If the installation of the Oracle component is 
done after the installation of FileDirector, an update of the cabinets via the 
Enterprise Manager must be performed in order for an index in the FD-images 
table for the full text to be set. 
 

Authentication 

Connection with windows account  
 
For the connection between SQL Server and FileDirector you can choose 
between integrated Windows authentication and usage of a special SQL user 
account. 
 
The integrated windows authentication account fd-server is used.  
 
Connection with SQL account:  
 
When using a special SQL account, this account must be configured with a 
relevant password in SQL server. 
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If this connection is used, SQL server must allow this type of log in. Specify the 
following option in SQL server: 
 
Start Ÿ Programs Ÿ Microsoft SQL Server Ÿ (SQL) Enterprise Manager Ÿ 

Click to server, right mouse button Ÿ Properties ќ Security: 

 

 

Connection pools 

 
With Connection pooling a physical database connection can be reused and 
shared.  
 
If the server accesses the database, SQL server must provide a database 
connection for the database operations. As the establishing of a database 
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connection is a resource costly operation, a database is not closed 
immediately, after a client stops working. 
 
If the operations with a connection are stopped, the connection is not closed 
but is returned into the pool of free connections. The big advantage of a 
connection pool against a normal database connection is that initially some 
connections are opened and can temporarily be provided for single clients. 
With this method a relatively large number of clients can work with a relatively 
small number of database connections. 
 
FileDirector supports the usage of connection pools where Max. Number of 
connections  denotes the maximum number of database connections, which 
FileDirector Server can establish with SQL server. 
Connection time out (seconds) denotes, after which time a connection is 
automatically removed from the pool. 
 
Max. Number of connections                        Default value:   5 
Connection time out (seconds):   Default value: 15 

Max. number of hits in hitlist 

In order to limit the time for a search result, the maximum number of found 
documents can be limited. The default value is 1000; this value can be 
configured in file web.config. 
 

See also ќ General administration ќ Settings web.config    

FileDirector Configuration database 

 
In ñdefault database location ò an available folder for the FileDirector 
configuration  database must be set. The fd-server account must have full 
access to this location. 
 
That also applies to the Ădefault storage location ò. The documents in the 
cabinets are stored here. The storage location can also be changed individually 
after creating a storage location. A precondition is that the fd-server must have 
full access to the path.  
 
The FDconfig database is created after the configuration with the FileDirector 

ConfigUtility. This can be done by entering ñIISresetò in Start ќ run. To start 

the FileDirector server a server test can be run with the URL: 
http://servername/filedirector/dataaccess.asmx. If the configuration was 
completed correctly, the ñFDconfigò database is created in the specified path.  
 
 
Before creating the database the standard storage location for documents has 
to be specified: 
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Select a folder in the window or create a new folder and click OK.  
If this directory is located on another server or storage medium than the 
FileDirector Server itself, it must be set so that the account fd-server has full 
control over the location. 
 
You are then prompted for the storage location of the FileDirector configuration 
database (FDConfig). This can be selected from the list of available SQL 
storage locations. SQL server only offers storage locations already known to it. 
If you want to add a location to the selection, you have to create a database 
manually in SQL server on the new location (which can later be deleted), or the 
created database has to be moved. 
 
At the end of this process the database FDConfig is created: 

Licensee  

 
To licence FileDirector you need a valid licence file.  
 
Read section  Ÿ FileDirector Licensing 
 
If you received a valid licence file with valid signature, you have to load it by 

clicking the  and selecting the licence file. If it is loaded, the licence data and 
available options are displayed and FileDirector can be used.  
 
Hint: 
It is possible to install and configure FileDirector without a licence. Without a 
licence WinClient will not perform a search. Schedulers can be configured, but 
they will not start. 
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Licence Options  

In Licence options the licensed modules for FileDirector are displayed. A 
description of the single options can be found in Administration Guide. 
 

 
 
Hint: 
After importing the licence file only the number of the added ticker will be 
displayed. The number of the available ticker can be found using ĂINFOñ in the 
WinClient.  
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Branding  

 

With Branding  the URL which a FileDirector client needs to connect to the 
FileDirector Server, can be set to a default value. This path is stored in the file 
APP.XML which is located in the relevant Subdirectory in SETUPS located 
under the virtual directory of FileDirector. 
 
\inetpub\wwwroot\filedirector\Setups\[application name] 
 
If branding is not performed, the clients cannot be installed with a browser and 
the installation page, because the relevant *.msi file for installation cannot be 
found. 
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For the Web-Installation of the WinClient and the Enterprise Manager it is also 
important to run the branding, to make sure that the APP.xml contains the 
correct connection path to the server. If the path does not exist, there is no 
page displayed if the application is run in the browser. See also Ÿ Web-
installation of the applications 
 
Hint:  
If the server was updated or single files in directory ĂSetupsò were updated, 
branding has to be executed again. 
 

Server URL 

This field stores the URL of FileDirector Server which is called by the clients. 
After installation all client requests to the server are processed with this 
address. 

Automatically log-in using current windows account 

If ĂAutomatically log-in using current windows accountò is used, WinClient and 
Enterprise Manager start without having to type in user name and password. 
The information of the windows account currently logged in is used.   

SMTP-Server  

SMTP is an abbreviation for ĂSimple Mail Transfer Protocolñ. This protocol con-
trols sending of Emails via Internet. 
 
File Director Process Management option can send Emails with a link to the 
document to be processed. For this option the SMTP address of the Email 
server must be specified.  The default port is 25. 
 
In order to test the server address, valid Email addresses can be typed into 
fields ĂMessage toñ and ĂMessage fromñ. A test mail is sent via this server, if 
ĂTest itò is clicked. 
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Web-Server URL 

 
If an Email is sent via Process Management option of FileDirector and the 
relevant document should be viewed by WebServer, specify where the 
WebServer is installed. The URL of WebServer can be entered, as WebServer 
can be installed on a different server than FileDirector Server itself. 

Test installation  

The server installation and configuration should be tested to check that 
everything as installed and configured correctly. 



FileDirector 2.5  Server Configuration   ¶  65 

Open a browser window and specify the following virtual FileDirector address: 
 
http://localhost/filedirector/dataaccess.asmx 
 
For [localhost] the name of the FileDirector Server must be entered. 
The page displayed below should open:  
 

 
 
 
If IIS and FileDirector are configured correctly, a list of functions used by 
FileDirector Server is displayed.  

Connection test  

 
With function ĂTestConnectionñ the log-in to the IIS can be checked.  
 
Click on button Invoke on this page in order to check the connection to the 
FileDirector Server. 
 
If button ñInvokeò is not displayed, check section ñTest with remote accessò. 
 
If this test is successful, an XML file should be returned and displayed, which 
lists the account currently logged in, for example: 

http://sfilp8200/filedirector/dataaccess.asmx
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éWelcome Domainname \administrator  on server Ăserver nameñé 
 
Hint: 
If for example  ĂAnonymousñ or the local name of a PC is pretended using a 
domain log-in, either the log-in is wrong or the security settings in IIS are not 
configured correctly. 

Test database access  

 
To check if FileDirector has access to the database, a further step is required. If 
the database access fails, the applications WinClient and Enterprise Manager 
cannot establish a connection to the server. This test should principally be exe-
cuted after the installation and upgrade of FileDirector Server. 
While searching for malfunctions and errors this test is helpful, if the 
applications cannot establish a server connection. This test ensures that the 
server is configured and operational. 
 
Click Get Cabinets , enter ñtrueò into the field Value and then Invoke .  
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Even if no cabinets have been created, this information must be requested from 
the database and displayed in a XML file: 
 

 
 
Installation and configuration of FileDirector Server is complete,FileDirector 
Enterprise Manager can now be installed. 
 
If an error message appears during these tests, the server must be checked 
again with the points listed previously. If the server is not configured and 
working correctly, applications like Enterprise Manager and WinClient will have 
problems connecting to the server. 

Manual creation of the fd -server account and fd -
groups  

During the configuration of FileDirector Server the ConfigUtility normally 
creates the following accounts and groups in the domain: 
 
Account:   fd-server (+ Password) 
 
Groups :   fd-admins 
fd-scan 
fd-scan-named 
fd-user 
fd-user-named 



68 ¶ Server Configuration  FileDirector 2.5  

 
This implies that the account which started FileDirector ConfigUtility is a 
domain administrator, who is allowed to create users and groups in a domain. 
 
If it is not possible or allowed to log in as a domain administrator, these groups 
and accounts can also be created manually by a domain administrator. 
 
The fd-server account must be a member of the domain users group and must 
be member of the local administrator group of the FileDirector Server. 

Special case: ќ see WebFarm 

 
The ConfigUtility must be started with account fd-server and the relevant 
password. The password is written encrypted into file web.config. 
 
After specifying these settings restart IIS on FileDirector Server and check 
access using /dataaccess.asmx/GetCabinets with Internet Explorer. 

Security settings for database access 

 
If the login to SQL server is done with windows authentication, the fd-server 
account is used. 

Case1:   

 

SQL-Server and FileDirector Server are installed on the same server and 
windows authentication is used. 
 
Since the fd-server account is member of group local administrators, it will also 
have access to the SQL server.   
 
Default settings in SQL-Server: 

Security ќ Accounts ќ BUILDIN\Administrators ќ Properties ќ |server rolls| 

ќ R System Administrators 

Case2: 

 

SQL-Server and FileDirector Server are installed on the same server and 
authentication via SQL is used. 
 
If user ósaô is used in default settings, this account is configured as system 
administrator. 
 
Default settings in SQL-Server: 

Security ќ Accounts ќ sa ќ Properties ќ |Server rolls| ќ R System 

Administrators 
 
If minimum right should be granted here, the account used (which need not be 
ñsaò) must at least be  R Database creator. 
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Security ќ Accounts ќ (enter SQL user) ќ Properties ќ |Server rolls| ќ R 

Database creators 

Case3/4:  

 
SQL server and FileDirector Server are installed on different servers. 
 
If the fd-server account should access SQL-server with windows authentication 
and minimum rights, fd-server must be entered to the server rolls of the 
database server. 
 
In SQL server this account must at least be entered as database creator to 
grant access to the databases created by fd-server. 
 
These settings are performed in the Enterprise Manager of SQL server: 
 
Using windows authentication : 

Security ќ Accounts ќ (enter fd-server) ќ Properties ќ |Server rolls| ќ R 

Database creators 
 
Using login to SQL: 

Security ќ Accounts ќ (enter SQL user) ќ Properties ќ |Server rolls| ќ R 

Database creators 
 
All databases, which are created in Enterprise Manager, are created from the 
user specified in ConfigUtility and get access to the databases created. Access 
to other database created prior to another account, must manually be 
accessed.  
 

Security ќ Accounts ќ (select user) ќ Properties ќ | Database Access | ќ 
Select Databases (FDConfig, FD_xxxCabinets) 

Problems during server test  

Documents cannot be checked in 

 
8. The system time of clients must not differ more than 5 minutes from 

the server system time otherwise the server will refuse to check in 
documents. 

9. Mandatory fields were not filled 
10. The connection to the server is disconnected (network problem) 
11. The storage pool is false, full or the access for fd-server is not 

allowed. 
12.  
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Setting of storage pool 

 
"Server message: No valid storage pool data found". 
 
If this message appears when checking in documents from WinClient, the 
settings or access rights of the storage pool is not OK. 
Check if the storage pool points to a valid directory and if this directory is 
accessible for account fd-server. 

Error during server check (Get Cabinets)  

 
If an error appears during checking of the server, this may come from access 
with account ñfd-serverò. The following settings should be checked (more 
detailed information can be found in the respective sections): 
 

13. Is the password of account fd-server according to the rules set by the 
operating system (2003 server)? (Impersonation Error).  
A change of password or recreation of a deleted fd-server account 
must be carried out with ConfigUtility. 

14. Have the settings in machine.config or the settings in IIS (2003 
server ï IIS6) been carried out for .Net Framework? 

15. Was log-in performed as domain administrator when installing 
FileDirector Server? 

16. Have fd-groups and account fd-server been successfully created? 
17. Are the settings of IIS correct? (Test Connection) 
18. Has database FDConfig been successfully created and have the 
accounts been imported correctly into table ñAccountsò? 

 
Hint: 
Even if no cabinets have been created yet, the server test can be carried out 
with function ĂGetCabinetsñ. If there are no errors, this information is also 
returned in a XML file. 
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Installation of  FreeForm  

Run the FreeForm setup on the server. The setup is provided as 32bit and 
64bit version. 
 
 
Hint: 
The FreeForm option requires full text and OCR. 

Install options  

 
 

Single 

The option single  means that the FreeForm engine is installed for a single 
customer. In this case only a single customer is added to the customer 
database.  
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Multiple 

The option multiple  means that the FreeForm engine is installed for multiple 
customers. In this case a customer database is created for multiple entries. 
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WebServer  installation  

If you have had installed the FileDirector WebServer, on the desktop a new 
ConfigUtility is installed to configure the Web Server.  
 

 

WebServer  
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Language 

The settings for language are only relevant for the ConfigUtility. The language 
which is used in the browser can be configured in the option settings of the 
WebServer in the browser or it can be set in the client configuration.  

FD-Server URL 

Specify location of FileDirector Server. If WebServer is installed on the same 
server as FileDirector Server, specify the local name or the IP address. If 
WebServer is installed on a different server than FileDirector Server, specify 
the path for the FileDirector Server so that WebServer is able to retrieve data 
from the FileDirector Server. 
 
Hint: 
To use the WebServer on clients, component service must be installed to allow 
creation of pdf-files and electronic documents (eDocs) can be displayed with 
the Stellent Viewer.  
 

Cache directory  

If a document is retrieved and displayed with an Internet browser, a TIFF file 
must first be converted to .jpg or .gif format, because a browser can only 
display these formats. 
 
WebServer converts a TIFF file to GIF format, sends it to the browser and 
simultaneously stores it with the size and quality requested in the cache 
directory of WebServer. 
 
When the same parameters are requested again a document can be sent 
directly from the cache directory to the browser. This enhances performance of 
display. 
 
If a document is requested with a different zoom factor, rotation or compression 
factor, the relevant original document is again converted and stored in cache. 
 
 
Hint: 
The cache directory of WebServer must be accessible for the relevant 
FileDirector user.  
 

Session timeout (minutes) é 

With setting Session timeout (minutes) é an idle time is specified after which 
a FileDirector licence is automatically freed. During this idle time no 
communication or activities occur between Browser and FileDirector 
WebServer.  
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Preserve images (days) 

How many days a document should remain in the cache can be specified in 
Preserve images (days). 

JPEG Quality 

The JPEG quality of the image to be converted and sent to the browser can be 
set. The higher the compression rate is set (the smaller the quality value of the 
images is set), the smaller the file size of the images comes out. With this para-
meter the amount of data being sent from server to client can be affected. 
Image quality is reduced, when compression rate is increased. 
 

No pdf conversion foré 

Any file formats that you do not wish to be converted to PDF for display within 
WebServer can be listed here, by entering the file extensions. 

Use custom no matches found 

For WebServer a configuration file web.config exists as for the Server. Here 
special settings are saved. 
 
If no documents are found when a search is performed, the message ñno 
matches foundò appears. To set a customised message, the following key can 
be set in the web.config of the WebServer: 
 
<add key="UseCustomNoMatchesFound" value="True" /> 
 
In the folder \web of the WebServer the file ñNoMatchesFound.htmò is added. 
This is a html-file which can be created by the customer. Instead of the 
message ñno matches foundò the content of this file is displayed. 
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Accou nts  

 

Account name and password 

 
WebServer needs an account with the same permissions as the fd-server 
account used by FileDirector Server. By default, this account is used by 
WebServer. 
 
In cases where the fd-server account can not used by the WebServer, e.g. if 
the FileDirector Server and the WebServer are not in the same domain or in a 
DMZ, another account and password can be set. This account must have the 
same permissions for the WebServer as the fd-server account for the 
FileDirector Server. 
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Allow anonymous access 

First the anonymous access must be configured for the WebServer in the 
security settings of the IIS. If the WebServer should allow the anonymous 
access, the user must be entered and he must be in one of the fd-groups. Then 
the security settings can be configured in FileDirector for this user, the cabinets 
and the document types. 
 
Hint: 
If these options are configured, in the web.config the following parameters are 
set:  
 
    <add key="AllowAnonymousAccess" value="True" /> 
    <add key="AnonymousAccount" />  
    <add key="AnonymousPassword" /> 

Installation of the component service on the client 

To display edocs with the WebServer the Component Service must be installed 
on the server where the WebServer is installed. 

WebServer hints for the audit trail 

To connect to FileDirector WebServer, in the default configuration you call the 
following page in the browser: 
 
http://[Servername]/FileDirector/web  
 
If you get an error, in the normal circumstances an event message is written in 
the Windows event.log where WebServer is installed. For advise, contact the 
administrator who has access to the event viewer of the server. 

Check installation and configuration 

After all necessary settings have been made and the configuration database 
FDConfig has been created, close ConfigUtility with OK in order to terminate 
server configuration. 
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Installation of applications  

General information  

FileDirector Client applications can be run in two ways; as traditional windows 
applications, or via a web browser. 
  

Conventional Client installation 

This can be done from the installation page or by independent software rollout. 
From the FileDirector installation page the applications can be installed and this 
would allow a user to work within the client applications when not connected to 
the FileDirector Server. 

Web installation of WinClient and Enterprise Manager 

From FileDirector version 2.0 the WinClient and Enterprise Manager can be 
started directly from the server within a web browser. Using the browser 
versions allows for easier maintenance of the solution, updates and upgrades 
have to be applied on this server only, rather than on all the clients The 
browser clients must always be connected to the server. 
 

The installation to use the browser is described in the chapter ќ Web-

installation of the applications 
 

.NET Framework 

Microsoft .NET Framework 2.0 must be installed before one of the FileDirector 
applications can be installed. 

Installation of the applications directly on the 
clients  

Installation path 

For installation you should be logged-in as administrator or with administrator 
rights. 
The applications are installed by default to the following directory: C:\Program 
files\Dieter Spielberg DMS GmbH\  
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Installation for óEveryoneô or óJust meô 

When installing an application it can be selected to install for óEveryoneô or óJust 
meô. Selecting óEveryoneô a start icon is created for each user in start menu and 
on his desktop. 
  
Hint: 
If the application was installed with ôJust meôñ, only this user can uninstall the 
software, because it is only registered for uninstallation for this user in: 

Start ќ Settings ќ Control Panel ќ Add or Remove Programs. 

FileDirector installation page  

During the installation of FileDirector Server the setup files for all FileDirector 
applications are copied to the installation directory (located in 
\inetpub\wwwroot\filedirector\Setups\). The setups can be accessed by a Web 
page of the FileDirector Server. The installation of Clients can be carried out 
from this page called by a web browser. 
 
For example if FileDirector was installed to server [Server name]  and virtual 
directory FileDirector , the address is: 
http://[Servername]/filedirector   
 

 
 

http://[servername]/filedirector/
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Enterprise Manager  

Enterprise Manager is the administrative application for FileDirector. Cabinets 
and storage structures can be configured according to the required 
specifications. This application can be installed on the server and on 
workstations.  
The account which uses Enterprise Manager for all administration tasks must 
be a member of the group fd-admins.  For configuration of cabinets alone a 
member of the groups fd-scan or fd-scan -named is sufficient, if these groups 
are equipped with all cabinet rights. 
 
Select Install  for Enterprise Manager and execute the installation from here. 
  
Hint: 
When installation is not working see section: 
ĂTrouble shooting when executing setupñ 
 
The first window shows that file setup.exe was found for installation. Click to 
Open . If you are asked for a signature, confirm with Yes. Continue with Next  in 
the next window. 
 

 
 
 
 
Afterwards an installation path can be selected. 
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Selecting ĂEveryoneñ or ĂJust meò decides, if the start icon is created for each 
user in start menu and desktop or if they are only installed for the user 
performing the installation.  
With Disc Cost you can display the available storage capacity and figure out, 
the amount of storage space needed for the application.  
 
With Next the installation is performed after settings have been specified.  
Enterprise Manager can now be used for Configuration and Creation of 
FileDirector cabinets.  

Timeout-Settings in the Enterprise Manager 

For the transfer of data from FileDirector Enterprise Manager to the server a 
time out period is utilised. If the Enterprise Manager does not receive a 
response from the server in the specified time frame a timeout is displayed. If 
the Enterprise Manager gets a subsequent response, it cannot be processed. 
 
To change the time out period for the Enterprise Manager, a value in the file 
app.xml of the Enterprise Manager can be set. This file is located in the 
program path of the Enterprise Manager.  
 
The following key can be found in this file with the default setting Ă180ñ: 
<add key="TimeOutSecs" value="180" /> 

WinClient  

Setup Customer- Logo 

 

In the WinClient a logo is displayed in the control box. This logo can be stored 
for standard installation and is stored in directory 
FileDirector \Setups \FileDirector WinClient \ as thefile custlogo.gif.  If you 
exchange this file with your own logo file, this will be displayed after installation.  
If a logo file should be exchanged after installation, it must be replaced in the 
directory ñProgram Files \Dieter Spielberg DMS GmbH \ 
FileDirector \WinClient \ò on the relevant workstation.   
An individual logo for each cabinet can be stored. If a logo is stored at cabinet 
level, it takes precedence over the logo selected during installation. 
 
A logo at cabinet level is specified in Enterprise Manager. See the section 
about cabinet configuration in Admin guide. 

Installation of WinClient 

 
FileDirector WinClient allows authorised users to access documents, add 
documents and change existing documents. 
 
Select Install  for WinClient and execute the installation from here. 
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First window shows that file setup.exe was found for installation. Click to Open . 
If you are asked for a signature, confirm with Yes. Continue with Next  in the 
next window. 
 

 
 
Afterwards an installation path can be selected. 
Selecting Everyone  or Just m e decides if the start icon is created for each 
user in start menu and on his desktop or if they are only installed for the user 
performing the installation.  
 
With Next the installation is performed after settings have been specified. 
With WinClient documents can be managed and accessed in cabinets created 
with Enterprise Manager before. 

PlugIns for WinClient 

For the WinClient different Plugins are available, which have to be copied 
manually to the relevant workstation into the installation directory Program 
files\Dieter Spielberg DMS GmbH\FileDirector WinClient\. For more information 
see user manual.  

Password with basic authentication do not store  

If basic authentication is configured for the WinClient, the login window appears 
when the program is started. With the checkmark the password can be saved 
for the next login. If the option to save the password is not offered, the 
WinClient can be started with the parameter ñ/hidesavepasswordñ. 
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To start the program with this parameter create a new link to the file 
ñFileDirector WinClient.exeñ which is in the program folder of the WinClient and 
write the parameter in the properties of the link behind the path to start the 
WinClient. When the WinClient is started with this link, the login window 
appears without the checkmark box to save the password. 

Timeout settings in the WinClient 

For the transfer of data from FileDirector WinClient to the server a time out 
period is utilised. If the WinClient does not receive a response from the server 
in the specified time frame a timeout is displayed. If the WinClient gets a 
subsequent response, it cannot be processed. 
  
To change the time out period for the WinClient a value in the app.xml file of 
WinClient can be set. This file is in the program path of the WinClient. The 
following key with the default setting ñ120ò can be changed: 
<add key="TimeOutSecs" value="120" /> 

Component Service  

FileDirector Component Service contains the Office Link. Office link is 
integrated into Microsoft Office products and allows documents to be saved 
directly into FileDirector from these applications. 
 
Hint: 
Windows 98 and Office 97 and earlier versions are not supported. 
 
 
Additionally with Component service the EdocEngine and Stellent Viewer are 
installed which allows users to display electronic documents and create 
thumbnails of electronic documents.  
With the Stellent Viewer many different document formats can be displayed, 
without the originating application having to be installed. 
 
Select Install  for Component Service and execute the installation from here. 
First window shows that file setup.exe was found for installation. Click to Open . 
If you are asked for a signature, confirm with Yes. Continue with Next  in the 
next window. 
 
Afterwards an installation path can be selected. This path is later automatically 
used for the installation of the OCR engine. 
 
With Next  the installation is completed. 
 
Hint: 
If the Component Service is installed with the option ĂJust meñ the button in the 
Office Application only exists for the user who installed the Component Service 
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OCR Engine  

The OCR recognition is used for configuration of full text recognition and zone 
recognition including forms recognition. The forms are configured with the OCR 
module in Enterprise Manager. The configuration covers the zone 
configuration, with which document types the zones are linked and which index 
fields should be read.  
To configure OCR recognition in Enterprise Manager the OCR engine must be 
installed on the work station. OCR engine can only be installed if Component 
service is installed. 
 
Hint: 
To be able to use OCR functionality a valid OCR licence is required! 

Install OCR engine on server 

For OCR recognition two modes must be distinguished:  
 
Full text recognition   
Forms recognition 
 
The OCR engine must be installed on the server if full text recognition is to be 
performed. Full text recognition is run on the server by a scheduler and must be 
configured in the database server as well. Configuration is described in the 
Admin guide. 
If a file import scheduler using zone recognition should is to be run on the 
server, Component Service and OCR Engine must be installed on the server. 

Install OCR Engine on Client 

If zones for indexing should be read by OCR during scanning, the Component 
Service and OCR engine must be installed on the client work station. 
 
Select Install  for OCR Engine and execute the installation from here. 
The first window shows that setup.exe was found for installation. Click to Open . 
If you are asked for a signature, confirm with Yes. Continue with Next  in the 
next window. 
During this installation no path can be specified, because installation path is 
derived from the Component Service installed initially. Finish installation by 
clicking to Next . 

Different OCR Engines 

Western OCR Engine  

In the installation procedure described before (from the web page) the western 
OCR Engine is automatically installed. This installation supports the western 
languages 
English, German, French, Dutch, Spanish, Italian, Greek and Russian. 
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Asian OCR Engine  

For recognition of Asian languages a special OCR Engine must be installed, 
which needs its own licence. It must be activated in the FileDirector licence file. 
Additionally a licence code from ScanSoft is needed for the engine itself. 
 

Notes on the  audit trail for the OCR Engine (IPRO Engine)  

With the OCR Engine the service OCR Engine is installed. If an error occurs 
with the OCR Engine, the errors are recorded in the Windows event log. 
 

Configure OCR Engine to one processor  

In the config file of the OCR engine, the parameter ñprocess affinityò, which is 
used to configure the OCR process running on only one processor if there are 
trouble with the OCR recognition. 
 
The FileDirector OCR Engine.exe.config file is in the following path: 
\Program Files\Dieter Spielberg DMS GmbH\FileDirector Component 
Service\OCR Engine 
 
Very occasionally multiprocessor systems can cause problems with 
performance and delays with OCR reading. 
 
0 =  All processors 
1 =  First processor 
2  =  Second processor 
3 =  First and second processor 
4 =  Only on processor 3 
5  = First and third processor 
 
Hint: 
Rule to configure the binary parameter: 1,2,4,8,16,32 
(that means ñ4ò = 3. position = 3. processor e.g. with 4 processors the scale is 
up to 1,2,4,8é now the numbers are summarised é 1(first) + 4 (third)= 5 

ISIS Add -on  

By default WinClient supports Canon document scanners directly via integrated 
drivers and other scanners via TWAIN. A FileDirector ISIS Add-on can be inte-
grated into the WinClient which additionally offers support for scanners with 
ISIS drivers. 
 
In order to use this option a licence is required.  
Select link Install  for ISIS Add-on and execute the installation from here. 
 
As soon as installation starts a welcome window is opened. Click to Next  and 
the window where installation can be started opens up. With Next  installation is 
started. 
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Trouble shooting when executing Setup  

 

Msi - File could not be found 

 

 
 
Possible reasons: 
 

¶ Check security settings in IIS for directory \Setups 

¶ Branding was not carried out (also after update). 

¶ Directory FileDirector\Setups\ does not contain the setup for this 
application, because the server setup was started from a location, where 
no subdirectory \Setups was present. 

¶ The file App.xml is write-protected because it was copied manually from 
a CD to directory \Setups. 

APP.XML or custlogo.gif cannot be found 

A file called App.xml is located in each application subdirectory.  
If only the *.msi file was copied into a directory and started from there it will 
search for file App.xml. The installation file should always be started from a 
complete setup directory of the relevant application. 
 
The WinClient setup directory must contain the custlogo.gif file. 

Web installation of the applications  

Since FileDirector version 2.0 with .NET version 2.0 it is possible to install the 
applications (WinClient and Enterprise Manager) on the server to start them 
with the browser. 
 
The requirement to work with the applications via browser is the Internet 
Explorer 6 and the installation of .NET Framework 2.0 on the clients. 

Branding 

Before the installation the branding must be run in the ConfigUtility with the 
correct URL to the server. During installation the setups of applications must be 
found in the folder: inetpub\wwwroot\filedirector\setups. 
 
During the branding the URL of the server is set to the file app.xml in the 
section <appSettings>: 
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  <add key="ServerURL" value="http://servername/filedirector" /> 
 

Installation of the applications in the IIS 

After running the correct branding the Installation can be executed. First run the 
normal setup on the server. During this process the application, e.g. WinClient 
is installed in the program path. Create a folder ñWinCwebò in the virtual folder 
of FileDirector: 
 
C:\Inetpub\wwwroot\FileDirector\WinCweb 
 
All installed files can be copied from the program path C:\Program Files\Dieter 
Spielberg DMS GmbH\FileDirector WinClient in the folder WinCweb. 

Security settings in IIS 

Under normal circumstances security settings in the Internet Information Server 
settings are transferred from the virtual folder of FileDirector (windows 
authentication and basic authentication). 
 

See ќ Configuration of the virtual directory 

Add trust 

To start WinClient on the clients machine .NET Framework version 2.0 must be 
installed on the client. In addition to that the security settings must be 
configured so that the client can work with the FileDirector. For this purpose a 
trust must be added. Invoke the Installation page http://server name/filedirector 
and run the command ĂAdd trust to this site to allow execution of browser 
based applicationsñ from the top of the site. 

Run installation via browser 

 After the WinCweb folder is created and the installation files of the WinClient 
are copied, the client can be started from the installation page 
http://servername/filedirector. 
Here you find the text ñstart in browserò, which starts the URL of the server and 
the concerning application. 
 
For WinClient: http://servername/filedirector/WinCweb/default.htm, for 
Enterprise Manager: http://servername/filedirector/EMweb/default.htm 
 
Hint: 
For Enterprise Manager use the same procedure as described for the 
WinClient. Here you just have to create the folder /EMweb. 
 
If no page is displayed after e.g. http://servername/filedirector/WinCweb, please 
check the following settings: 
 

http://servername/filedirector/WinCweb/default.htm
http://servername/filedirector/EMweb/default.htm
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¶ .NET 2.0 was not installed correct 

¶ Does the WinCweb folder exist and is it at the correct location? 

¶ Are the security settings in the IIS correct? 

¶ Was the branding run before the WinClient installation? Does the server 
URL in the app.xml exist? 

¶ Was the trust activated AFTER the URL of the server was written to the 
app.xml? 

¶ The date for http-header  Ăcontent expiresñ was activated and must be 

unchecked. See ќ http-Header Setting for WinCweb/ EMweb 
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Installation Manager  

Advantages of the Installation Manager  

The Installation Manager provides an easy way rolling out the different 
components of FileDirector and to ensure that the components installed on the 
clients are the latest. 

By creating several different profiles, the installation Manager offers the 
opportunity to adopt the role-out to the different environments. This ensures that 
on each workstation only the necessary parts are installed and provided for further 
update routines. 

Installation Manager Settings on the Server   

The Installation Manager is integrated into the setup of the server and after its 
installation on the server part of the ConfigUtility. 
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In the upper part of the window, after selecting the InstallationManager tab in the 
ConfigUtility, the server-installed components are listed. The InstallationManager, 
the WinClient etc are in this example. 

In the lower part of the window, the profiles can be defined and deleted and the 
update repository can be updated. 

Add  Profiles  

Default -Profil e 

After the installation a default profile is provided. If only one profile is needed the 
settings can be created in this profile. 
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User  Profil e 

 

  

After selecting add  a name for an additional profile can be set and the 
components of this profile defined. 

 

 

After defining the name the profile must be branded. After the branding the 
components of the new profile can be selected and added to this profile. 

 

 

 

Under Setups: You get the branded XML of the Installation Manger.msi for each 
Profile: 
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Update repository  

The update repository is under the FileDirector path in the Inetpub folder. 

 

Default path is: 

C:\Inetpub\wwwroot\FileDirector\Updates 

 

It is created after pressing . 

 

 

In this example, path updates are in control file (XML) and the program files of the 
selected components. 

IIS Configuration  

The anonymous authentication for the update folder must be enabled. 

 
Select the virtual directory of FileDirector and select the subdirectory Updates and 
open Properties . The configuration settings of the virtual directory are displayed. 
Select tab Directory security . 

 
In option Anonymous access and authentication control  click to button edit . 
The following window opens: 
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Enable anonymous access. 

Installation Manager on the Client  
Install the appropriate Installation Manager with the proper profile from the setups 
Folder. 

E.g.: 

http://server01/FileDirector/setups/Installationmanager_ScanUser/setup.exe  

(profile ScanUser) 

or  

http://server01/FileDirector/setups/Installationmanager/setup.exe  

(default Profile) 

 

Or copy or share the setups for the Clients. 

The default path for the InstallationManager is C:\Program Files\Dieter Spielberg 
DMS GmbH\FileDirector InstallationManager 

http://server01/FileDirector/setups/Installationmanager_ScanUser/setup.exe
http://server01/FileDirector/setups/Installationmanager/setup.exe
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On the client the Installation Manger runs as service ñFileDirector 
InstallationManagerò. 

If any changes are done in the app.xml of the Installation Manger, the service 
must be restarted. This can be done by using the two scripts ServiceStop.bat and 
the ServiceStart.bat. 

 

 

 

The App.xml contains  the following:  

<?xml version="1.0"?> 

<configuration> 

  <appSettings> 

    <add key="ServerURL" value="http://server01/FileDirector" /> 

    <add key="UpdateFile" value="Products.xml" /> 

    <add key="CheckOnStartup" value="True" /> 

    <add key="CheckTime" value="17:06"/> 

    <add key="CheckInterval" value="1" /> 

    <add key="Trace" value="True" /> 
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  </appSettings> 

</configuration> 

CheckOnStartup  True: Checks for updates when EnterpriseManager or 
WinClient is started. 

 False: Does not check for updates 

CheckTime:  Once per day on a specified time it is checked for 
updates. 

CheckInterval:   This interval is set in minutes. 

    The value ñ0ò means no interval. 

Trace:    True: A log is created on drive C:. 

    False: No log is created. 

 

When FileDirector InstallationManager updates the software components the 
following symbol is shown in the tray. 
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Installation Upgrade /Update  

Verif y the service contract  

The licensing of FileDirector must be within a valid maintenance rate to be able 
to perform an update or upgrade. Please check the expiry date of the 
maintenance rate in the licence. You find the information on the FileDirector 
server in the ConfigUtility at the licence options or in the Enterprise Manager 
under system configuration Ÿ server Ÿ right button on a selected server Ÿ 
properties Ÿ licence options. 
 
When FileDirector is not within a valid maintenance rate, the service contract 
needs to be renewed. Contact your authorised dealer. You must import a 
renewed licence to extend the validity of the maintenance rate. 
 

Please refer to the chapter:   ќ FileDirector Licensing 

 
Hint: 
Also the exchange of a FileDirector Server *.dll needs a valid maintenance 
date. 

Upgrading  from 1.3.0 to 1.3.1 or higher  

In the change-over from version 1.3.0 to 1.3.1 or higher the version of the file 
Microsoft.Web.Services2.dll (new: 2.0.5050.0) in the folder 
\inetpub\wwwroot\FileDirector\bin\ is changed. If a web.config file of an old 
installation is used (before 1.3.1), there is a pointer to the old version. To take 
over an old configuration and to point to the new version you must change the 
following entry in the web.config file: 
 
Microsoft.Web.Services2, Version=2.0.0.0  in Version=2.0.3.0  
 
This entry is found in 2 places in the web.config and both must be changed. 

Backup data  

Web.config 

In the web.config from the virtual folder of FileDirector the configuration settings 
are saved from the older version. The old web.config should be saved before 
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an update. During an update the old web.config is updated and the old 
configuration is taken over. 

Save FileDirector 

To reconfigure the FileDirector version installed previously, create the virtual 
directory \inetpub\wwwroot\filedirector. 

Save Database 

Index information is stored in databases. Saving of databases can be done with 
automatic backups executed from scheduled tasks in SQLServer or be 
performed by physically saving files FD_XXX.mdf and FD_XXX.ldf.  
(XXX denotes the unique cabinet ID). 
 
The default directory for SQL databases (mdf) and transaction logs (ldf) is:  
 \Program files\Microsoft SQL Server\MSSQL\Data\ 

Save Data 

The document data of cabinets is located in the directory filedirector.data. 
Below this directory in the subdirectory FD_XXX.CAB is stored (XXX denotes 
the Cabinet-ID of the relevant cabinet). This data must be saved. 

Server update to version 2.0  

Log-In 

Log-In with same account used during the previous installation: 
In a domain installation as domain administrator, in a local installation as local 
administrator. 

Remove Installation 

Uninstall FileDirector Server with control panel Ÿ Software, start new 
FileDirector Server.msi in order to reinstall FileDirector Server. 

Installation 

FileDirector 2.0 needs for the .NET framework Version 2.0. This must be 
installed first. 
 
Run the file FileDirector Server.msi to install the FileDirector Server again. 
 
Then configure the security settings for .NET.  

See ќ Configuration of .NET Framework 
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Reconstitute of configuration 

To reconstitute the configuration settings the ConfigUtility is run and the last 
connection settings are entered. In the tab ñusers and groupsò the location (the 
domain) for the fd-server and the main domain are entered. 
The groups must be mapped to the original groups, if they should not be 
renamed in the ADS. 
 

See also the description of the ConfigUtility ќ User and groups 

 
For the fd-server the original password is used. If the password is unknown the 
user fd.-server can be deleted from the ADS and recreated with the 
ConfigUtility (the user must have the permission to add users in the ADS) 
 
The group Ăuser-namedñ is added to the other existing groups. 
 
In the tab Ădatabaseñthe original connection to the database  must be also set. 
Ensure that the storage path to the database and to the FileDirector data are 
correct.  
 
The configuration database FDConfig is searched in the configured path for the 
database and it is updated. Should it not exist, it is created after an IIS reset 
and server restart (dataaccess.asmx). 
 

Installation test 

The server should be tested by invoking the server using page 

dataaccess.asmx - as described in the chapter ќ  Test installation 

 

 
If scheduler is used with OCR-recognition (File import with form recognition - 
e.g. with VNP or full text) the component service and the OCR engine must be 
installed on the server. 

Upgrade Enterprise Manager and cabinets  

Enterprise Manager has to be uninstalled and reinstalled in order to update 
(see Installation of Enterprise Manager).  

Updating of cabinets 

After the server test, run Enterprise Manager. In order to update an old version 
of a cabinet, select ñCabinetsò in Enterprise Manager and display the branch 
ñCabinetsò. Choose on the right side of the Enterprise Manager the Cabinets 
you want to update and use the command ñupdate cabinetsò from the right 
mouse menu. 
 
The actual version numbers should be displayed with the cabinet name and 
description. 
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Upgrade clients 

Delete the local cache after an update.  
The default path is: 
C:\documents and settings\USER\My documents\FileDirector. 
During a restart of the WinClient the local cache is automatically created. 

Plug -ins for  WinClient  

If you have earlier versions of Plugins installed in the WinClient, they have to 
be updated to the new versions. The toolbar for plugins can be switched on and 
off in the menu. 
 
For installation and usage of Plug-ins refer to the User Guide. 
 
Hint: 
If a PlugIn is not yet available for the current version, please contact Spielberg 
Solutions GmbH 

Transfer special settings of WinClient  

Customer logo (custlogo.jpg) 

In the folder of the WinClient Setup  
(inetpub\wwwroot\filedirector\setups\FileDirector WinClient) is the file 
custlogo.jpg. 
This file can be changed with your own logo and then appears in WinClient. 

App.xml 

To set entries directly for one WinClient, the settings can be configured in the 
file app.xml on the client. This file can be found in the program path of the 
WinClient  
C:\Program files\Dieter Spielberg DMS GmbH\FileDirector WinClient. 
 
If these settings should be taken over or configured during an update or a new 
installation, they must be transferred to the server to distribute them with a 
client rollout. 
 

Migration of ScanFile documents  

The additional program ñmigration toolñ can transfer documents stored within 
ScanFile ® to FileDirector ®. This can be found on the installation CD. A 
standard instruction for this tool can be found in the same folder. 
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Security in networks  

Usage of different ports  

 

 
 
If a request is sent to a server, it is sent to a defined IP address and port 
(65535 different ports are available). In order to use windows authentication 
several ports must be open. For a basic authentication only one port is needed.  
Post 80 is standard port for this procedure. If a connection via SSL is 
established, per default port 443 (standard) is used. If several servers in a local 
network should be called from outside using the same IP address, different 
ports must be used for each server (example here: port 80 for the companies 
Webpage and port 88 for FileDirector WebServer). If requests are sent to the 
external IP address (e.g. 212.17.9.50:88), they are mapped by the firewall to 
the internal IP addresses. 
 
 
In the figure displayed above one external IP address with different ports is 
configured. If port 80 should be used for all applications different external IP 
addresses can be used. This can be configured using different network 
adapters.  
 

 

INTERNAL (LAN)  INTERNET (WAN)  

External IP-Address 

e.g. 212.17.9.50 

 

Port 88 

 

Port 80 

 

Port 80 

 

Port 88 

 

http://   (e.g. Port 80) 

https://  (Port 443) 

Internal IP -Address: Port   

e.g. 192.168.1.10 : 88 

Internal IP -Adresse: 

Port   

e.g. 192.168.1.10 : 80 

Internet  

 

fd-server 

fd-admins 

fd-user 

fd-prio -user 

Call of a companies 

Webpage 

Firmenwebseite 
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FileDirector with a firewall  

 

 
 

Internal Log-in: Windows-Authentication: 

In internal network normally windows authentication is used. This 
authentication regards all internal windows rights. For the windows 
authentication several ports are used. If requests come from outside access the 
system, only one port is normally enabled. Through this port the basic 
authentication must take place.  

External Log-in: Standard-Authentication 

An external Log-In is carried out via basic authentication, because only one 
port is needed and through the firewall only those ports used for 
communication should be open. The user has to log-in with user name and 
password on the requested webpage. The user account must be known in 
LAN. 

External Access with log-in using basic authentication:  

If a user should access data from the FileDirector sever from outside with log-
in, he must be known in the LAN with his account and this account must be in 
one of the FileDirector groups (fd-scan). (Accounts on domain controller [6]) 
The user calls FileDirector with WinClient [1] or WebServer [2] via Internet [3] 
and receives a Login-window.  
The Firewall [5] has only one open port (80) [4], which only allows basic 
authentication. In IIS [7] basic authentication must be allowed.  

 

INTERNAL (LAN)  INTERNET (WAN)  

External IP-Adresse 

e.g. 212.17.9.50 

 

Port 80 

 

Port 80 

 

[1] 

http://   (e.g. Port 80) 

https://  (Port 443) 

[9] 

[7] 

[6] 

Internal IP -address: 

Port   

e.g. 192.168.1.10 : 80 

Internet  

 

fd-server 

fd-admins 

fd-user 

fd-prio -user 

[IUSR in fd-

user] 

[5] 

[8] 

[4] 

[2] 

Windows-

Authentication 

[3] 

[3] 



FileDirector 2.5  Security in networks   ¶  105 

For log-in of internal clients [8] and [9] Windows-authentication can be used. 
This must also be activated in IIS on [7]. 

External access without log-in:  

If a user should access data from the FileDirector sever from outside without a 
log-in or not having an own account in this network, anonymous authentication 
can be used. A special windows user for anonymous access is configured. IIS 
provides a default account ñIUSR_Servernameò for anonymous access. 
 
If ñIUSR_Servernameò must be able to access FileDirector data, he must be 
member of one of the FileDirector groups of the domain [6], for example fd-
scan. 
 
In IIS [7] anonymous access is allowed for this account in application 
FileDirector\Web. 
 

 
 
If an unknown user logs to WebServer [7], he should connect with account 
IUSR. This anonymous user is stored in web.config by ConfigUtility so that 
WebServer can automatically use it. 
 
The Firewall [5] only offers one open port (80) [4], which only allows basic 
authentication. Therefore in IIS [7] basic authentication must be allowed for 
application FileDirector\Web.  
 

Security problem using WebServer in internal network 

If for example a Trojan is infiltrated into a network (by an Email), this Trojan 
might open ports of its own and establish a connection over different ports. If 
only one firewall exists, the open ports are directly available for attacks from 
outside.  

 

In order to avoid that access to the internal network is carried out directly from 
the internet a demilitarised zone (DMZ) can be setup using a second firewall.  
 
The WebServer of Filedirector can be configured in this zone. In DMZ only 
basic authentication with a single port is allowed. 
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Configuration with a DMZ (Demilitarised Zone)  

 

Login via Internet (WebServer) 

[1]  
User calls WebServer with http://[external IP]/filedirector/web and receives a 
Login-window. 
[2]  
Firewall has only one open port (80), which allows basic authentication.  
[3]  
In IIS for application óFileDirector\Webô only basic authentication is allowed. On 
server [3] a local account ófd-serverô with the same password as on FD-server 
[on 6] must be created to ensure that that the local cache of the external 
WebServer [4] can be controlled. 
[4]  
Since a user must log-in with an account known to FileDirector, no account 
should be specified in WebServer. 
 
[5]  
Firewall only has one open port (80), which allows only basic authentication. 
[6]  
On domain controller the account logged in must be known and be a member 
of one of the FD-groups (for example fd-scan).  
[7]   
The account is known to FD-Server because it is member in group fd-scan. In 
IIS basic authentication must be set, because a user can access the network 
only by basic authentication.  
[8] 

[2] 

INTERNAL (LAN)  INTERNET (WAN)  

External IP-address 

Port 80  

[1] 

Internal IP -address: Port 

DDMM ZZ  

Port 80 

[5] 

[8] 

[9] 
éonly basic authentication ! 

Internet  

 Port 80 

 

Windows- 

Authentication 

Create Local user Ăfd-

serverñ for acces to Cache. 

ConfigUtility: IUSR+PW  

 

fd-server 

fd-admins 

fd-user 

fd-prio -user 

[IUSR in fd-user] 

[6] 

[3] 

[4] 
[10] 

[7] 
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For log-in of an internal client windows authentication can be used. This must 
also be activated in IIS [7] for application óFileDirectorô. 
[9] 
For internal usage of WebServer an internal WebServer [10] should be setup. 
For an internal windows log-in option ĂWindows authenticationò can be set in 
internal IIS [10] for application óFileDirector\Webô. Internal WebServer can also 
be installed on the same server as FileDirector Server [7] 

Anonymous Log-in via Internet 

 

[1]  
User calls WebServer via http://[externalIP]/filedirector/web and receives a 
login-window. 
[2]  
Firewall has only one open port (80), which allows basic authentication.  
[3]  
In IIS anonymous access is allowed (IUSR + password). On server [3] a local 
account ófd-serverô must be created, in order to control the local cache on 
WebServer [4]. 
[4]  
In WebServer this anonymous account is stored (in file web.config ï settings 
carried out with ConfigUtility). The user is locally created on the machine where 
the WebServer is installed. 
[5]  
Firewall has only one open port (80), which allows basic authentication. 
[6]  
In the domain the same IUSR is created with the same password as on [3]. 
This account must be member of fd-scan. 
[7]   
FD-Server knows IUSR, because the account is member of group fd-scan. In 
IIS basic authentication for log-in of IUSR must be activated.  
For log-in of internal clients [8] and [9] windows authentication can be used. 
This must also be activated in IIS on [7]. 

DMZ settings in Enterprise Manager 

During the transfer of data, only specific commands to execute should be 
allowed. 
To allow this in FileDirector the DMZ mode can be activated where just 
selected commands can be allowed.  
 
The settings can be configured in the Enterprise Manager: 
System configuration Ÿ server Ÿ active Ÿ select server Ÿ properties Ÿ DMZ 
settings 
 
 



108 ¶ Security in networks  FileDirector 2.5  
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General administration  

Settings in web.config  

The file web.config is stored in the virtual directory of FileDirector for general 
settings. Apart from a few exceptions the keys are set by the FileDirector 
ConfigUtility. However, additional settings can be set for specific purposes can 
in the section <appSettings>. 
 
 
 <appSettings> 
    <add key="WebConfig.Version" value="2" /> 
    <add key="Server.Language" value="de" /> 
    <add key="Server.Description" value="FileDirector Web Service" /> 
    <add key="Server.SessionTimeOut" value="30" /> 
     <add key="Database.Type" value="MSSQL" /> 
 <add key="Database.IntAuth" value="True" /> 
é 
é 
é 
 <appSettings> 
 
After changes of the web.config a restart of the IIS should be performed. A 

restart can be done quickly by entering the command ñiisresetò via Start ќ Run 

on the FileDirector Server. The IIS will be started at the next access e.g. via the 
WinClient or the Enterprise Manager automatically. This can lead to a short 
delay when accessing.  
 
Hint:  
Note that the web.config file of the new Version 2.0 must be re-created and the 
web.config from the old version (1.5 or earlier) cannot be used. Special items 
for configuration settings should be copied from the old to the new web.config. 
 
There should be no other file exist in the virtual folder with the extension 
*.config to load the correct configuration file. 

Configure <identity impersonate="false" />   

Please change this entry in the web.config to ñfalseò, if the value is still on ñtrueò 
from older versions. 
 
If identity impersonate="false" in the file Web.config is set, the authentication 
information of the basic processes is used. 
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This setting is important to avoid problems during the log in. 

Stored Domain name 

<add key="FDServerDomain" value="Domain name" />  

Name of the domain - If the installation should be performed for a domain and 
the name of a local machine is listed, the ConfigUtility was started with a local 
log-in.  

Number of search results 

<add key="SQLMaxDocsInHitlist" value="1000" />  

This entry limits the number of search results returned to the WinClient. If a 
search operation results in more than 1000 entries, only the first 1000 entries 
are returned to the WinClient. This setting can be changed in the FileDirector 
ConfigUtility.  
 

Split Multi page TIFF documents for OCR recognition 

 

<add key="FDServer.FileImportSplitMTiff" value = "0" /> 

If this value is set to ñ1ò this entry is active. 
 
Normally (setting =ò0ñ) multipage TIFF-files or single files in a subdirectory are 
imported as a multipage document. 
 
Example for setting ñ0òwhen importing with OCR:  
a) One Multipage TIFF file with 3 pages is imported = 3 page document in FD 
b) 3 single TIFF files in a subdirectory = 3 page document in FD 
 
Only the first page is read and indexed by OCR. The document is stored in the 
document type for this document. The other pages are appended. 
 
 
Example for setting ñ1ñwhen importing with OCR: 
a) One Multipage TIFF file with 3 pages is imported = depends on recognition 
 
A multipage file is split up into single pages and for each page, recognition is 
carried out. Depending on the results the pages are stored and distributed into 
the relevant document types. 
 
b) 3 single TIFF files in a subdirectory = depends on recognition 
 
The document is not archived as a 3 page document because all TIFF files are 
stored in a subdirectory. For each page an OCR recognition is carried out. 
Depending on the results the pages are stored and distributed into the relevant 
document types. 
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Hint: 
a) The splitting of multi page TIFF files with this switch will only work for files in 
a subfolder. 
 
b) This option is configured in File Import Scheduler in  version 1.4.0 and later 
with òread all pages in multipage TIFFò. The entry in the web.config is not taken 
into account any longer. 

Rename FD-groups 

It may be useful to rename the fd-groups. But itôs not really recommended, as 
the support could be more difficult and should only be done in special cases. 
In the ConfigUtility the groups can be configured and are saved in the following 
section <appSettings> of the web.config file: 
 
<add key="Accounts.FDAdminsGroup" value="fd-admins" /> 
<add key="Accounts.FDScanNamedGroup" value="fd-scan-named" /> 
<add key="Accounts.FDScanConcurrentGroup" value="fd-scan" /> 
<add key="Accounts.FDUserNamedGroup" value="fd-user-named" /> 
<add key="Accounts.FDUserConcurrentGroup" value="fd-user" /> 
 
The value (value=é) for the default group name can be changed. For 
FileDirector only these groups are relevant. Own groups can be added to these 
groups to make them known for FileDirector. 
 
Hint: 
If other groups were used and created in an earlier version, these groups must 
be mapped. If they are not mapped, they are not included and can be deleted. 

Rename FD-Groups 

In some cases it can make sense to rename the FD-groups. For support 
reasons this should only be done in exceptional cases.  
The following entries can be added in the section <appSettings> in the file 
web.config for that: 
 
    <add key="FDServer.FDAdminsGroupname" value="fd-admins" /> 
    <add key="FDServer.FDPrioUserGroupname" value="fd-prio-user" /> 
    <add key="FDServer.FDUserGroupName" value="fd-user" /> 
    <add key="FDServer.FDWebUserGroupName" value="fd-web-user" /> 
 
The value (value=é) for the default group name can be changed. 

Creating documents with 0 pages during index import 

If the connection field during the index import is not found in FileDirector itôs 
possible to create documents with 0 pages. 
To configure this, in the file web.config the following entry must be set:  
 
<add key=ñFDServer.IndexImportCreate0PageDocsñ value = Ă1ñ />  
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Deleting double documents during index import 

If documents are imported several times, itôs possible that repeated identical 
documents exist. To delete these double entries from the database and delete 
them also from the filedirector.data path the following key can be set in the 
web.config: 
  <add key="FDServer.DeleteDuplicateDocuments" value="D:\Pfad\" /> 
 
Hint: 
The path must be on the same hard drive as the \Inetpub\FileDirector folder. 
 
ATTENTION: 
The data is moved in the path which is configured and is deleted completely 
from the FileDirector database and storage pool. 

Move index file after index import 

If the index import file should not be read after after an index import, the file can 
be moved to a subfolder. This subfolder is automatically created in the index 
import folder and is named \save. To configure that the file is moved, the 
following switch can be set in the web.config file of the FileDirector server: 
 
<add key="FDServer.ImportSourceCopyTo" value="1" /> 

Threshold for signature recognition 

When recognising a signature a certain tolerance must be followed. This 
tolerance can be set in web.config. The lower this value is, the easier a 
signature can be recognised.  
 
Note, that decreasing this value also decreases security, because a signature 
can more easily be falsified 
To set this threshold, the following value can be changed: 
Default value is 80. 
 
<add key="FDServer.SignatureThreshold" value="80" /> 
 

Set AND- or OR- relation for field filters  

If field filters are used for users or groups there are different conditions 
necessary for different requirements. With an entry in the web.config this 
setting can be configured generally to an AND or an OR Relation. 
 

For multiple filters within one field for a user:  

 
Therefore the following switch is set to value ñ0ò or ñ1ò whereas: 
 
 Ă0ñ = OR          Ă1ñ = AND 
 
    <add key="FDServer.FieldFilterSetToAND" value="0" /> 
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For filter in several fields for one user:  

 
 Ă0ñ = AND           Ă1ñ = OR 
 
<add key="FDServer.CombineSearchFieldsWithOR" value="0" />   
 
When the entry is not available ñANDò is set as default value between the 
various fields. 
 
Hint: 
Please read in addition the section ñ Relation of AND/OR filtersò in the 
administration manual. 

Do Not store document info Log  

For every document a history is created which can be viewed with the ñInfoò for 
the document. All actions performed upon the document are logged,  - manual 
changes and automatic changes from the schedulers, e.g. Index-Import. This 
log is stored in the table ñdoclogò in the database. 
 
An automatic action performed by a scheduler is an action from the user fd-
server. 
In some circumstances, many schedulers are used for automatic actions that 
the log becomes extremely large and the size of the database grows. To avoid 
this, the following switch can be set in the web.config: 
 
<add key="FDServer.DisableDocLogLogging" value="0"> 
 
With a value of ñ0ò all automatic activities of the schedulers are logged. With a 
value of ñ1ò all actions from the fd-server are not written in the table ñdoclogò. 
All manual activities performed by users are still logged. 
 
Hint: 
This setting only affects the document-Info, not the audit trail accessed from 
Enterprise Manager. Scheduler activities are still recorded when configured. 

Use ODBC connection with password  

Setting up an OCBC connection which needs a password, you can set the 
following entry for a password in version 1.3.1 or later in the web.config file.  
 
Example1 (Standard setting): 
<add key="FDServer.ODBCConnectionString" 
value="DSN={0};Trusted_Connection=Yes ;Connection Timeout=600;" /> 
 
Example2 (Setting with password): 
<add key="FDServer.ODBCConnectionString" 
value="DSN={0};UID=admin;PWD=passwort ;Connection Timeout=600;" />  
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The term {0} ï if available - is replaced in runtime with the ODBC-source, which 
can be selected in the ODBC-Links.  
 
The setting {0} is not changed manually - ñTrusted_Connection=Yesñ is the 
previous standard setting used by the fd-server as log-in. If this log-in 
malfunctions, you can set a user with password by using the key. UID=user, 
PWD= Passwort. 
 
Hint: 
Exception when using external ODBC-driver:  
 
If the ODBC driver does not set here the information windows compliant (In 
DSN={0}the data source will be loaded from the registry from: 
HKLM\Software\ODBC\ODBC.ini)thus the data source cannot be allocated and 
the connection cannot be established. For this exception you can set the data 
source for DSN={0} directly, but keep in mind that the result is that only one 
ODBC-source can be used. 

Leave user name and last date of changes 

When a document is checked in, the user and the date of last changes are 
saved with the document automatically. If another automatic change by a 
scheduler or a server plug-in takes place, the changes will be done by the user 
of the server ñfd-serverò the date and the user is updated to ñfd-serverñ.  
 
If the information should be updated only after manual changes, the following 
entry can be set in the configuration file web.config: 
 
<add key="FDServer.LeaveDocumentModifiedInfo" value="1" /> 
 
If the value is set to ñ1ò,the date of changes and the user are not overwritten 
with the user ñfd-serverñ.  

Search always with inverted commas (WinClient) 

 
In order that a search in WinClient or in WebServer is always performed with 
inverted commas, you set the following switch in web.config (ñ0ñ = off, ñ1ñ = on): 
 
    <add key="FDServer.SetQuotedIndexSearch" value="1" /> 
 
So you search exactly for the string which is entered in the index field, even if a 
blank is used. 

Web Config 2xhash 

To improve the security a doubled checking of the hash code can be set up in 
the file web.config ("0" = off, "1" = on): 
 
    <add key="FDServer.DoubleHashVerification" value="0" /> 
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Relocate local cache when serve r profiles are used  

The WinClient uses a local cache to store new documents and recently 
displayed documents. This cache is normally located as a subdirectory 
ñFileDirectorò in the user accounts ñMy Documentsò. 
 
In some network environments the directory ñMy Documentsò is located on a 
central network storage location in order to include this data in backup 
strategies. 
 
Because of performance and being able to work offline (without connection to 
the server or network at all) it is advisable to relocate the local cache to a local 
directory. 
 
The storage location of local cache can be set in the file APP.XML on the 
server, which is then copied to the application path of the WinClient.If the path 
to the local cache is changed after installation and the relevant path entry is not 
available in the file APP.XML on the server, it can be changed directly in the 
app.xml of the WinClient. 
 
C:\Program  Files \Dieter Spielberg DMS GmbH \FileDirector WinClient  
 
<appSettings> 
<add key="ServerURL" value="http://dssupport/filedirector" /> 
<add key="UseWindowsLogin" value="True" /> 
<add key="Version" value="2.5.0.0" /> 
<add key="LocalCacheKey" value="Personal" /> 
<add key=" LocalCachePath" value="" > 
<add key="PackageFileName" value="custlogo.gif" /> 
<add key="PackageFileName" value="FileDirector_WinClient.msi" /> 
<add key="PackageFileName" value="app.xml" > 
</appSettings> 
 

Set Windows Shell Folders path:  
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Default value of ñLocalCacheKeyñ is ñPersonalñ, when changing this value to 
ñApplicationDatañ (AppData) the cache would be created in the following 
directory: 
 
éDocuments and settings\<user name>\Application data 
 
Set path directly: 
The key <add key=" LocalCachePath" value="C:\LocalCache\FileDirector\" > 
allows you to configure a path for the local cache directly. 

Component Service with changed local cache directory 

If the local cache was replaced on the clients, the local cache directory may 
only be accessible for the currently logged on Windows user (rights settings). 
Component service normally starts under the account ñSYSTEMò. If this 
account is not allowed to access the local cache directory, OCR recognition will 
fail and generation of thumbnails of electronic documents with the EDOC 
engine is not possible.  

Start Component Service under user Account  

 
The Component service on a client can be configured in óservicesô to be started 
under the relevant user account to ensure access to the local cache directory. 

Start ќ Settings ќ Control panel ќ Administrative tools ќ Services ќ File-

Director Component Service ќ (right mouse button) Properties ќ Tab ñLog 

onñé The User account and password must be entered if this user should work 
with OCR engine. 

Alternatively: Switch off usage of Component service  

 

If the following registry entry is set to ñ1ñ, the FileDirector Component Service 
will control the OCR and EDOC engines. An automatically started Component 
service is the default setting. 
This value is automatically set when Component services are installed on a 
client PC with Windows 2000 (or later). 
 
[HKEY_LOCAL_MACHINE\SOFTWARE\FileDirector\Component Service] 
"Installed"=0x00000001 (1) 
 
If the local cache location was changed, and only the user account has access 
to it, the entry ñInstalledò set to ñ0ò can also be used to enable the usage of the 
OCR engine. In this case even on a Windows2000 client (or later) this registry 
entry must be manually set to ñ0ò. The ñComponent Service ò must be stopped 
and be set to the startup type ñmanualò. As soon as the OCR is used, the OCR 
engine will start under the user account currently logged in and will have 
access to the local cache. 
 
[HKEY_LOCAL_MACHINE\SOFTWARE\FileDirector\Component Service] 
"Installed"=0x00000000 (0)  
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Using the ImagePrinter with changed local cache 

See chapter ќ Set pointer to the changed local cache for ImagePrinter 

Move cabinet with database to a different FD 
server  

From Version 1.5, the Cabinet Structure can be exported and imported to 
create a new Cabinet on the same or a different FileDirector server. Please 
read the chapter ñSave structure asò in the Enterprise Manager Manual 

Transfer Entire cabinet with Data 

To move a cabinet to a different server, the index data and the stored 
documents of a cabinet have to be copied. To grant access to the documents, 
accounts and account rights have to be adapted to the new environment. 
If a cabinet is moved to a new FileDirector version, the cabinet may have to be 
updated.  
 

¶ Copy database and transaction.log 

¶ Copy data directory of cabinet (default=filedirector.data) 

¶ Connect database in new SQL server environment 

¶ Register cabinet in FileDirector Enterprise Manager 

¶ Run cabinet update in Director Enterprise Manager 

¶ If necessary - adjust cabinet rights 

¶ Configure storage pool 
 
Hint for FDConfig: 
The database FDConfig, stores general configuration information, and also 
information on all registered Cabinets. The configuration on a different server 
will be different. It is recommended not to copy the original database FDConfig. 
Create a new database FDConfig using the ConfigUtility. 

Copy database (SQL-Server 2000) 

 
Index data is stored in the cabinet database. The database consists of the 
database itself (.mdf) and the transaction log (.ldf). These files are located by 
default in the directory: 
C:\Program files\Microsoft SQL Server\MSSQL\Data.  
As the cabinet name  the 8 character ID of the cabinet is used. In the database 
directory you will find: 
 
FD_XXXXXXXX.mdf 
FD_XXXXXXXX.ldf 
 
Where ĂXXXXXXXXñdenotes the ID which is displayed in cabinet properties in 
FileDirector Enterprise Manager. 
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Hint: 
As long as SQL server accesses databases the files cannot be copied. The 
server access must be switched off if these files need to be copied. This can be 
done by: 
 
a) Stop SQL-server-agent 
(This is not recommended during normal working hours, because it stops 
database activities. No retrieval or storage is possible.) 
 
or 
 
b) Configure a scheduled backup task in SQL server to backup the database. 
Copy the backup database.  

Copy FileDirector.Data 

The ófiledirector.datañ directory is the default directory for a storage pool. It 
contains image and XML data of the documents stored in a cabinet. A 
subdirectory is created for each cabinet named with the cabinet ID: 
FD_XXXXXXXX.CAB 
 
In order to retrieve documents of a moved cabinet in the WinClient the directory 
with the Cabinet documents must also be copied to storage pool of the target 
server. 

Connect database 

Before a cabinet can be registered in FileDirector, the database must be 
connected within SQL server. 
 
Start SQL server Enterprise Manager on the target server (Start Ÿ Program 
files Ÿ Microsoft SQLServer Ÿ Enterprise Manager), select the SQL group 
where FileDirector is configured. Right-click on  ñDatabasesñ and select ñall 

tasksñ ќ ñConnect database ò. Select the mdf-file of the database to be 

connected in the displayed window. The transaction log is automatically 
selected as well after the mdf file is selected. In this window the authentication 
method for the database access can be specified. If you use windows 
authentication no settings have to be made. If you complete these settings, the 
database will then appear in the list of databases of the SQL server. 

Register Cabinet in FileDirector 

If the database is connected in the SQL Server it can then be registered to the 
target FileDirector Server. Open FileDirector Enterprise Manager and right-click 
on ñCabinetsñ. Select properties and the database can then be registered as a 
Cabinet. 
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Database Update 

If the cabinet was created using an earlier version of FileDirector and is then 
moved to a newer version, a database update must be performed. This can be 
done within Cabinet properties. 

Configure rights of new cabinet 

In the previous environment/network other users might have been assigned to 
the cabinet or even the administrator might be from a different domain. It is 
possible that there are no rights on the cabinet even under administrator 
account of the new environment.  
Open the cabinet database in SQL Enterprise Manager. Right-click on the table 

ñCabrights ñĂand select ñOpen tableñ ќ ñReturn all rows ò. The Group fd-

admins is displayed. This group was created in the old environment and is 
listed as ñDomain name\fd-adminsñ. If necessary rename the domain name to 
the new domain name. After this change, the administrator account of the new 
system is accepted for this cabinet. 
 
Hint: 
Rights cannot be granted directly in the database. 
If all records are deleted from the table ñCabRightsñ in SQL Enterprise 
Manager, the current user, who must be in the group ñfd-adminsò is 
automatically added to this list with full rights once a cabinet is reregistered with 
FileDirector Enterprise Manager. 

Adjust storage pools 

In order to display documents in the WinClient, the FileDirector Server must be 
able to find the stored documents. If the storage pools are configured differently 
on the new system compared to the old system, the documents will not be 
found. 
Open the cabinet in FileDirector Enterprise Manager and check if the path 
settings of the storage pools point to the stored data, which were copied to 
directory \filedirector.data. If this directory is stored on a network device, the 
account fd-server must have full access. 
 

Proxy server settings  

If a proxy server is used in an enterprise, this can be specified in the settings in 
Internet Explorer. 
 

Open Internet Explorer and select Tools ќ Internet Options ќ Connections 

then select LAN settings and enter the settings of the proxy server. When a 
proxy server is used, the settings are displayed here. FileDirector then uses 
these settings. Under Advancedé addresses can be specified which should 
bypass the proxy server.  
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Proxy server with password 

If a proxy server with password is used, FileDirector will log on to the proxy 
server using FileDirectors authentication method ï either basic authentication 
or integrated windows authentication. 

Possible manual setting 

To avoid a configuration in the Internet Explorer, this setting can be deactivated 
in special cases and manual specifications can be done. 
These settings can be done in the app.xml configuration file of the FileDirector 
WinClient and the Enterprise Manager. 
 
Enter the following section at the relevant position of the config file, which is 
located in the relevant program path:  
 
    <add key="é.." /> 
  </appSettings> 
  <system.net> 
    <defaultProxy> 
      <proxy  
usesystemdefault="false"  
proxyaddress="http://192.168.0.43:8080"  
bypassonlocal="true"  
      /> 
     <bypasslist> 
           <add address="http://[a-z]+\.spielberg\.de/" /> 
     </bypasslist> 
     
   </defaultProxy> 
  </system.net> 
</configuration> 
 
With the setting usesystemdefault="false" , the system setting of Internet 
Explorer is ignored and with bypassonlocal = ñtrueñ the setting for ñBypass 
proxy server for local addressesò is configured. Under proxyaddress  the proxy 
server is specified. In section ñbypasslistña list of addresses can be specified, 
which should bypass the proxy server. 
 
If the proxy server is bypassed for local addresses, the performance of 
FileDirector is enhanced, because not all communication must be passed 
through the proxy server.  

Separate Settings  in  WinClient despite  Proxy  Settings : 

 
The proxy is bypassed for the WinClient despite the proxy settings for the 
Internet if the entry below is set in the app.xml of the WinClient. 
  
    <add key="IgnoreIEProxySettings" value="true" /> 
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This option can be set on the server in Setups\WinClient\app.xml for Rollout for 
all later installed Clients.  
 
(This entry is provided in the WinClient Version 1.5.2.11 or later) 

Taking over settings during installation 

If these settings should be automatically written into the configuration files 
during installation of WinClient or Enterprise Manager, this section must be 
copied to file APP.XML in the installation directory of FileDirector:  
:\Inetpub \wwwroot \FileDirector \Setups \WinClient \app.xml or 
:\Inetpub \wwwroot \FileDirector \Setups \Enterprise Manager \app.xml  on the 
server.  
 
Hint: 
Detailed descriptions from Microsoft can be found under the following link: 
support.microsoft.com/support/kb/articles/q318/1/40.asp 
 

Change TCP -port (http: p ort 80)  

By default for data communication port 80 is used for FileDirector. If the default 
port is changed, the port in the IIS settings for the default web page must be 
changed. 
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Example: If the TCP-port is set to ñ82ñ, the connection with the WinClient or 
Enterprise Manager can only be successful if the port in the URL to the server 
connection is entered. 
 
The server connection to the Enterprise Manager or WinClient must be entered 
as below: 
http://servername:82/filedirector 
  
Hint: 
The change of a port could be useful for maintenance jobs. You can make sure 
that no user can login FileDirector if maintenance or an update is being carried 
out, because the URL with port should be configured at every client. 
Once maintenance work is complete, the port can be set back to the old 
setting.  

Information about users and groups  

 

As a basic principle, the groups fd-admins, fd-scan, fd-scan-named, fd-user, 
and fd-user-named are required. 
 
Hint: 
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The description for the mapping of groups from older FileDirector versions are 
found in the Enterprise Manager manual in ñFileDirector groups and their 
default rightsò. 
 
The group with the FileDirector users must be a member of one of these 
groups. 
 
To add the users to the cabinet security, the groups must be imported using 
Enterprise Manager. During this import process the users are written to the 
table ñaccountsò in the configuration database FDconfig. 
A user will be imported at the time when the user logs in to FileDirector for the 
first time. 
 
Example:  
In a company you have the group ñSecretariatò. This group has to have access 
to data in FileDirector and must have specific rights within the cabinet. To 
assign these rights add the group to one of the fd-groups (e.g. fd-scan) and 
import the group fd-scan using Enterprise Manager.  
Once that is done, the users and groups are available in Enterprise Manager to 
set permissions within the cabinet security. 

Hints for  the server test - dataaccess.asmx  

Login with password for Windows 2003  

If Windows authentication used, in normal circumstances the login window is 
not displayed. If the window is displayed Windows authentication has failed and 
basic authentication is used instead. 
 
If the server is tested with http://IPaddress/filedirector or with http://Server-
Name/filedirector and, although Windows authentication is used, a login 
window appears, the server is possibly installed with the windows option 
ñInternet Explorer Enhanced Security Configurationò 
 
If the server is tested with http://localhost/filedirector, the login is processed 
without a password window. 
If the enhanced security for Internet Explorer is installed, the browser does not 
send the user information and Windows authentication cannot be used. 
 

Impersonation Error in: Global.WriteMini  

If the message ñĂImpersonation errorñ appears during the server test the login 
of the user ñfd-serverò was not successful. 
 

Audit trail file of the login FDServer.log (minilog)  

The login procedure of the filedirector server is saved in a protocol file. 

http://server_name/filedirector
http://server_name/filedirector
http://localhost/filedirector
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This protocol is named FDServer.log and is written in the folder 
Windows\temp\filedirector\server. The file has a timestamp for every server 
start. 
Here you can possibly find hints to an incorrect start of the server. 

Check the password of the fd -server:  

Depending on the settings, Windows 2003 Server requires a complex defined 
password. If, in the ConfigUtility, the user fd-server is created with a password 
which is not allowed because of the 2003 server complexity rules, the fd-server 
will have no access to the filedirector server. 
 
The password should have a minimum length of 8 characters, and include a 
capital letter and/or a number. Parts of the user name are not allowed. 
 
Rules of complexity:  

¶ The password must not contain a part or the full account name of the 
user   

¶ It must have a minimum of 8 characters. 

¶ It must contain characters from three of the four following categories: 

¶ Capital letters from A to Z  

¶ Lower case letters from a to z  

¶ Numeric based on 10 (0 bis 9)  

¶ Non-alphanumeric characters (e. g. !, $, #, %)  

Deleting user FD-Server and recreate with ConfigUtility  

To ensure that the password has been changed, delete the user fd-server that 
was created and recreate it with the ConfigUtility. 
Log in as a domain administrator to delete the account. 
 
Alternatively you can perform the following steps: 
 

1) Open web.config 
2) Delete fd-server password 
3) Save web.config 
4) Start the FileDirector ConfigUtility 
5) Type in the password for the fd-server 
6) Click OK 
7) Run the FileDirector server test   
8) Check the FDServer.log in the folder Windows\temp  

 
If there are still errors during the login, you may find hints in this log file.     

Check the IIS settings  

For the FileDirector virtual directory, anonymous access should be disabled. 
Please read the chapter on the settings for the IIS. 

Check the .NET settings  

The .NET settings may not be correct. (Setting: Local system (2003) and 
respectively the entry in the machine.config for login as ñsystemò instead of 
ñmachineò was not changed. Please read the chapter for the .NET settings.  
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Internet Explorer Enhanced Security Configuration at 2003 Server  

If the option ñInternet Explorer Enhanced security configurationò is configured in  
the windows installation, this can cause problems during login. First install 
FileDirector without this option. 

Information on  SQL Server  

Create instance of SQLServer 

 

If a second SQL server should be installed on the same computer, a second 
instance of the same server can be created. Please note that this decreases 
performance of the database server, because it more or less runs the database 
server twice. 
  
Insert the SQL installation CD and install SQL server just like a normal 
installation. Do not select ñStandardñ, select ĂCreate instanceñ. Normally an 
installation for ñStandardò should already be present. 
 
Select a name for your instance. 
 
After installation, a new service for SQL server exists which carries the name of 
the instance. Start the service of this instance. 
 
Open SQL Enterprise Manager, create a new group and connect to the new 
instance specifying SQL server name \instance name . 
 
Now it should be possible to register the server instance. 
 
Open FileDirector ConfigUtility and specify as the instance as the connection 
name for SQL-Server SQL serve r name \instance name . 
 
The configuration database FDConfig is created in the new SQL instance. 
 

Optimization of SQL-Server performance 

 

ATTENTION:  
All references specified here are only suggestions and the execution in the 
respective system is the responsibility of the SQL administrator! 

Set database recovery model to ñsimpleñ 

In SQL-Enterprise Manager in the properties of the database the recovery 
model can be configured. Click on the tab ñOptionsò and set the recovery model 
to ñsimpleò. With the simple model the database can be recovered form when it 
was last saved.  






























































