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Disclaimer  
Spielberg Solutions GmbH makes no representation or warranties with respect to the contents or use of this 

document and specifically disclaims any express or implied warranties of merchantability or fitness for any 

particular purpose. Further, Spielberg Solutions GmbH reserves the right to revise this publication and to 

make changes to its content, at any time, without obligation to notify any person or entity of such revisions 
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Further, Spielberg Solutions GmbH makes no representations or warranties with respect to any FileDirector 
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*  All options with Asterisk are NOT available in the SBE (Small Business 

Edition) version.  
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Software Licence Agreement  

FileDirector Software Licence Agreement  

IMPORTANT: Read this agreement before installing FileDirector. By installing 
FileDirector you are deemed to agree to be bound by this agreement. 
This license agreement is a legal document between you and Spielberg Solutions 
GmbH. If you do not agree to the terms of this agreement return the software CD 
and accompanying documentation (the "Documentation") and other items to the 
place from where you obtained them for a refund before they are marked or 
damaged in any way. 
In consideration of the right to use the Software you agree to abide by the terms 
and conditions of this agreement. 

1. GRANT OF LICENSE 
The Software consists of the software modules by: 
a) Spielberg Solutions GmbH, a German public listed company having its place of 
business at Obere Kaiserswerther Str. 17, 47249 Duisburg, Germany 
("Spielberg"); 
b) Microsoft Corp., a Washington Corporation having its place of business at 1 
Microsoft Way, Redmond, WA 98052-6399, USA ("Microsoft"); 
c) Stellent Inc., an Illinois Corporation having its place of business at 330 N. 
Wabash Ave., 15th Floor, Chicago, IL 60611, USA ("Stellent"); 
d) MICROPLEX Trading GmbH, a German Company having its place of business 
at Leipziger Chaussee 191g, 06112 Halle, Germany("Microplex"); 
e) ScanSoft B.V., a Dutch Company having its place of business at Randstad 22-
139, 1316 BW Almere, Netherlands ("ScanSoft"); 
f) Developer Express Inc., a Nevada company having its place of business at 
6340 Mcleod Dr. Suite1, Las Vegas, NV 89120, USA (ñDevExpressò); 
g) Pixel Translations a Division of Captiva Software Corporation, a Californian 
company having its place of business at 1299 Parkmoor Drive, San Jose, 
California 95126, USA (ñPixelò). 
You understand and acknowledge that any software module included in the 
Software may have utility with or be able to be called by other software and/or 
hardware, which Spielberg considers to be an unauthorised use of the Software. 
Accordingly, you agree that you will use such software modules only as part of the 
Software and not in conjunction with, or as part of, or as a component of other 
software and/or hardware which makes calls to such software modules. 
Spielberg grants you the personal non-exclusive rights: 
a) For a single-user version of the Software, to install and use the Software for 
internal purposes only on a single computer (the Software is considered in use 
when it is installed in the temporary memory, i.e. RAM, or the permanent memory, 
i.e. Hard Disk Drive). 
b) For a multi-user version of the Software, to install and use the Software for 
internal purposes only for the number of computers or simultaneous users 
identified in the Installation Configuration sheet of the Software package (for 
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example, if you have purchased a 5-User license you may install the Software for 
simultaneous use by up to 5 Users on a network). 

2. BACKUP COPY 
a) You may make whatever copies you deem appropriate from the FileDirector 
"delivery" Compact Disc, the Programs, Example Files and any other promotional 
material that may be included thereon. The Application Manual, or any part 
thereof, may be reproduced in sufficient quantity to support only the number of 
users licensed to you and no more. You must reproduce and include on the 
backup copy the copyright notice and other ownership or proprietary legends that 
are on the original copy of the Software. 
b) You may NOT make or attempt to make any copy whatsoever of the 
FileDirector license held on the dongle. ANY ATTEMPT TO COPY, TRANSFER 
OR RESTORE THE LICENSE MAY CORRUPT THE ENABLING LICENSE. The 
License, once enabled on the dongle, represents the full purchase value of the 
license to use the FileDirector Software. The enabled License can be manipulated 
ONLY by the commands within the FileDirector application. 

3. RESTRICTIONS 
a) You may not market, distribute or transfer the Software or the Documentation 
to others, or electronically transfer the Software from one computer to another 
over a network except as expressly provided herein. 
b) You may not de-compile, reverse engineer, disassemble or otherwise reduce 
the code of the Software to a human perceivable form. 
c) You may not modify, adapt, translate, rent, lease or loan the Software or the 
Documentation or create derivative works based on the Software or the 
Documentation. 

4. OWNERSHIP AND COPYRIGHT 
Spielberg, Microsoft, Stellent, Microplex, ScanSoft, DevExpress and Pixel reserve 
all rights to their respective software modules of the Software and the 
Documentation. The Software and the Documentation is copyrighted. 
Unauthorised copying of the Software, including portions thereof, or the 
Documentation is expressly forbidden. 

5. EXPORT CONTROL 
You agree that the Software and Documentation will not be shipped, transferred 
or exported into any country or used in any manner prohibited by the United 
States Export Administration Act or any other applicable export control laws, 
restrictions or regulations of the countries involved. 

6. SUPPORT AND UPDATES 
a) Spielberg, Spielberg's subsidiaries or affiliates, their distributors and dealers 
are not responsible for maintaining or helping you to use the Software and the 
Documentation, excepting where agreements have been entered into between 
specific parties, i.e. Spielberg: Distributor, Distributor: Dealer, Dealer: End User. 
b) No updates, fixes or support will be made available for the Software and 
Documentation other than by publishing such revisions on the Spielberg web site: 
http://www.spielberg.de or http://www.filedirector.com 
c) Any updates, fixes or support will be made available on the said web site solely 
at the discretion of Spielberg, who is under no obligation whatsoever to do so. 

7. LIMITED WARRANTY AND DISCLAIMER OF INDEMNITY 
Limited Warranty. The Software and documentation is provided "as is" without 
warranty of any kind, either express or implied, including, but not limited to implied 
warranties of merchantability and fitness for a particular purpose. The entire risk 
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as to quality and performance of the Software and documentations is with you. 
Should the Software prove defective you (and not Spielberg, Spielberg's affiliates, 
their distributors or dealers) assume the entire cost of all necessary servicing, 
repair or correction. Some states or jurisdictions do no not allow the exclusion of 
implied warranties, so the above exclusion may not apply to you. This warranty 
gives you specific legal rights and you may also have other rights which vary 
according to state or jurisdiction. 
Spielberg, Spielberg's affiliates, their distributors and dealers do not warrant that 
the functions contained in the Software will meet your requirements or that the 
operation of the Software will meet your requirements or that the operation of the 
Software will be uninterrupted or error free. 
However, Spielberg or Spielberg's affiliates warrants a compact disc or diskette on 
which the Software is stored to be free from defects in materials and workmanship 
under normal use for a period of ninety (90) days from the date you purchased the 
same, as evidenced by a receipt or otherwise. Some states or jurisdictions do not 
allow limitations on duration of an implied warranty, so the above limitation may 
not apply to you. 

CUSTOMER REMEDIES 
Spielberg's entire liability and your exclusive remedy shall be the replacement of 
the Compact Disc and/or Diskette not meeting the LIMITED WARRANTY and 
which is returned to Spielberg or Spielberg's marketing affiliate, ScanFile 
International Limited, with a copy of your receipt or otherwise. The LIMITED 
WARRANTY is void if failure of the Compact Disc has resulted from accident, 
abuse or misapplication of the software. 
No liability for consequential damages. In no event shall Spielberg, or Spielberg's 
affiliates, their distributors or dealers be liable for any damages whatsoever 
(including without limitation, direct or indirect damages for personal injury, loss of 
business profits, business interruption, loss of business information, or other 
consequential or incidental damages) arising out of the software, the use thereof 
or inability to use the software even if Spielberg, Spielberg's affiliates, their 
distributors or dealers has been advised of the possibility of such damages. Some 
states or jurisdictions do not allow the exclusion or limitation of liability for 
consequential or incidental damages, so the above limitation may not apply to 
you. 
Disclaimer of indemnity. Spielberg, Spielberg's affiliates, their distributors and 
dealers shall have no obligation to indemnify you against any claim or suit brought 
to you by a third party alleging that the Software or the use thereof infringes any 
intellectual property of such third party. 
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8. TERM 
This agreement is effective upon the installation of FileDirector Server and Client 
and remains in effect until terminated. You may terminate this agreement by 
destroying the Software and any copy thereof. This agreement will also terminate 
if you fail to comply with any of the terms of this agreement. In addition to 
Spielberg enforcing its legal rights, you must then promptly destroy the Software 
and any copy thereof. 

9. ACKNOWLEDGEMENT 
By selecting the 'Yes, I accept the agreement' option, you acknowledge that you 
have read this agreement, understand it and agree to be bound by its terms and 
conditions. You further agree that this agreement is the complete and exclusive 
statement of agreement between you and Spielberg concerning the subject matter 
hereof, which supersedes any proposals or prior agreements, oral or written, and 
any other communication between you and Spielberg relating to the subject 
matter hereof. No amendment to this agreement shall be effective unless signed 
by a duly authorised representative of Spielberg. 
 
Should you have any questions concerning this agreement, or if you desire to 
contact Spielberg for any reason, please write to your authorised supplier 
requesting that they pass your correspondence to ScanFile International Limited, 
the marketing affiliate of Spielberg Solutions GmbH. 

Disclaimer  

This document was created with utmost accuracy. Nevertheless we cannot 
guarantee that it is free of errors. Therefore we cannot take responsibility resulting 
from wrong or misleading descriptions or their consequences. 
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Concept of FileDirector  

FileDirector is a Client/Server-Application, which stores index data in a 
database server like MS SQL server. 
FileDirector server is an XML-based web service based on modern Client 
/server technology. This server treats all requests posed by network clients and 
forwards them to the database server. 
The system is divided into several single applications in order to separate 
configuration tasks from common user tasks. Enterprise manager configures 
and maintains the system. Creating, editing, retrieval and distribution of 
documents is performed with WinClient. These applications are totally network-
compatible and can be used in Intranet/LAN and Internet/WAN. 
 
All data transmitted through the network between components of FileDirector 
are secured with 128 bit encryption. 
Security and stability of the system is additionally increased by a separation 
into client application, server and data storage. Access to database and stored 
documents is only possible for FileDirector Server; no client application has any 
access to index and documents. FileDirector works in genuine 3 tier 
architecture (Client ï Server ï Data Base). 
 
Embedded into Microsoft .NET technology FileDirector is part of a new 
generation of software systems well prepared for future requirements. 

Cabinets  

FileDirector stores documents in cabinets. These virtual cabinets are able to 
store any document format. There are no limitations set by FileDirector 
concerning the size or number of documents stored. 
Normally a company would set up one cabinet to store their documents. These 
documents are held in different document types. It is possible to search for 
documents in a cabinet over all document types stored. 

Document Types  

In order to file and classify documents they are stored in different document 
types. In a typical office situation this could for example be Offers, Orders and 
Invoices. A document type is mainly defined by the index fields used to classify 
the documents. These fields are selected from the complete pool of index fields 
which have been specified before and should contain each index field used to 
classify all possible documents. The index fields of our example could be Order 
No., Invoice No. or client name. 
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FileDirector manages every kind of document format, for example document 
formats of other software applications. Using the Office integration (Office 
Macros), documents of the office package (Word, Excel or Outlook) can directly 
be archived to FileDirector in their original format. Other documents can be 
created by scanning paper documents or importing of mainframe spool data. 

Scheduled processes  

FileDirector is equipped with different schedulers, which are very useful in an 
automated bureau environment. Recurring tasks can be performed 
automatically in fixed time gaps. 
Documents can be managed through a defined process, which is defined as a 
fixed series of steps. Certain users must work on the document in each step. 
Applications which do not create electronic documents to be stored in 
FileDirector can create image documents by printing to File Directorôs Image 
Printer or Virtual Network Printer (VNP). These documents can be indexed and 
stored automatically.  
The versatile OCR module can create a full text index for full text retrieval or 
read defined zones with a forms recognition module. Reading of Barcodes 
offers another possibility of automatic indexing. 
The integrated Document viewer of FileDirector can display and print more than 
200 different file formats without the respective application installed.  

First Step s after installation  

During installation icons for the following applications are created on the 
desktop: 

The ConfigUtility  

This is used by the administrator to configure the FileDirector Servers. 
You will find a guide in the installation manual. 
 
Hint: 
You create the name of the account of the FileDirector Server via the 
ConfigUtility.  After a standard installation the name of the account is ñfd-serverñ. 
If the name is changed user-specific in the ConfigUtility, all following 
explanations in this manual concerning the ñfd-serverñ will refer to the user 
name that was defined in the FileDirector Server beforehand. 

FileDirector Enterprise Manager  

Enterprise Manager is used for administrative tasks within a FileDirector 
system, for example to setup cabinets, index fields security settings etc. 
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FileDirector WinClient  

The WinClient is used by a normal FileDirector user to retrieve, scan, edit and 
distribute documents. This application is explained in detail in the User Guide. 
 
Start FileDirector Enterprise Manager to setup and configure cabinets. In order 
to start and use all functions of FileDirector Enterprise Manager, the relevant 
user must be a member of the group ñfd-adminsñ which is created during 
installation of FileDirector. The system administrators are automatically added 
to that group.  A system administrator can immediately use FileDirector 
Enterprise Manager and gains full control of the configuration. 

First configuration / Procedure  

First a cabinet is configured which is later used by WinClient for document 
storage. 
 
Configuration steps 
 

1. Create cabinet 
2. Create and setup index fields 
3. Create Document types and link index fields to them 
4. Setup Scan Profile which enables WinClient to scan documents into 

document types of cabinet.  
 
After this first basic configuration steps documents can manually be scanned 
and indexed with WinClient. 
 
Later automatic procedures can be established like schedulers, automatic 
indexing with OCR recognition, OVR full text recognition process management 
(work flow) and the security system can be setup accordingly. 
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Enterprise Manager - General  

All configuration tasks after installation are performed by FileDirector Enterprise 
Manager, especially configuration of cabinets, document types and the index 
fields used for the storage requirements of the company. This application can 
be installed either on a workstation or the server. 
 
The user must be a member of the fd-admins group in order to use all functions 
of the Enterprise Manager. The area ñsystem configurationò is exclusively 
accessible by members of fd-admins, but the right to manage cabinets can be 
assigned to members of the group fd-scan or fd-scan-named. 
 
After starting Enterprise Manager the following window appears: 
 
 

 
 
The main menu of Enterprise Manager contains a tool bar in the top of the 
window and a status line in the bottom of the window, where the authenticated 
user is displayed. 
 
The commands are now shortly described. These commands are mainly 
context sensitive, which means they are directly connected with the marked 
elements. 
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Toolbar  

 

  Properties   
Button Properties displays properties of the selected element. This function can 
also be in the context menu which is opened by clicking the right mouse button. 
 

  Refresh   
When clicking Refresh Enterprise Manager display window is rebuilt, displaying 
actual values. Pressing F5 or clicking with right mouse button yields the same 
function.  
 

   Export List   
When selecting Export List, the selected part of the Enterprise Manager window is 
exported as a TAB or comma, separating the list into a text file. 
 

   Help  
Selects Help Files 
 

  New  
Clicking the asterisk creates a new element in the selected node.   
 

   Delete  
Selected elements are deleted with óDeleteò option. 
 

   Security   
Security settings can be applied to cabinets, document types and scan profiles.  
 

   Copy   
Some elements can be copied during configuration, for example document types, 
scan profiles, word lists and stamps. 
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FileDirector S erver connection  

When the entry ñConnected with [server name] ñis selected and properties   are 
clicked, the following dialogue window appears, where the connection settings 
to the FileDirector Server can be configured: 
 
 

 
 
Enter the URL for the FileDirector Server in Server URL.  A valid entry consists 
of a protocol name (http  or ht tps ), a colon with two slashes, the FileDirector 
server DNS name or IP address and the virtual directory name of the 
FileDirector installation stored in the IIS settings (default: FileDirector ). 
 
If the installation was performed using the installation site of FileDirector, the 
correct address must have been stored. The connection settings are read from 
file ñApp.xmlñ. This file is written with correct settings if ñBrandingò has been 
performed (see Installation Manual). 
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Using the button Test Connection  the connection to the FileDirector server 
can be tested with the account used. This account must be known to the 
FileDirector user, the relevant account must be member of one of the 
FileDirector groups.  
 
Hint:  
If a connection via https should be established, an official Certification for the 
usage of a SSL server is required. 

Automatic Login using Windows Account  

 
FileDirector server utilises windows account rights and user structures. If the 
actual windows account is used, the user must not login to FileDirector as the 
windows account information is used for authentication. Each user working with 
FileDirector will have a local cache directory created on the relevant computer. 
Due to this fact, data from the cache cannot be displayed by other user. 
 
 
If Stand ard authenti cation is used (entry not checked), the same local cache 
is used for all users connected to this PC. A login window appears when 
starting the application and the local cache of the relevant user logged into 
windows is used. 
 
For of security reasons windows authentication should be used. It can be useful 
to use login of the application. 

Language setting  

After installation FileDirector uses per default the language of the operating 
system where the application is installed. 
If a different language is selected, FileDirector Enterprise Manager must be 
restarted. The following languages can be used: 
 
Windows defined (language of operating system is used) 
 

¶ English (UK) 

¶ English (US) 

¶ German 

¶ French 

¶ Spanish 

¶ Dutch 

¶ Japanese 

¶ Korean 

¶ Chinese (Big5) 

¶ Chinese (Simplified) 
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Manage multiple server s from  Enterprise Manager  

 
In order to manage multiple server installations with one Enterprise Manager, 
you need to establish an additional connection by selecting the first level and 
click on ñNewò. 
 
The connectionôs text can be altered later on to name the connections 
individually. 
 
Hint: 
a) The server installation needs to be version 2.0 

Errors will occur if a connection to a server prior to version 2 is established. 
b) All settings of the Enterprise Manager are saved to the file 
ñEnterpriseManager.fdlò in the local cache (My Documents\FileDirector). 
If the WinClientôs local cache is deleted and created a new one, this file should 
be preserved to keep the settings for the Enterprise Manager. 
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System  configuration  

For configuration and administration of FileDirector System configuration in 
Enterprise Manager must be selected. During the installation of FileDirector 
basic configuration settings by the FileDirector ConfigUtility. This is installed on 
the FileDirector server and can only be run there. 
 

Server  

Server certificate  
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The configuration of the server certificate is set in the properties of the node  

Server ќ Active on the left side of the Enterprise Manager. The server 

certificate is used for signed documents which are automatically checked in by 
a scheduler to a document type. To accept only signed documents it must be 
configured in the properties of the document type.  
To load a server certificate, it must be available as *.pfx file. 

Create certificate  

A certificate is to be received via a trustworthy Trust Centre. After a certificate 
is installed it can be exported via the Internet Explorer.  

Export a certificate as * .pfx -file  

An installed certificate can be exported via the Internet Explorer to a *.pfx file. 
Please use Tools Ÿ Internet options Ÿ Content Ÿ Certificate to list the 
installed certificates. Choose ñExportò Ÿ ñYes, export private keyò Ÿ ñprivate 
information exchange ï PKCS # 12 (.pfx). Please enter now the password, the 
name and the path for the exported *.pfx file. 
Hint: 
Please refer to the help files of Internet Explorer and Microsofts Knowledge 
Base for further information. 

Import a *.pfx file into FileDirector  

Please open the window mentioned above in the Enterprise Manager to import 
a certificate to the server.  
Firstly enter the password you have chosen beforehand and load the *pfx file 
via the command ñLoad new certificateò. 
 

SQL Parameter  

There is an additional tab in the mask of the server certificate where the 
settings for the connection to the FileDirector to the SQL Server are shown. 
These settings must be configured in the ConfigUtility on the server (see 
installation guide). 
 

If you select node Server  ќ Active , the configured FileDirector servers are 

listed in the right part of the Enterprise Manager window. If the installation is 
spread over several FileDirector servers, they can be configured individually in 
Enterprise Manager. In Properties  the licensing options of each server can be 
displayed. 
 
Hint: 
The refresh interval for the servers is 10 minutes. . If a server is not found after 
10 minutes, it is not displayed in the Enterprise Manager. 

Licenc ee 

In tab Licenc ee the contact information of the licencee are displayed. 
  

Licence options  

Under the tab Licence options you will find information about the program 
protection and the available licences.  
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First you will find the serial number of the program protection. 
 

 
 

Product mode  

The FileDirector is available in an Enterprise Edition and a SBE Edition. 
 

FileDirector Enterprise Edition  
The Enterprise Edition is the full version and all licence options could be 
purchased and unlocked separately. 
 
FileDirector SBE  
The ñSmall Business Editionñ is for small companies whose do not need all 
optional features. The options which are not available are marked with an 
asterisk * . For Activating an option that is not available in the SBE Version an 
update to the Enterprise Edition is to be made. 

 

Server type  

The value displayed in server type displays the installation method. The 
following licence options are possible: Stand alone, WebGarden or WebFarm. 
More information can be found in the installation manual. 
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Site replication * 

You need to activate a licence for site replication to run a data synchronisation 
via the replication scheduler. The configuration can be adjusted in the 

Enterprise Manager by selecting ñsystem configurationò ќ server ќ   

replication. 

Process management *  

The process management must be licensed in order that the document 
forwarding works. When using several servers you can allocate the load of the 
process management to another server.   

MailStore  

With the MailStore module, incoming and outgoing Emails can be archived 
automatically through a SMTP server. A licence is required to run the scheduler 
in this module. 

SAP Archive Link *  

In order to use SAP Archive Link (Interface to SAP) a licence is necessary in 
FileDirector. 

ODBC* 

With the ñODBCñ function you can set up an access to an ODBC ï source. This 
must be licensed for usage. For the configuration of an ODBC - links please 

read the chapter   ќ ODBC-links 

WebServer access  

WebServer needs to be installed and the licence ñWeb accessò has to be 
activated. 

Audit Trail*  

In the SBE version it is only possible to access the properties of the logging 
configuration.  The logging must be licensed to provide a complete logging of 
all activities. 

Container *  

Saving documents in Container is only available in the full version, provided 
that container option is licensed. 

Server  

It is possible and useful to use several servers in a big installation. The servers 
can be used as a WEB garden or as a WEB farm. If more than one server is 
used, each server must use an individual licence. More specific information 
concerning licensing can be found in the installation guide. 

COLD Server  * 

A valid COLD licence must be present when a cold import scheduler is used. If 
no COLD licence is present, the COLD import template can be created, but the 
COLD import scheduler will not be activated. 
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OCR Server  

An OCR licence for the server is needed to perform OCR full text recognition. 
The generation of full text index is only performed on the server. If forms should 
automatically be recognised during a file import, an OCR server licence is also 
required. If the server should be able to use OCR, the FileDirector Component 
Service and OCR engine must be installed. 

Codeless Connectors * 

Codeless Connector allows transferring information of external windows 
applications into FileDirector index fields by a key combination. 

Image Printer  

Image Printer is a printer driver, which convents print data to TIFF files. These 
TIFF files are directly filed and indexed with a template.  

OCR Clients  

OCR Client licenses are used for Forms recognition and automatic indexing. If 
this should be used, the Enterprise Manager, the Component service and the 
OCR Engine must be installed on the server or the client. If no OCR client 
licence is present, recognition zones cannot be configured. 
 
Hint: 
The support by Component Service for Windows 98 is discontinued. 

Asian OCR Clients  

For Asian OCR a licence must be present for each client using this option. 
Additionally an external licence of the manufacturer of the Asian OCR engine is 
required. 
If the engine is being installed, this external licence can be registered in the 
start menu. 

Virtual Network Printer (VNP)  

VNP are licenses for the ñVirtual Network Printerñ. This printer converts print 
data into TIFF files and stores them in a defined directory. These files can 
automatically be imported into FileDirector and additionally be recognised and 
indexed by a scheduler using OCR/ Forms recognition. 

Isis Clients  

The number of client, which can scan with ISIS, is displayed. 

Scan (name d)  

The number of FileDirector users listed by names and assigned to the fd-scan-
named group (previously: fd-prio-user), will have access to FileDirector and are 
allowed to scan and capture. The number of accounts in the group may not 
exceed the number of licences. 

Scan (concurrent)  

The number of FileDirector users who work simultaneously and belong to the 
groups fd-scan (previously: fd-user) or fd-admins. 
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User (named)  

The number of users listed by name and assigned to the group fd-user-named. 
These users should get access to the FileDirector and are allowed to retrieve 
and edit. There are only as many members allowed belonging to this group as 
licences exist. 

User (concurrent)  

The number of users that can work simultaneously and belong to the group fd-
user (previously: fd-web-user). These user can retrieve data in WinClient or 
WebServer. An additional licence ñWeb accessò is required. 

Ticker count  

Tickers are necessary to create retrieval CDs. On a retrieval CD, exported data 
can be displayed with a viewer, which is stored together with the data on a CD. 
For each retrieval CD created, a ticker is needed. Once a retrieval CD is 
created, it can be copied as often as needed without using another ticker.  

Expires on:  

An expiry date is displayed if a licence is time limited. If a licence has expired, 
FileDirector can still be configured, but retrieving documents will not be 
possible. Schedulers do not start, configured imports are not performed. 

Maintenance  expires on:  

The date of expiry is displayed on a maintenance agreement. When the 
maintenance agreement has expired, telephone support or update installations 
will not be available. 

DMZ Settings  

This option is only used in conjunction with a DMZ (see installation guide). 
Functions can be activated exclusively for a server that is located in a protected 
zone.  No external or unwanted actions can be executed. 
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Repli cation  

 

 
 
 
Data can be synchronised between different sites, if each site is equipped with 
a FileDirector server. The sites have to be connected via a network during 
synchronization or data changes. 
 

The  replication can be configured under system configuration ќ server ќ 

replication.  
 
To replicate data you need to create a cabinet on the original server. This 
cabinet is then cloned on the replication server (see Clone cabinet structure). 
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Original server definition:  
The original server is always the server that is responsible for the documents. 
When a document is created, the ID of the creating server is assigned to it, 
thus marking the server responsible. The responsibility for documents can be 
transferred to the target server, making it the original server for these 
documents. 
 
Hint: 
a) You need to ensure that the storage pool is available on the target server 
after the clone has been created. If the storage pool is pointing to a different 
path, it needs to be adjusted otherwise documents cannot be created. 
b) Make sure that the time settings of both servers do not differ more than five 
minutes. 

Create replication conne ction  

First there is only the current server in the ñreplicationò scope. The entry needs 
to feature the licence number as ID. 
If the branch ñReplicationò is selected a new server can be introduced to the 

replication by using the asterisk . 
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ID 

A server is identified via its licence number. If the licence number changes, the 
ID of the first licence number is preserved. 
 
Hint: 
Never change this ID, because it is used to synchronise and transfer replicated 
data. 

Description  

A description can be entered for the different servers, in order to differentiate 
the original server from the target servers. 

URL 

The URL is used to connect with the target server. The URL format needs to be 
http://[targt-servername]/filedirector or http://[targt-IP-address]/filedirector. 
 
Hint: 
A secure connection can be alternatively established via https://. 

Enter user fd -server account with name/password  

To be able to connect with the target server, the fd-server account of the target 
server has to be entered. If both servers are running in the same domain and 
use the same fd-server account, ñuse integrated windows security (fd-server) 
can be ticked.  
 
If the servers are running in different domains, an account of the target server 
having access to the FileDirector has to be entered in the format ñ[target-
domain]\fd-serverò, i.e. an account assigned to the group fd-admins or fd-
scan/fd-scan-named with the right to create data. 
 
When installing the FileDirector server locally, the target domain is the server 
name. 

Online  

The setting has to be switched to ñonlineò to be able to establish a connection. 
The replication will be handled by a scheduler later on. The scheduler can only 
replicate data when the connection is online. When the connection is set to 
offline, replicated data from a different server cannot be checked out and 
changed. When being set to online, data from a different server can be 
checked out and changed. 

Test c onnection  

The ID of the target server is requested and listed when the connection test is 
successful. 
 
Once a connection was successfully established, the cabinets to be replicated 
can be configured. (See Cabinet for replication) 

 
 
 

http://[targt-servername]/filedirector
http://[targt-IP-address]/filedirector
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Users and Groups  

While installing FileDirector a user account and five special groups are created 
to work with FileDirector. 
 
To ensure the integrity and security of the data stored in FileDirector, no user 
account has direct access to document data; all document access is performed 
through the special server account. If a new user should be able to work with 
FileDirector, he must be member of one of the FileDirector groups created 
during installation. 
FileDirector works with concurrent licenses, a defined number of users have 
simultaneous access to FileDirector Server. More users can have FileDirector 
applications installed; a linked session to FileDirector server is automatically 
closed after a defined time of inactivity. 

FileDirector -internal  users  

New in FileDirector 2.5 is the option of a FileDirector-internal user 
administration. This administration is independent from the Windows user 
administration. 
The FileDirector user provides a similar functionality similar to using Microsoft 
Windows. Accounts could be created time-limited, users can be asked to 
change predefined password on first log-on and account can be disabled. 

 
Hint: 
Changes in IIS could be necessary when using the FileDirector-internal user 
administration. 
Please refer to the installation guide. 

 
 

The setup of the FileDirector accounts is done through the Ăusers and 
groupsñ node in EnterpriseManager. 
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Select in the context menu of the right mouse button of the node ñusers and 

groupsñ   ñNewñ. 
 

In the now opening window the details for the users could be set within the two 
taps ñgeneralò and ñdetailsò. 

 

General  

In this tab you could set the general settings. 
 

 
 

Name: The drop-down box shows you the virtual domains 
setup in ConfigUtility and the log-in name of the user is 
specified. 

 
Full name:   The full name of the user must be typed in. 

 
Description:  A descriptive text could be typed in. 

 
Groups: This option is used to create a group instead of a user. 

A name and a full name must be provided to create a 
group successfully. 
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The name you entered in field name is the name of the 
group. 

 
E-mail:   An email address can be entered here. 

 
Account is disabled: If this checkbox is selected, the access for this user is 

denied. 
 
 

Account expires on: An expiring date could be defined. The account is 
disabled automatically. 
This is recommended if a user should have access for 
a specific period. 

 
User must change 
Password at next logon: It can be defined that the password set by the 

administrator during the installation must be changed 
at next logon. 

 
Password: A password for the user is to be set in this field. When 

the checkbox above is selected this password must be 
changed at next logon. 

 
 

Repeat Password: Repeat the password entered above. 
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Details  

Additional information such as title, position or telephone can be entered in this 
tab: 

 

 
 

FileDirector -internal  groups  

Of course, the FileDirector-internal user administration can deal with groups. 
 

For this the corresponding groups are set up through the context menu of right 
mouse button of the node ĂUsers and groupsñ. 
The field name and full name must be filled. 

Adding multiple user or a single user to a group  

After the groups are set up the users can be allocated to the groups. 
This could be done by selecting the user and open the properties of this user 
account. Select the tab ñMember ofò and the button ñAddò. A list of groups is 
shown and can be selected with a double-click. 
The other option is to select the group and select the tab  
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Hint: 
A user must not be member of more than one licenced group. 
Please keep this rule in mind when designing your group structure. 

 
 

 
 

Adding multiple users to a group  

After the groups are set up the users can be allocated to the groups. 
This can be done by selecting the group and open the properties of this group. 
Select the tab ñMembersò and the button ñaddò. A list of users and groups 
appears, select either the group or users you want to add. 
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Windows  users  

The Windows users are users administrated locally on the Windows computer 
or centrally-administrated on a Windows server with an Active Directory. All 
user are created using operating system functionalities 

Creation of User  

Users are created using operating system functionalities. The users who will 
use FileDirector, are added to one of the FileDirector groups.  
The users can be moved to special group, which is given rights in FileDirector.  
The user account must be imported if users are moved to a special group that 
are given rights in FileDirector.  
If single user in existing groups should be given different rights than the group 
rights, the user account itself must be imported. 

ќ Import system accounts 
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If accounts are available they can be assigned to cabinets. ќ Security on 

cabinets 
The rights on cabinets are inherited to document types and can be configured 
on this level as well. 
 
Hint: 
Imported user accounts are stored in table accounts of the relevant database. 
Accounts used on cabinet level are stored in table ñCabRightsñand accounts 
used on document type level are stored in the table ñDoctypeRightsñ. Rights 
cannot be copied in database tables. 
 
If all records are deleted from these tables, the current user in the group fd-
admins is automatically entered. With this action user access problems can be 
reset. Therefore only authorised user should have access to the databases 
themselves. 

FileDirector groups and the ir  default rights  

Following groups have to be administered in order to allow users to work with 
FileDirector. A user should always be assigned to one of these groups. If a user 
is a member of more than one group, the most restricting rights become 
effective. 
 
 
Hint: 
If the group names are changed, the group configuration can be displayed in 
the ConfigUtility -> tab ñUser and groupsò. 
 

fd-admins  

Accounts in this group have full administrative access to FileDirector. They can 
configure the system administration area of the Enterprise Manager, user 
management and the schedulers of the server. 

Fd-scan -named (licence: scan (named))   [prior: fd -prio -user]  

Members of this group have guaranteed access to FileDirector, and can scan 
and capture documents. The number of accounts made a member of this group 
must not exceed the number of named licences purchased. 
 

Fd-scan (lic ence: scan (concurrent))   [prior:  fd-user]  

Members of this group have access to FileDirector and can scan and capture 
new documents. If this group has full permissions within a Cabinet, the user is 
allowed to administrate the Cabinet. There can be more users added to this 
group than licences exist. If all licences are in use, one user must be logged out 
to free the licence for the next user. 
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Fd-user -named (licence: User (named))   [prior: no analogy]  

Members of this group can search and edit documents, but they canôt scan or 
create new documents. The number of accounts made a member of this group 
must not exceed the number of named licences purchased. 

Fd-user        ( licence: User (concurrent))   [prior : fd -web-user]  

Members of this group can search and edit existing documents. If a user is only 
in this group, he can login to the WinClient to search and edit. There can be 
more users added to this group than licences exist. If all licences are in use, 
one user must be logged out to free the licence for the next user. 

 

Outdated groups from FileD irector versions 1.x.x  

The groups from FileDirector version 1.x.x can be used in the new version. 
Corresponding group names and licences of the different versions are listed 
below: 

 

Outdated FileDirector  
versions 1.x.x 

New FileDirector  
versions from 2.0.0 

Group name Licence name Group name Licence name 

Fd-admins  Fd-admins  

Fd-prio-user Priority Licenceer Fd-scan-named Scan (named) 

Fd-user Capture Licencer Fd-scan Scan (concurrent) 

Fd-web-user Web User Fd-user User (concurrent) 

not existent  Fd-user-named User (named) 

Access structures ï Sequence of the licence usage  

Parameter /scanstation  

For a user of the group fd-user-named und fd-user itôs possible to use the 
WinClient to search or edit documents ï scanning is not possible. 
If these users should be able to log on a scan station for scanning, they could 
get a user-licence in exceptional cases. Therefore the WinClient must be 
installed on the scanner workstation and a link to the following file created: 
 
C:\Programme\Dieter Spielberg DMS GmbH\FileDirector WinClient\FileDirector 
WinClient.exe  
 
You can add the parameter /Scanstation in the properties of this link. Thus the 
WinClient starts with this option. 
 
ñC:\Program Files\Dieter Spielberg DMS GmbH\FileDirector 
WinClient\FileDirector WinClient.exeñ /Scanstation  
 
When a user of these groups logs into this WinClient a scan licence is allocated. 
When the user log on their own computer without this option they get only 
search rights. 
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The following list shows the order in which licences are allocated. 
 

 
ScanN   = Scan (named) 
ScanC   = Scan (concurrent) 
UserN   = User (named) 
UserC   = User (concurrent) 
        X  = not licensed 
 

User access EnterpriseManager  

The user opening EnterpriseManager does not take a licence for the opened 
EnterpriseManager. 

User access for a scanstation  

(WinClient with the parameter /scanstation) 
 

       FD-Admins  (ScanN)*     Ĕ ScanC  Ĕ X 
       Scan-Named  ScanN      Ĕ ScanC  Ĕ X 
       Scan-Concurrent                    ScanC  Ĕ X 
       User-Named                            ScanC Ĕ X 
       User-Concurrent                       ScanC  Ĕ X 

Standard user acc ess (Search)  

(WinClient without the parameter /scanstation)  
 

       FD-Admins  (ScanN)* Ĕ  ScanC   Ĕ  (UserN)*   Ĕ  UserC  Ĕ X 
       Scan-Named  ScanN       Ĕ  X 
       Scan-Concurrent ScanC       Ĕ  X 
       User-Named  UserN       Ĕ  X 
       User-Concurrent UserC      Ĕ  X 

 
* If a user is a member of the group FD-admins is allocated a named-licence, 
the user must be a member of that specific group. 
 
Example: 
If a user logs on from the group ñfd-adminsò while not at a scanstation, without 
being a member of a named-group, first a scan concurrent licence is used. If all 
those licences are in use, the next free user concurrent licence is used. 
 
If the user is member of a named-group, first a licence of this group is used. If 
there is not any licence of that named-group available a free concurrent licence 
is allocated. 

 
Hint: 
The administrator can view the system configuration in ñactice userñ  showing 
the list of the logged in users and of the used licences. 
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Import system accounts  

If users accounts are assigned to the relevant groups and some of them should 
receive more restricted rights, they must be available on cabinet security level 
or document type security level. Therefore accounts can be imported from the 
groups and can be assigned and configured. 
 

 

   Import system accounts   

With the right context menu on the selected node ñUsers and groupsò the 
command ñImport OS accountsñ can be run. In version 1.4 or later users and 
groups are not chosen anymore but a scheduler is started which imports the 
users and groups of FileDirector automatically. 
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Limit the permitted user licences per group  

All users and groups are listed in the window ñUsers and groupsñ after the 
import.  
Now they can be added to the security of cabinets and document types. In the 
right frame of the Enterprise Manager the properties of users or groups can be 
chosen with double click or right click on ñpropertiesò and there you can limit the 
FileDirector licences which can be used by the users of a group at the same 
time. 
 

 
 
If all licences of one group are in use, the next user can not login until another 
user logged out and frees the licence. So a group can contain more users than 
licences and the purchased licences can be allocated to different groups. 

Delete accounts  

If accounts are deleted using context menu in ñUsers and Groupsò, the relevant 
rights in cabinets are not deleted.  They reappear, if the relevant user is 
imported again. 
 
If rights of an account should be deleted completely in FileDirector, the user 
should be deleted in Windows and the relevant group should be re-imported. 
Afterwards FileDirector knows that the user does not exist any longer and all 
existing rights are deleted. 

Email address  

For Process Management an Email address can be stored for messages 
coming from Process Management. Ÿ See ñEmailò in section Process 
Management  
 
If accounts are imported from ADS, Email addresses are added automatically. 
If installation is on a local system or not using ADS, the Email address can be 
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added in FileDirector Enterprise Manager in properties of the respective 
account. 
 
To import a later configured email address from ADS you can import the 
appropriate users/groups again.  

Set user absence  

 

 
 
When using the process management the documents will be sent to a user to 
be defined in a personal list. For this purpose, each user can set up his 
absence himself. The process management will use the appointed assistant to 
send the documents. If a user is unable to set up his absence, the administrator 
can manage this centrally in the properties of each user.  
Open the node ñusers and groupsñ and select in the properties the tab 
ñAbsenceñ. Set up the period of absence.  
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Security  

Selecting ñSecurityò from the context menu of a user, all rights for all existing 
cabinets are shown in an overview. 
This overview can also be generated for groups. 

Client Configuration  * 

In the client configuration the settings and menus of Enterprise Manager for the 
clients can be predefined. Thus it can be ensured, that members of the same 
group use the same settings.  
 
Use node Client Configuration  and create a new Layout by clicking New.  

General  

 
In tab General  a name and description for the client configuration is entered. 
With Add  the users and groups using this layout can be selected. All users of 
the selected groups will use the stored layout when starting WinClient.  
 
 

 
 
 
Hint: 
If a user is member of several groups, the first layout found is used. Please be 
aware of possible unique assignments of groups and layouts. 
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Layout  

In tab Layout  the settings of the menu can be configured. The menu settings 
can be configured as in any other windows application. Each toolbar has a pull 
down menu, which is opened by clicking to the relevant arrow. Complete 
toolbars can be switched on and off. 
 

 
 

Allow changes on client  

If this option is not checked, the user cannot change the layout.  
If it is checked, the settings menu can be accessed directly in WinClient by 
double clicking the right mouse button.  

Allow quick changes on client  

The quick layout change displays the arrows between the on and off icons for 
the users of this layout. This makes adjustments easier. 

Enable /Disable commands  

This option allows switching off commands for a client from the menu bar and 
the control box. With this method commands can be restricted although the 
client is allowed to perform changes. 
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Customis ed configurations  

To setup client specific configurations click to customise. Under tab toolbars 
complete toolbars can be switched on and off. Under tab commands single 
commands can be added to the toolbars by drag and drop of the relevant icons 
to the toolbars. Select the icon to be added to a toolbar, drag it with left mouse 
button pressed to the toolbar of the client configuration window.  
 
 
 

 
 

Delete command from a menu  

If a command should be deleted from a menu, open the customization window 
and drag the icon from the toolbar to an empty area on screen. 

Options  

Tab Options  of the customization settings offers the possibility to change the 
appearance and function of the menus. It can be set, if the menus are 
displayed immediately or if they should appear after a short delay. If the menus 
should be displayed in original status, the menu settings can be reset to 
standard. The display mode of menus is configured by the menu animation.   

Big symbols  

Big Symbols enables menu icons to be displayed enlarged, for better 
recognition.  

Quick info  

Quick info is a text, which appears if mouse cursor is placed longer on a 
symbol. It can be configured, if quick info should be displayed and if the short 
cut for a key combination should be displayed. 
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Settings  

In Extras Ÿ Options several general settings can be set in WinClient. In order to 
preset these settings for a defined group of users, they can be configured in client 
configuration under tab Settings.   

Allow changes on client  

If this option is marked in the WinClient the menu Extras ќ options will be 

available for the user. 

Allow to work offline  

If the WinClient should always be connected to the server, you can use this 
option to allow or deny the offline mode. With it you can prevent work being 
done offline. The WinClient without intent and the user can check-in the local 
scanned documents every time. 
 
The explanations for the single options can be found in user guide of WinClient.  
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Upload Scheduler  

The Upload scheduler is used is used to check in new or checked-out 
documents automatically. In client configuration the settings are stored for the 
relevant groups and accounts. Contents of index fields can be used as 
conditions which must be fulfilled for an automatic Check-In for the specified 
groups and accounts. 
 

 
 

Requirements  

The WinClient must be active and logged on with a correct account when the 
automatic Check-In time is reached 
 

Setup condition for automatic Check -In 

The setting of ñCabinetò and ñDocument typeò must be specified. Only 
documents for this cabinet and type are regarded during automatic Check-In. 
Then the conditions for automatic Check-In are defined by specifying index 
fields. 
 
Index  field : The field must contain information, which must follow the following 
conditions: 
 
Comparison :  

* If the character string is part of the index information 
= exactly this value 
> bigger than field value 
>= equal to or bigger than field value 
< smaller than field value 
=() if field is empty  
<>() if field is not empty 
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Field  value  
This value defines the field content. A field must contain a specified value to be 
checked in by the upload scheduler at the specified time. 
 
If several conditions for automatic Check-In are specified, they are processed 
one after the other, the conditions are not linked logically. Make sure that the 
conditions specified are logically structured and do not list contra dictionary 
settings. 

Configuration  of Check -In time  

The point of time for Check-In has to be set to a specific time of the day.  
 

   
 
If an upload scheduler is defined for an account, it is displayed as an icon in the 
tray of the client PC when the relevant user is logged to the WinClient. If you 
position the mouse cursor on the upload scheduler icon, a tip tool appears 
which displays the specified time for automatic Check-In. 
 
The configured time is the time of the client.  
Example: If you set a time of 15:00 on a server in Europe, the upload runs at 
15:00 in Europe and delayed at 15:00 local time in the USA. 
 
 
Hint: 
If the specified time is changed in Enterprise Manager, WinClient needs to be 
restarted. 
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WebServer Settings  

  
 
 
When data is retrieved over the web access with a browser from FileDirector, 
the basic settings for the WebServer can be predefined for the clients. Should 
the logged in client user not be allowed to change the settings on his own 
profile, demark the option ñAllow changes on client ò. 

 General  

Configure the language for the Web interface which will be used for the user-
group. If PDF Download  is set, the downloaded documents will be 
automatically converted to pdf files. 

Hitlist  

Here you can configure how many documents are shown on one page after 
searching and whether the thumbnails are displayed on the page. If the User 
works with a small monitor, it is helpful to use this option for a better overview. 



 

52 ¶ System configuration   FileDirector 2.5  
 

Image 

The quality of the images downloaded displayed can be set for the WebServer. 
The higher the percent value the better the quality and the more kb the file has. 
Should a slow connection to the server (e.g. a modem) be used, set the value 
to a lower quality to increase a better performance result. 
 
Since version 1.3.1 the setting to show the index on the image page can be 
configured in the Client Configuration from the Enterprise Manager.  
 
Predefine, whether the user is allowed to see revisions in the WebServer. 

Events  

FileDirector displays information about the activities for a cabinet and the 
currently active users.  

Audit trail configuration  * 

Select node Audit trail  and click to properties. Audit trail must be configured 
initially after installation, if it is to be used. 
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Settings  

 

 
 
In tab Settings  configurations are created for FileDirector and how it should 
delete entries from audit trail database and which entries should be stored. 
50% of a predefined amount can be removed or entries can be removed after a 
defined delay. 
A path for the storage of log data can be set if Archive Log files  is activated. 
All entries of audit trail that are normally deleted are now stored.  
 
Ensure that the specified path set has enough storage space for the logdata 
available. It should be freed regularly from old logdata.  
Additionally you have to specify which type of event is being logged. Select 
information, warnings or errors. 
Clicking to Purge log now deletes all entries immediately. If the option ñArchive  
Log files ò is set, the log is not deleted, but it is written to the specified path. 
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Hint: 
The audit trail should be deleted, periodically, because all entries are saved in 
the database and so the database is increasing. If the export causes a timeout, 
read the section òOptimization of SQL -Server performanceò in the 
installation guide.The settings should be created only for entries that are logged 
which are really needed. 
 

Server  

 
 
In theServer  tab you can specify the events to be logged for the FileDirector 
server, the Process Management and the schedulers. Tick the appropriate check 
boxes. The event types to be logged have been specified under tab Settings . If 
Log any type of event  is ticked, all events (information, warnings and errors) are 
recorded regardless of any other settings. 
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Sessions  

 

 
 
In tab Sessions  the logged events per session are selected. The event types 
to be logged have been specified under tab Settings. If Log any type of event  
is ticked, all type of events (information, warnings and errors) are recorded in 
this area regardless what general settings have been made before. 
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Activities  

 

  
 
 
In Activities  the events to be logged are specified individually for Search, 
document state change and general document activities. Tick the relevant 
boxes.  
The event types to be logged have been specified under tab Settings . If Log 
any type of event  is ticked, all type of events (information, warnings and 
errors) are recorded in this area regardless what general settings have been 
made before. 

Display  audit trail  

After audit trail has been configured, the log database can be displayed. If 
Audit trail  in left part of Enterprise Manager is clicked, a template is being 
opened in the right part, where a detailed list of activities can be created and 
displayed. 
In the upper part document types and users can be selected. Specify the range 
of time for the audit trail to be displayed. Individual start and end dates can be 
specified using setting Custom ised in field duration . 
 
The button Create list  will display relevant entries 
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Display archived logs  

FileDirector only holds a limited amount of log database entries. It may happen 
that an entry to be displayed is not available. If you have selected to archive log 
files, they can be displayed by selecting Archived .  
When clicking button Create list  a list of log files on the selected archive path 
is displayed where the relevant log file can be selected for display. The stored 
log files are time stamped. 

Convenient display of audit trail  
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Entries can be grouped by columns by dragging the column header into the 
dark grey area on top of the column headers. If grouping should be switched off, 
drag the column header back into the line.  
Entries can be sorted alphabetically ascending and descending by click to the 
column header. The second click toggles the sort order. 
 
Double clicking on an entry of the list opens a window with detailed information. 
If an entry is linked to a document, it is possible to display the document 
directly in WinClient, by clicking to the button Show document (WinClient) . 
 

Export part of the audit information  

In order to export parts from the audit trail select the relevant entries. This can 
be achieved once the entries are sorted in a particular way.  Select the entries, 

use button ñExport listñ  in order to export these information into a text file. 

Active users  

By clicking node Acti ve users  in the left part of the Enterprise Manager 
window, the list of currently active FileDirector users is displayed.  
 

 
 

Session time out / Licenc es 

When installing FileDirector, a value for a session time out in minutes is 
specified in ConfigUtility. This value specifies the delay after which a licence is 
freed again, after the application (FileDirector Enterprise manager or 
FileDirector WinClients) is not being used. 
If an application is closed regularly, the licence is immediately available for the 
next user. 
When an application is terminated with windows task manager, the license is 
only freed after the session timeout (default: 30 minutes). 

SQL-Table ñActive Userñ 

The list of active users is stored in table ñActive Userò in database FDConfig . 
In order to free connections, which have not been freed immediately, the 
entries of this table can be deleted.  
(Attention: You might interrupt an existing connection). 
 
Hint:  
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If a scheduled message is set in options of WinClient, a connection to the 
FileDirector server is re-established after the defined delay. If this delay is 
shorter than session time out, the connection is never closed and the license is 
never freed automatically. 
 

Scripts  

FileDirector offers a way to provide individual designed scripts to users. These 
scripts can be run in WinClient by users previously defined in Enterprise 
Manager. 
 

  Via the button New with chosen node scripts a dialog opens to create a 
new defined script. You can set individual security settings for each script. 
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Name:   This is the name of the script shown in WinClient. 

 

Description : Enter a description which makes it easier to 
administrate the different scripts. 

 

Script : Enter the script itself as you would do it in a SQL query 
window. 

 
Table names : Define the names for the tables passed back from 

SQL. The names can be separated by ñ;ò. The first 
entry names the first table and so on. 

Parameters : Set parameters for the script entered above. The 
parameters are specified within Ă{ }ñ. 

 
Hint: 
Using the test option the parameters arenôt taken into 
account and the corresponding values must be 
entered into the script above to provide a proper, 
working SQL script. 

Test : Selecting Test you could easily check the result of the 
script and if necessary adjust it. 

 
Hint: 
The security settings of scripts is extremely important because the scripts are 
run under the fd-server account on database server. This account has normally 
administrative rights. 
 

Schedulers  

FileDirector offers adjustable schedulers for OCR full text recognition, retention 
processing, COLD import, file import and index import. 

Overview  

By clicking to Scheduler  in left part of FileDirector Enterprise Manager the 
configured schedulers are listed in the right part of that window. For each 
scheduler the columns Type, Description, Server, Start time, Interval, 
Enabled, Status, Created by and Created on  are displayed.  
 
 
Hint: 
To be able to control scheduler activities, the logging of the schedulers should 
be switched on in audit trail settings. In this case the schedulers will write the 
audit trail log. 
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See ќ Audit trail configuration  

 
The configuration of schedulers is always linked with other configuration 
settings. Hints to this can be found in the descriptions of the single scheduler 
types. 

Start scheduler immediately  

 

 
 

  If a scheduler is selected, it can be started immediately using menu of right 
mouse button. If the display is refreshed, the start time of this scheduler is set 
to the new value. 
  

 If a lot of data has to be imported, it could be necessary to stop a scheduler 
during runtime. Version 1.2.6 or later allows this functionality in right mouse 
button menu. 

OS account import scheduler  

In version 1.4 or later a special scheduler is predefined by the system, which 
can be configured for the automatic import of users from the FileDirector 
groups.  
In the settings of this scheduler it can be configured whether users, groups or 
both shall be imported. If users should be deleted, which are not available on 
the domain controller any longer or in a local installation on the computer, it can 
be configured in the scheduler. 
 
Full details on configuring users and groups are given in the Security chapter, 
and the FileDirector Installation Guide. 
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New scheduler  

Via the button New with chosen node scheduler a dialog opens to create a 
new scheduler. Choose the type of scheduler you want to be configured. 
 

 
 

ќ Full text reading   ќ File import  

ќ Retention processing   ќ Index import   

ќ Integrity check    ќ Index and file import  

 Ÿ Storage container   ќ COLD import  

ќ Document replication   ќ XML import  
      Ÿ FileDirector Import  

Ÿ Retrieval Import  

ќ MailStore  

 

General settings for schedulers  

Execute on server  

There are special settings for every scheduler. If more than one FileDirector 
server exists the licence can be chosen for every scheduler. If ñanyò is selected, 
the first server found with a valid licence will run the scheduler. 
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Hint: 
If several servers are configured, the scheduler can only be started when 
Enterprise Manager is connected to server on which the scheduler should be 
started.  

Scheduler interval  

The start date denotes the initial start date of the scheduler.  
The configured start date/time is relevant for each selected day. 
On each selected day the scheduler is started at the start time specified. The 
scheduler is restarted each time after the interval is elapsed until midnight of 
the specified day.   

Enable scheduler  

The scheduler must be enabled to be active and ready to start. Status displays 
actual status and time when the scheduler was started for the last time. This 
information can also be seen in the scheduler list display. 

Ending a scheduler  

With this option the activity of a scheduler can be ended on a certain time. This 
way you can pause e.g. a file import to start a backup process. 
 

System  Schedul ers  

Full text scheduler */ Setup full text recognition / FreeForm  

In order to setup full text reading, it must be enabled first. 

Requirements for full text reading configuration:  

 

¶ OCR-Server-Licence  

¶ Component Services installed on Server.  

¶ Account fd-server must have access to directory filedirector.data. 

¶ OCR Engine must be installed on the server. 

¶ Full text index must be installed in SQL-Server. 
 

Hint: 
If directory FileDirector Data (path to FileDirector document storage) is located 
on a different server than the FileDirector server, service ñFileDirector 
Component Serviceò must be started under account ñfd-serverò. Normally this 
data will be stored on the same server. 
 
In Microsoft SQL Server MSDE full text index is not available. 
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Setup document types fo r full text recognition  

Full text reading is only performed on document types which have been 
configured for full text reading. The full text reading must be switched on for the 
document types required.  
Check box ñInclude in OCR full textò must be switched on in properties of the 

relevant document type.   See ќ Document type 

 

Functionality of the scheduler  

This scheduler automatically performs OCR full text reading of all the 
documents stored in the relevant document type. The recognised text is written 
to the database of the cabinet. 
 
Hint:  
Fields of SQL database: 
The recognised texts are written by the scheduler to table FD-Images. Field 
ñOCRReadOnò and field ñOCRTextò are filled out. If field ñOCRReadOnò already 
contains a date, the document is no longer read. When reading has been 
performed right <Long text> cab is seen in field ñOCRTextò. If the filename of 
the file to be processed can be seen, the file could not be processed with OCR 
or it does not contain any text data. In this case check access rights of account 
fd-server to this path. 
 
If a page should be recognised again by OCR, column ñOCRReadOnñshould 
be emptied with SQL Enterprise Manager (enterò CTRLò +ò 0ò into this field). 
 
To make the OCR text available for full text search, a different scheduler in 
SQL server configuration must be set to build full text index of SQL server. 
 

See ќSetup SQL Server for full text retrieval 

 

Setup of full text scheduler  

First enter a description for the scheduler.  

Execute on server  

Option ñExecute on server ñenables full text scheduler to be performed on a 
different server in order to share the load between several servers in an 
environment with several servers. The server which runs the scheduler must be 
equipped with a valid OCR licence. 
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Scheduler interval and enabling  

See ќ General settings for all schedulers 

 

 

Setup SQL Server 2000 for Full text  

 
In order to retrieve documents via full text search in WinClient a scheduler must 
be configured in SQL server to fill full text index with the text recognised by 
OCR scheduler. 
 
Ensure that SQL server is installed with option Full Text  (full text index must be 
present). 
 
Hint: 
You can start the following query on the SQL server to check whether full text is 
installed or not.  
select FULLTEXTSERVICEPROPERTY ('isfulltextinstalled') 
 
0= not installed   / 1= installed 

 
In EnterpriseManager, determine the cabinet ID of the File Director cabinet to 
be selected for full text indexing. 
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Start SQL Enterprise Manager, open the relevant cabinet database and select 
ñtablesò. 
In the right part of the window the tables of the cabinet are listed. Click with 
right mouse button to table ñFD_Imagesò and select in Full -text index table  
menu define full -text indexing on a table...  .  
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Select as unique index for this table PK_FD_Images , which is proposed as 
default value. 
 
Select in column OCR Text in Select Table Columns . 
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Create a New Full Text Index and a New Full Text Indexing Scheduler 
according to your requirements.  
 
Please note that SQL server scheduler must be performed after FileDirector 
OCR scheduler has finished. When both procedures have been successfully 
performed full text retrieving functions of WinClient can be used. 
 
Hint: 
If you are using the SQL Server 2005 at least service pack 2 must to be 
installed. 
 

Setup SQL Server 200 8 for Full text  

 
In order to retrieve documents via full text search in WinClient a scheduler must 
be configured in SQL server to fill full text index with the text recognised by 
OCR scheduler. 
 
Ensure that SQL server is installed with option Full Text  (full text index must be 
present). 
 
Hint: 
You can start the following query on the SQL server to check whether full text is 
installed or not.  
select FULLTEXTSERVICEPROPERTY ('isfulltextinstalled') 
 
0= not installed   / 1= installed 

 
Determine in Enterprise Manager the cabinet ID of the File Director cabinet to 
be selected for full text indexing. 
Start SQL Server Management Studio, open the relevant cabinet database and 
select ñstorageò => ñFull Text Catalogò. 
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Select in the context menu of the right mouse button on the node ñFull Text 
Catalogò the option New Full -Text Catalog . 
 
Name the catalog in the now following dialog, in this example ñFileDirectorò, 
and confirm with OK. 
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Now the catalog has been created successfully. 
 

 
 
After setting up a full text catalog the index table must be defined. 
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Select the relevant database and select the table dbo.fd_images  and open the 
context menu of the right mouse button to select Full -Text index  => Define 
Full -Text Index . 
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Select as unique index for this table PK_FD_Images . 
 
Select in column OCR Text in Select Table Columns . 
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Select change tracking automatically. 
 

 
 
Now select the full text catalog set up before. 
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Create a New Full Text Index and a New Full Text Indexing Scheduler 
according to your requirements.  
 

 
 
The wizard has created a full text index successfully. 
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Please note that SQL server scheduler must be performed after FileDirector 
OCR scheduler has finished. After both procedures have been successfully 
completed full text retrieving functions of WinClient can be used. 

 

SQL Server Agent  

Service ñSQL Server Agentò must be started for SQL full text scheduler 
functionality.  
Set Start type  of this service to Automatic  in Services  under Control panel ï 
Computer management . 
 
The service ñSQLServer Agentñ should be started with the same account as the 
service ñMSSQLServerñ. 
 
Hint: 
In order to test the full text indexing immediately the index can be filled by 

clicking to FD_Images (right mouse button) ќ Full text index ќ complete 

indexing . 
 
If the full text index has been filled up, it can be controlled if ñNumber of unique 
keysò has increased in properties of full text index. 
 

Setup FreeForm  

The FreeForm Recognition depends on full text. Therefore it is set up through 
the Full text scheduler but the cabinet needs not to be set up with a full text 
catalogue. 
 
Select settings  from the Full text scheduler . 
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Cabinet:   Select a cabinet you want to perform FreeForm 

recognition on. 
 
Check the option FreeForm recognition  and set up the condition. 
 
Document type:   Select a document type where FreeForm should 

look for new documents. 
 
Index field:   Select (optional) an index field of the previously 

selected document type to define whether 
FreeForm should only be performed if the value 
of the selected index field fulfils the condition. 

 
Default country:   Preselect a country (United Kingdom, Germany, 

France, Australia or South Africa) for your forms 
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to improve the FreeForm performance and 
recognition results. 

 
Recogn ised type:   This is the internal recognition type of the 

FreeForm engine. 
 
Target document type:   Select for each recognised type, a document 

type where a recognised document should be 
put into and assign the index fields of the target 
document type to the recognition fields of 
FreeForm. 

 
Validate:   When the checkbox for an index is set the 

recognised value must be verified. This is done 
by either checking recognised value with a 
database or by internal calculation of the 
recognised values. If a recognised value could 
not be validated it must be confirmed or 
corrected by a user. This is done through the 
post-indexing option in WinClient. 

 
Add recognition fields:  This option field can be added to the FreeForm 

recognition and trained with a learning 
functionality of FileDirector. 
Fields that are to be trained must be set to 
ñvalidateò. After a successful learning the 
selection can be removed from the check box. 
If the selection ñvalidateò is not removed the 
user is still asked to validate/ train these 
documents. 

 
Hint: 
It is sufficient to validate the company name because at the same time the 
complete address is checked with the database. 
 
Additional to the entry of the supplier a mask is generated for the invoice 
number. If the supplier changes the mask of the invoice number the document 
is send to the user for verification and training purposes, again. 
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Retention Control  scheduler  * 

 

 
 
This scheduler controls the retention of documents in each document type 
according to the settings stored and setup.  
Based on the configuration of the document type they can be moved to a 
process of Process Management, exported to a different storage location, 
exported and deleted or simply removed completely. Retention control (if 
active) is carried out on all cabinets present on your FileDirector server. 

See ќ Setup Retention Control of a document type 

 
Enter a description for a scheduler. Enable the scheduler by a tick in the 
relevant box.  

Execute on server  

Option ñ Execute on serverò enables retention control scheduler to be 
performed on a different server in order to share the load between several 
servers in a multi-server environment. The server that runs the scheduler must 
be equipped with a valid licence. 
 
When documents are sent to a process, they are processed on the server that 
carries a valid Process Management licence. 
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Scheduler interval and Enabling  

See ќ General settings for schedulers 

Integrity check scheduler  

Integrity check scheduler is available in version 1.3 and later. It creates a logfile 
for documents already stored in FileDirector and checks for integrity. The 
stored image files are compared with the XML file stored. This ensures that 
transmission faults caused by the network connection between client and 
server are listed in a protocol file. 
 
Hint: 
An integrity check is performed for data of the storage pool used 
(filedirector.data). Mirrored storage pools are not checked. 
 
 

  
 
A descriptive text can be entered to describe the scheduler. This text appears 
in the list of started schedulers. If the scheduler is enabled, the data is checked 
for integrity in fixed scheduler intervals.  
 
In section Scheduler interval  specify the respective days, at which time the 
scheduler should start and the time intervals after which a scheduler should 
become active again. The scheduler can be activated for any day of the week.  
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Execute on server  

The option ñExecute on serverò allows starting the scheduler on a different 
server in order to distribute workload among several servers.  
 

Time settings and activation   

See ќ General settings for schedulers 

 
Please note, the integrity log file is stored with a name containing a time stamp. 
Therefore the directory storing the log files must be cleared manually. It is 
recommended the time interval be configured not tp be too short in order to 
keep space for log files limited. 
 

 
 
Specify the cabinet to be checked for integrity in directory filedirector.data . 
Specify the path where the log files are stored. For each cabinet a separate 
scheduler and directory can be configured.  
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The following options can be configured: 
 

Treat 0 byte files as error  
If this option is checked, all files with size 0 byte are written to the log file. 
Please not, this maybe documents which are really empty and contain 
empty pages.  Files that have not been transmitted to the server correctly 
may also appear in this list.  
 

Check only new documents  
Using this option, only new documents are checked for integrity. This 
includes a check of the stored XML file and the assigned page files stored 
in the files directory of the document directory. 
Documents are treated as new documents, if they have been created and 
the scheduler was started most recently. 
 
Hint: 
If this option is not set, all documents are checked. This may take some 
time depending on the server load and data stored. It should then only be 
started at times where normal server work load is low. This setting should 
not be default; a complete check should not be performed repeatedly by a 
scheduler. 

 
Check deleted files  

If deleted documents are checked, the system regards the documents 
which contain a ñdeletedò flag in database table documents. If a document 
is deleted in FileDirector it is marked as deleted in a database table, but is 
not deleted physically. Deleted documents can be checked for integrity, but 
they are not displayed in WinClient during a search operation. 

 

Scheduler for container Storage *  

 
Containers that are defined in the storage pools and the storage location, can 
be filled up using this scheduler. The data of the storage pools are stored 
compressed in a Container to provide a comfortable backup. By using 
container the backup is more comfortable because of the compression of the 
data and therefore the increase of the performance. 
 
When this scheduler is run, the data from the data path (standard: 
filedirector.data) is written to the target directory of the container. Data stored in 
mirrored storage directories are not put into a container. When a document is 
changed, the revision will be stored to the original storage location (and with a 
corresponding configuration mirrored). During the next run of the container 
scheduler the data will be written to the container. 
 
Enter a describing text in the dialog window which will be displayed in the list of 
schedulers. When a scheduler is activated the backup to the predefined 
Container will run to the stated intervals.  
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Configure in the area time interval  on which date and time the scheduler 
should run and the time interval the scheduler should run. The scheduler can 
be activated on any day of the week. 
 

Run on server  

The option ñrun on serverñ allows you to run the scheduler on a different server 
to share the load. 
 

Time setup and activation  

See  ќ General settings of schedulers  

 

  
 

Settings  

In the tab settings the cabinet is selected and it is possible to define further 
setting this tab. 
Furthermore conditions within a cabinet can be specified. These conditions 
could be a single or multiple document types of a cabinet and a value of a field. 
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Document replication scheduler * 

 

 
This scheduler starts the replication of data on a FileDirector Server located on 
the other site. In order to do so, the replication licence has to be activated on 
the server starting the scheduler and the connection setting of the cabinet(s) to 
be replicated has to be set to ñonlineò (see Configure cabinet for replication). 
 
Enter a describing text in the dialog window which will be displayed in the list of 
schedulers. When a scheduler is activated the backup to the predefined 
Container will run to the stated intervals.  
 
Configure the area time interval  on which date and time the scheduler should 
run and the time interval the scheduler should run. The scheduler can be 
activated on any day of the week. 
 

Run on server  

The option ñrun on serverñ allows you to run the scheduler on a different server 
to share the load. 
 
For this the target server of the FileDirector has to be equipped with the 
corresponding licence. If the documents should be indexed by an OCR form 
recognition, the option ñOCR Clientò needs to be licenced on this server. 
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Time setup and activation  

See  ќ General settings of schedulers  

 
 

Import Scheduler  

File import sched uler *  

 

 
 
 
This scheduler performs an automatic file import with or without automatic 
Forms recognition/OCR. A description is entered in the scheduler configuration 
window which is later displayed in the list of schedulers. Enable the scheduler 
for starting. Configure a time interval and a start date/time for the scheduler to 
be active. Each day of the week can be selected individually for scheduler 
activity. 
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Execut e on server  

Option ñ Execute on server ò enables the scheduler to be performed on a 
different server in order to share the load between several servers in a multi-
server environment. The server which runs the scheduler must be equipped 
with a valid licence. If the documents should be recognised using OCR Forms 
recognition, this server must be equipped with a valid OCR client licence in 
order to perform OCR reading. 
 
 

Scheduler interval and enabling  

See ќ General settings for schedulers 

 

Monitor Directory  

If Monitor directory is switched on, the relevant directory is watched for files to 
appear in this directory. If a new file is stored to this directory an ñeventò 
triggers the scheduler, it is started automatically after a few seconds. 
 
 
Hint: 
If files should be imported which are already present in the directory, they are 
only imported after this ñeventò occurred, that means if a new file is copied to 
the directory. In this case the scheduler can also be started manually in 
FileDirector Enterprise Manager.  
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File Import settings  

 

  
 

Cabinet/ document type  

Choose the cabinet and the document type to where the documents will be 
saved. When you choose the cabinet, the document types of this cabinet will be 
selectable as target for the file import.  

Import directory  

In the tab File import a dialog will be opened where you can configure the 
import directory. The user fd-server must have appropriate rights to access this 
folder, as the server retrieves the data with this user. 
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Hint: 
Please note that no other program (e.g. a virus scanner) should be allowed to 
have access during an import process. If so, errors may occur during import 
due to blocked files.  
Also the temporary folder \Windows\temp\FileDirector\Server\Import should not 
be accessed by other programs. 
 

Use OCR and form recognition  

If OCR forms are defined for the data to be imported, the documents can 
automatically be indexed in the background. Make sure that the form 
recognition is licensed. The configuration of the forms should be scrutinised 
before an automatic import is started. 
 
Full f orm s recognition  
If all forms should automatically be recognised and sorted to the defined 
document types, the option ñfull form recognitionò must be used. 
 
Document type limited form recognition  
If multiple forms are defined for the document type which is set in the field 
ñdocument typeò, only these forms are used. 
 
No form r ecognition - Always use this form  
If only a special type of documents has top be indexed, a clearly defined form 
can be used. 
 

See ќ OCR-forms recognition 

 
Single page mode  
When you use this option for importing each file in a folder is read and imported 
as a single page document. Multipage TIFF files are split up and imported as 
single page documents. 

 
 

Important information for the  file import  

 
A multipage TIFF file is imported using the default setting as a multipage 
document. 

 
The settings of the OCR recognition of following and last page are not used for 
files in subfolders (e.g.: VNP), because normally VNP automatically creates a 
new subfolder per document.   
Settings for following and last pages are only taken into account for multi-tiff-
files. 
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Important hints for the data import  

In the default setting single tiff files are saved as one document. If these tiff files 
are saved in a subfolder, they are treated as a multipage document. 
 
A multi-tiff file is imported as multipage document in the default setting. 
 
The settings in the form recognition for following- and end pages are not 
applied to documents in subfolders (e.g. VNP), because in the normal case 
here is one document saved per subfolder. The following- and end pages 
configuration is only considered for the import of a multipage file. 
 

Split filename  

This option is only available if no form recognition is activated or the option 
ñDocument type limited form recognitionò is set, because the target document 
type must be known. 
 
Files which were named with the index data as filename, the name can be split 
and imported as an index. The precondition is to have field separators in the 
filename between the indexes.  
 
Example:  
In the import path are tiff files with the following names: 
 
0001_Schneider.tif 
0002_Schmitz.tif 
 
As field separator the underscore is configured ñ_ñ. The number of fields counts 
2. 
 
Value1 is mapped to the field, which will be filled with the content 0001, e.g. 
customer number- Value2 is mapped to the name.  
 
If ñInclude path in filenameò is activated, the path will be taken into 
consideration during the split process. 
 

Set field to value  

Here special fields can be set to a fix value. This setting is identical to the 
setting in the scan profile. With this option you can set e.g. a state field or a 
condition field for the process management.  
 

Overlay  

An overlay is an image which is put behind a text. If e.g. via the VNP only the 
text is put into a tif-file, you can add a letterhead with an overlay for archiving. 
This overlay is being merged with the imported Tiff-file and is stored in 
FileDirector.   
 



 

90 ¶ System configuration   FileDirector 2.5  
 

Select with the button    the files and add them to the list to add an overlay. 
The stored files should have been scanned with the same resolution as the files 
imported. If more than one overlay is loaded into the list, they will be available 
in this cabinet as option in the next File Import Scheduler.  
 

  By using this icon you select the overlay which is to be stored from the list. 

If you want to delete the stored file, please use the  button. 
 

Forcing black -and-white pages  

When a coloured overlay is stored, you can merge and save this file as a black-
and-white image with the imported data. The advantage is that the data volume 
of the images is reduced remarkably.  

Preview of the merged image  

Using this option you can see how the master suits the final data. For testing 
purposes you can select a file which is to be imported later. This might be e.g. 
a file created with the VNP for testing.  
 
Hint:  
Please keep in mind that now the conversion of the formats and the merging of 
the images are being tested. A major deviation of the dpi-values of the overlay 
and the final data might mean a major calculating effort and a loss in quality. 
The amount of RAM can increase extensively as well.  

Convert to PDF/A  

PDA/A is a as an ISO-norm passed standard when for using PDF for long-term-
archiving of e-documents. By using this option the imported data will be 
converted to the PDF/A format when they are checked-in. 
 
Errors  
If documents cannot be recognised during file import, they are moved to a 
subdirectory ñErrorsò and the file name is amended with a date/time stamp. 
More information concerning errors during importing can be found in audit trail 
log of FileDirector Enterprise Manager or in the application log of Windows 
event viewer. 
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Index Import Scheduler *  

 

 
 
This scheduler is able to import index data to an existing document 
automatically. For example client information from a client list (comma 
separated text file) can automatically be imported to FileDirector index, if part of 
the client information is already indexed. 
 
If a new file import scheduler is created, a description can be used to describe 
the import. 
 

Scheduler interval and enabling  

See ќ General settings for schedulers 

 

Index Import settings  

In tab Index Import  a dialogue is opened, where the import directory can be 
specified. Account fd-server  must have access to this directory, because 
schedulers are performed automatically by the server. 
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Example of an index file without control characters:  

 
201, Smith, Walter 
202, Kern, Richard 
203, Tiger, Tina 
 
Select cabinet and document type to be used for index import.  
Configure field separator (in this case comma) and number of fields, so that the 
index file can be processed correctly. 
If the document type contains a field already indexed (for example Customer), 
this field is defined as the Connect value. With help of this connect value the 
other fields are assigned to the index fields. 
 
If multiple fields are defined as connection fields, they all have to match in order 
to add data from the index file. 
 
Hint: 
Multpile connection fields can only be setup when using an index file. The 
option is unavailable when importing from an ODBC source. 
 
During import customer surname and first name are imported according to the 
customer number already specified. 
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Example of an index file with control characters:  

 
Some software systems create index files with control characters. A possible 
example could be as follows: 
 
^201^, ^Smith^, ^Walter^ 
^202^, ^Kern^, ^Richard^ 
^203^, ^Tiger^, ^Tina^ 
 
In order to process this index format, the control character at the beginning and 
end of an index entry must be ignored. This can be achieved by ñLeft trimò and 
ñRight trimò of single characters.  

Index Import via ODBC *  

 
To perform a direct index import from an ODBC source, this ODBC source 
must be configured first. An ODBC source could, for example be a table from a 
different database. 
 

See ќ ODBC Sources 
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Select cabinet and document type from where the index data should be 
imported. If unique index information is already stored, further index can be 
read from the ODBC source.  
 
For example if documents are already stored with unique client number, the 
relevant address data can be read directly from an ODBC source, which 
contains this information. 

Connect value with --Document ID -- 

Each document gets an indiviual document-ID. This ID is saved in the database 
of the cabinet in the table FD_documents. 
With this ID every document can be definitely identified. If imports are 
controlled from other systems it can be helpful to connect with this ID the 
indexdata for the unique indexing. 
 
If the document IDôs are read from the database by another system and are 
made available for the index import, the ID can be configures as connection 
field in the index import scheduler. 
 

Create documents with 0 pages via  index import  

If the connection field in the FileDirector is not found, in version 1.3.1 or later it 
can be optionally configured that these documents are created with 0 pages.  
To configure this, the following entry can be set in the web. Config of the 
server: 
<add key=ñFDServer.IndexImportCreate0PageDocsñ value = ñ1ñ />  
 

Deleting double documents during index import  

If documents are imported multiple times it can happen, that you have identical 
documents with the same index data. To delete these double entries from the 
data folder ñfiledirector.dataò the following entry can be set in the web.config: 
<add key="FDServer.DeleteDuplicateDocuments" value="D:\path\" /> 
 
Hint: 
The path must exist on the same local drive as the Inetpub folder of the 
Filedirector. 
 
ATTENTION:  
The data is moved in the configured folder and completely deleted from the 
storage pool and the database!!  
 

Move Indexfile in a folder ñsaveñ 

If the Index file is not to be read again after an import, it can be automatically 
moved in a folder which is named ñsaveñ. This folder is automatically created as 
subfolder \save in the path where the indexfile is imported. To move the index 
file after the import the following switch is to be set in the web.config of the 
server: 
 
 <add key="FDServer.ImportSourceCopyTo" value="1" /> 
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Index - and File ï Import scheduler  

This scheduler is able to import complete documents which are stored as 
pages/files and an additional index file. The functionality of this scheduler is 
comparable with the manual import of WinClient, but the scheduler can perform 
this task at defined times automatically. 
 
A describing text can be entered, which is later displayed in the list of 
configured schedulers. If the scheduler is activated, it will start after the 
configured interval.  
 
Specify in Scheduler interval  on which days and at which time the scheduler 
should start its activity and which time intervals should be used. The scheduler 
can be active for any combinations of days per week. 

Execute on server  

Option ñExecute on serverò allows starting the scheduler on a different server in 
order to distribute workload among several servers.  
The relevant server must be installed and equipped with a dongle containing 
the necessary licence. If the documents should be indexed with OCR - Forms 
recognition the licence ñOCR Serverò must be installed on this server. 

Time settings and activation  

See ќ General settings for schedulers 
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Index - and File -Import settings  

 
In tab Index - and File -Import  a dialogue is opened where the import directory 
can be specified. Account fd-server  must have sufficient rights on this directory, 
because FileDirector server accesses this directory. 
 

Example of Index - and File -Import without control characters:  

 
201, Smith, Walter,000001.tif 
202, Kern, Richard, 000002.tif 
203, Tiger, Tina, 000003.tif 
 
In order to be imported the listed documents (in this case 000001.tif) must be 
stored in the same directory where this index file is stored. 
 
Select target cabinet and target document type to which the data have to be 
stored. Define field separator (here: comma) and specify number of index fields 
correctly so that the index file can be processed correctly. 
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Like in all other schedulers the settings should be specified in Enterprise 
manager on the server itself. Select cabinet and document type to which the 
data should be imported. With this scheduler new documents are created and 
each of them is stored with a new unique DocGuID. 
 
Hint: 
If documents should be appended to already existing documents, the index 
used must be unique (seeing in properties of the relevant index field). 

 
 
Option ñLeft trimñ and ñRight trimñ can be used to cut off special control 
characters like field delimiter characters. Some external systems create index 
files including those control characters, which must be filtered out during import. 
 
Hint: 
Index- and File import scheduler can also be used in connection with ODBC 
configurations.  
 
Condition  
The option condition allows specifying a condition for the import. 
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COLD Import scheduler  * 

 

 
 
This scheduler enables automatic COLD import of spool data according to the 
import templates configured. In defined time intervals the system will process 
and import the data stored in the defined directories according to the COLD 
template settings specified for the relevant directory. Index data are imported 
directly from the spool files. The text pages are stored together with the index 
data in the relevant document type. 
A description is entered in the scheduler configuration window which is later 
displayed in the list of schedulers. Enable the scheduler for starting. Configure 
a time interval and a start date/time for the scheduler to be active. Each day of 
the week can be selected individually for scheduler activity. For configuration of 

a COLD import template see ќ Setup COLD Import template. 

 

Execute o n server  

Option ñ Execute on serverò enables COLD import scheduler to be performed 
on a different server in order to share the load between several servers in a 
multi-server environment. The server which runs the scheduler must be 
equipped with a valid COLD licence. If COLD licence is not present, COLD 
templates can be configured, but COLD import scheduler cannot be started. 
 



 

FileDirector 2.5  System configuration   ¶  99 

Scheduler interval and enabling  

See ќ General settings for schedulers 

 

XML Import Scheduler  * 

 

  
 
This scheduler allows to import XML files, where the index data are stored as 
tags. 
 
 
A name and describing text is entered in the scheduler configuration window, 
which is displayed in the scheduler list. If the XML scheduler is activated, it will 
start on the defined schedules.  
 
In section Scheduler interval  specify the respective days, at which time the 
scheduler should start and the time intervals after which a scheduler should 
become active again. The scheduler can be activated for any day of the week.  
 

Execute on server  

Option ñExecute on serverò allows starting the scheduler on a different server in 
order to distribute workload among several servers.  
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Time settings and activation   

See ќGeneral settings for schedulers 

 

XML-Import Settings  

 

 
 
In tab XML-Import  the import directory must be specified. Account fd-server  
must have access rights to this directory, because the XML import is executed 
by the server. This directory contains the XML file, which contains the tags to 
be imported and configured in the bottom part of this window. 
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Example of an XML -file : 

 
<?xml-stylesheet type='text/xsl' href='edj_display.xsl'?> 
<?xml version="1.0" encoding="utf-8" ?> 
 
<EDI_XML> 
<INVOICE> 
<INVOICE_HEADER> 
<INVOICE_TYPE>INV</INVOICE_TYPE> 
<INVOICE_NUMBER>2000004958</INVOICE_NUMBER> 
<INVOICE_DATE>08 Apr 2005</INVOICE_DATE> 
</INVOICE_HEADER> 
</INVOICE> 
</EDI_XML> 

 
The listed <Tags> are read from the XML file and entered into the index fields 
linked with the tags. In order to select index fields, a cabinet and a document 
type must be selected. 
 
In order to assign a layout to an XML-file, it is linked to an XLS-file. The header 
of the XML-file contains a link to the respective XLS-file. In order to import data 
with a defined layout, the respective XLS-file can be selected as an overlay. 

Once an overlay is selected, it is automatically listed. With button  the 

overlays can be selected from a list. With button  an overlay can be removed 
from the list. 
 
If configuration is completed, data can be imported from the respective 
directory. After being successfully imported, files are deleted from the import 
directory. 
 

After import the following symbol  appears next to the import directory. This 
denotes that the listed file has been deleted from the import directory. As long 
as there is no new file stored in this directory, no configuration changes can be 
made to the import settings, because a file with <Tags> to be read must be 
present to change this setup.  

FileDirector Import Scheduler *  

This general scheduler is currently only used for special customised modules. It 
will only be used in combination with custom specific program adjustments. 

Retrieval Import Scheduler *  

The scheduler for Retrieval Import has been available since FileDirector 
version 1.5.2. Using this scheduler you are able to import data from cabinets 
that have been created by the Retrieval Export in the WinClient (Please read 
the chapter Ÿ ñCreate Retrieval CD/DVDò in the user manual). 
 
In principle is the Retrieval Export for creating a CD providing the data available 
with the Retrieval Client without an Installation of a FileDirector Server. The 
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data can be imported to an existing FileDirector Server by using the Retrieval 
Import. Therefore it is not necessary to license the exported data with a ticker.  
 
 

  
 
In the dialog window a description text is entered which appears later in the list 
of the schedulers. If a scheduler is activated, the data is checked into the confi-
gured intervals. 
 
In the section ñScheduler intervalñ configure which date and time the scheduler 
should be started and in which intervals it should start being active. It can be 
activated for any days of the week. 
 

Execute on server  

Option ñ Execute on server ò enables the scheduler to be performed on a 
different server in order to share the load between several servers in a multi-
server environment. 
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Scheduler interval and Enabling  

See Ÿ General settings for schedulers 
 
Keep in mind, that the log file is saved with a new time stamp in the configured 
time interval and the log folder should be sometimes manually purged. It is not 
recommended to configure the time in too short intervals. 
 

Retrieval Import settings  

 

 
 



 

104 ¶ System configuration   FileDirector 2.5  
 

Import file  

 
When performing the export command in the WinClient a schema file 
ñSchemes_CabID.XMLñ additional  to the other export files is created (for 
ñCabIDò stands the corresponding cabinet ID of the exported cabinet). This file 
contains the required information for a file import. You must provide that the 
user ñfd-serverò is allowed to access this file and the export file to be able to 
import this schema file. 
 

Cabinet  

 
Select the target cabinet. Fields and document types with the same name are 
allocated immediately. 

Document types/ Index fields  

 
The document types and index fields that can be read from the file are shown 
in the array ñsourceñ. The document types and fields that are identified from the 
selected cabinet are shown in the array ñtargetò. 
 
If fields cannot be mapped by the field name automatically, a red exclamation 
mark will be shown instead of a green check. Several other hints are shown in 
this place when the allocation is corrupt ï such as when it is impossible to fill in 
a field because of different length of fields. 
In the target area, precisely in the selection of cabinet fields and document 
types, you can change or allocate the fields manually. 
 

MailStore Scheduler  * 

 
In version 1.3 or later the MailStore scheduler is available. MailStore scheduler 
works with mails stored as *.eml files. When these files are stored in a directory, 
the MailStore scheduler automatically imports *.eml and *.xml-files and creates 
automatic index using the mail properties like sender, subject or receiver etc. 
The mail itself is being stored as a document. 
 

FileDirector MailStore  

To store the Emails as an *.eml file in a directory you need an additional 
program named ñFileDirector MailStoreñ. This tool must be installed on the 
computer which runs the SMTP-server service. All mails handled with this 
service can be stored in the directory and imported to FileDirector afterwards. 
 

FileDirector MailStore  Installation  

You will find the file ñFileDirector MailStore .msiñ to install this application on 
the FileDirector installation CD. Execute this file on the computer where the 
SMTP-server service is installed. 
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Hint: 
The service is a component of the windows installation of IIS and is listed as 
ñSimple Mail Transfer Protocol (SMTP)ñ in the services. 
 
After the installation MailStore is located under: 
C:\Program Files\Dieter Spielberg DMS GmbH\FileDirector MailStore 
and the service ñFileDirector MailStore Serviceñis installed and started. 

FileDirector MailStore  Configuration  

For configuration start the program FileDirector MailStore  Config.exe under 

ќ Start ќ Program files ќ FileDirector ќ  MailStoreConfig 

   
 
 
This tool has to be started at least one time in order to store mails in that path. 
ñMail store pathò contains the path, where mails should be stored 
automatically. 
 
At the different tabs the following filters can be set for the mails: 
 
Subject  
Mail from  
Rcpt to (Recipient to) 
 
With ñAddò or ñRemoveò additional filters can be added or removed.  
In default settings all mails are stored in mail store path (default setting wildcard 
(*)) 
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After confirming the configuration with OK a configuration file DSDMS 
FileDirector MailStore .xml  is created in path ñ:\Programme\Dieter Spielberg 
DMS GmbH\FileDirector MailStoreñ.  
 
This file will be preserved after uninstallation of MailStore application. This 
ensures that created configuration settings wonôt get lost even if MailStore is 
updated. 
 

Eml / Split  

In the export folder is written a XML file with datestamp and a subfolder with the 
same name is created which is linked to in the XML file.  
 
In addition the names of the attachments are saved in the XML file which can 
be connected to a field in the scheduler. So itôs possible to search for the 
attachment names in the FileDirector. 
 
When the mails are saved in the configured folder, they are stored as *.eml and 
*.xml file if the option ñemlò is marked.  
 
When the option ñSplitñ set, the body of the email is saved in the subfolder 
according to  the email format as *.html or *.txt. The attachments of the emails 
will be saved in this subfolder. 
 
When both marked, the email is saved in both forms. With these settings the 
conditions for subject, sender and addressee can be independent of each other 
saved in the different ways. 
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Priorities  

 

 
 
When data is picked directly from SMTP service, different applications can be 
used. All these applications trigger different events. For example virus scanners 
or SPAM filters may also pick up data from SMTP service. If FileDirector should 
only archive Emails that have already passed virus scanners and SPAM filters, 
the priority of FileDirector MailStore event must be configured to be processed 
after the events triggered by virus scanners and SPAM filters. Under tab 
ñPriorityò the priorities of the active events of SMTP service are listed. If 
setting ñSMTP event priorityò is changed, the starting order of MailStore can be 
changed. 
 
Hint: 
If the priority is changed, the setting is stored in file ñDSDMS FileDirector 
MailStore .xmlñ. Service ñFileDirector MailStore  Serviceò must be restarted if 
settings have been changed. 
 

Archive internal E -Mails  

All emails to be archived must pass the Windows SMTP Server. Internal emails  
are not sent via SMTP Server. They stay within the Exchange Server. Archiving 
internal mails is not usual. But you can manage it by setting up an additional 
SMPT address for all users of the Exchange Server which is not on the 
Exchange Server. These ñarchive copiesñ on the SMPT Server can be deleted 
via the configuration of the SMTP Server.  
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Hint: 
In case you use another Mailserver you should provide that this server can 
redirect the internal mails to an SMTP Server. This server can now be used by 
the MailStore program. 
 

Provide  mails manually for MailStore  path  

 

 
 
When *.eml and *.xml files which were not exported from SMTP server should 
be archived, they have to be stored manually as *.eml files to the MailStore 
path. Click to button ñStore mailsò and select the directory from which *.eml files 
should be imported. 
 
Hint:  
Files cannot be stored directly from Outlook in *.eml format. For displaying 
*.eml files Outlook Express can be used. 

Stop mail storing from SMTP service  

Stop ñFileDirector MailStore  Serviceò under Start ќ Settings ќ Control Panel 

ќ Administrative tools ќ Services in order to interrupt saving of mails to the 

specified path. 

MailStore  scheduler in FileDirector Enterprise Manager  

To import *.eml files from MailStore path a scheduler must be configured in 
Enterprise Manager. Select MailStore scheduler in node schedulers of system 
configuration. 
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Hint: 
A licence option must be present in FileDirector when MailStore scheduler is 
used.  
 

 
 
With this scheduler *.xml files and *.eml files can be imported and the info data 
can be stored in the relevant index fields.  
 
 
A descriptive text can be entered to describe the scheduler. This text appears 
in the list of started schedulers. When the scheduler is enabled, MailStore 
starts importing data according to the specified intervals. 
 
Specify in section Scheduler interval  the respective days, at which time the 
scheduler should start and the time intervals after which a scheduler should run 
again. The scheduler can be activated for any day of the week.  
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Execute on server  

Option ñExecute on serverò allows the scheduler to start on a different server in 
order to distribute load to several servers.  

Time settings and activation   

See ќ General settings for schedulers 

MailStore  settings  

 

  
 
Example:  
Subject line for the identification of an email: Code:123456  
 
Import directory  
Input the folder in which the mails are saved with the MailStore tool. 
 
Cabinet  
To configure the target settings for the MailStore Scheduler, specify the cabinet 
in which the data should be imported.  
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Condition  
For the import of mails, you can configure different conditions which define the 
allocation to the document type. In the following example the following 
condition is defined: 
Is the word ñCodeò in the subject, the email is sorted to the configured 
document type. 
 
The filenames of the attachments can be allocated to an index field, to search 
for attachment names. 
 
Several conditions can be entered. They are AND or OR combined, depending 
on the selected setting. 
 
Document type  
Here you must set the document type in which the imported email should be 
archived. The email must fulfil the configured condition. 
 
Set fields  
In the section ñEmail fieldò the property fields of an email are listed to allocate, 
e.g. Mailfrom_Address, RcptTo_Address etc. These fields can be allocated to 
the appropriate fields of the document type. Please note that the numbers of 
characters in the fields of the document types are long enough for e.g. email 
addresses which are written in a row shared with a semicolon.  
 
To fill special fields you can create allocations. The colon in the example can 
be defined as field separator. The number following the colon is to be written in 
the field ñRcptTo_Addressò of the document type. Accordingly the field is 
mapped. 
 
If a field is split with a field separator (see example) an email-field can be 
assigned multiple times to an index field. 
 
 
Field separator  
The field separator enabled the separation of a line to indexes which are 
allocated to the fields. In  the example the colon is set as a field separator. So 
index 2 is the index number from the defined subject line. 
 
Subject: Code:123456  
Index:       1    :     2 
 
Code   = field value 
:  = field separator 
123456 = content of the index 2,  
   which is mapped to the field ñRcptTo_Addressñ  
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If a further text is written after the number, a further colon must be set in be-
tween to separate the text. If there is not any further separator, the text would 
also be written in the field 2.  
 
A field separator is only necessary, when the content of an email field (e.g. 
subject) is to be splitted into multiple index fields. 
 
Test settings  
To test the settings a *.xml file can be loaded manually and evalued which has 
already been written in the import folder. A result mask with all field contents 
and the recognised target document type appears. So the configuration can be 
controlled with all allocated fields. 
 
If the files are imported, they are deleted from the folder. 
 
Should an error occur during the import, a subfolder ñerrorsò will be created and 
the files are written with a timestamp. This can happen if e.g. the numbers of 
characters of the target fields are not enough for the field content. Make sure 
that the account ñfd-serverò has enough rights to collect the files on the import 
folder. For a complete import the user must have rights for reading, moving and 
deleting files. 
If no condition is defined for an email, it is not imported and it stays in the 
import path. To import these emails an adequate condition must be defined. 
During the next start of the scheduler these mails are imported then. 
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Codeless Connector  * 

 

What is Codeless Connector?  

With Codeless Connector a link can be created between FileDirector and fields 
(for data entry/display) or any other windows application. The great benefit of a 
Codeless Connector is to take over data from another application for indexing 
or searching with a simple keyboard combination without large programming 
expenses and effort. 
 
Hint 
The principle of Codeless Connector is based on the module name and the ID 
of the control used. Controls are objects like buttons, menus or fields to be filled 
out. The content of the controls (fields) are read and passed to FileDirector. In 
this way the passing of information is independent of the application used. 
 

Requirement  

Codeless Connector must be licensed. Each user who needs to use field 
contents with Codeless Connector, a licence must be provided. The 
configuration is done in FileDirector Enterprise Manager on the relevant work 
station, where the application used by Codeless Connector to be linked to 
FileDirector is installed. 
 

Configure Codeless Connector  

The following steps must be carried out for configuration: 
 

1. Configuration of keyboard shortcuts for transfer of field contents 
2. Creation of one or more Codeless Connector connections to different 

fields in FileDirector EnterpriseManager  
3. Mapping of fields in Codeless Connector to the fields of the application. 

 

Configuration of keyboard shortcuts  

The keyboard shortcuts are configured by double clicking the node ñCodeless 
Connectorñ or calling properties of this entry in FileDirector Enterprise Manager. 
For each function (Search, Edit, Scan) key CTRL, ALT, SHIFT and a character 
can be selected. Mouse clicks can also be used as shortcuts (left, middle or 
right mouse button as single or double click). Please note, that the 
combinations configured must be unique for each function and must not clash 
with other shortcuts (also from other applications). 
Single or all configured fields of the application can be taken over. 
 
The following functions can be allocated with shortcuts: 
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Search hotkey (single)...only the active field is taken over for search 
Search hotkey (all)  éall fields of the application are taken over for search 
Edit hotkey (single)...etc. 
Edit hotkey (all) 
Scan hotkey (single) 
Scan hotkey (all) 
 

Configuration of a Codeless Connector lin k  

Select node ñCodeless Connector ò and click the yellow star button in order to 
create a new connection to a field. 
 
A dialogue window appears where the name and description have to be 
entered. Select a target cabinet, a document type and a target field, into which 
the content of the field from the source application should be imported.  
Fields and document types must be created for selection. 
 

Delete fields  

If this option is set, the contents of the fields are cleared before new information 
is refreshed by a shortcut. If this option is not set, the new information is added 
to the field content already refreshed.  

Display document  

If this option is set, a document searched by Codeless Connector is displayed 
immediately. 
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Found text  

Close to this field a small crosshair is displayed. This is used to link the fields.  
 

1. Open a windows application from which a field entry should be refreshed 
and open a Codeless Connector in FileDirector Enterprise Manager. 

2. Click to the crosshair in Codeless Connector, keep the mouse button 
pressed and drag the crosshair to the relevant field in the windows 
application. 

3. In field ñFound textò the content of the linked field is displayed in order to 
control the connection. 

 
Example with address entry in Outlook Express:  
 

 
 
 

 By using this target-option the linkage of fields with any windows-
application which are using controls is possible. Fields of Java-applications 
from a browser can be linked in version 1.2.6 or higher. 
 

 In version 1.5.1 or later the Codeless Connector can be configured for 
applications, for which a text-interface by OCR is readout, as well. So you can 
use the Codeless Connector e.g. for text-interfaces in terminal-applications. 
Using this option you drag the aim over the application and an OCR zone can 
now be defined. Ensure that the entry of the target window is always at the 
same place to ensure that the OCR-Zone is able to readout the correct values.  
Hint: 
In this configuration the OCR is being used which recognices the text on the 
screen. Read errors can occur, if e.g. a flashing cursor is acquired or a 
background colour affects the recognition.  
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Use Codeless Connector  

In order to import field entries directly into FileDirector, start the relevant 
application and FileDirector WinClient. Display the linked fields in the windows 
application and apply the configured shortcut to import the field contents. The 
content of the field(s) are now passed to the relevant fields in FileDirector and 
the relevant function (Search, Edit, and Scan) is performed. 

If a Codeless Connector is configured, the following tray icon appears:  
 

Security  

The configured Codeless Connectors are assigned to Users/Groups for usage. 
Select node ñCodeless Connectorsò and click to ñSecurityò (button with yellow 
key or right mouse button menu). The configured connectors are assigned to 
users, that work with the relevant fields. For each user different fields can be 
configured in different applications. 
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SAP Configuration  * 

 

FileDirector Licence for SAP  

A FileDirector licence is required to use SAP Archive Link. The licence is listed 
as ñSAP Archive Link ò in the licence options if you display the properties of 
node ñServerò. 

FileDirector ArchiveLink 1.2  

FileDirector ArchiveLink is an SAP AG certified interface from FileDirector to 
SAP Net Weaver TM. 
 
It offers the following functionalities: 

¶ SAP HTTP Content Server 4.5 

¶ OLE/HTTP Frontend 

¶ Barcode BAPI  
 
If a Filedirector system should be used as Content server, FileDirector 
WebServer must be installed. This module in conjunction with the FileDirector 
server offers the functionality of a content server. 
 

Configuration of FileDirector Web in IIS  

Configuration of anonymous access to FileDirector ArchiveLink  

For FileDirector ArchiveLink anonymous access must be specified in IIS. The 
account used for this anonymous access must have FileDirector access rights 
to the SAP documents. 
 
Hint: 
Option āAllowAnonymousAccessô in file web.config of FileDirector ArchiveLink 
(WebServer) does not have to be set to ñTRUEò. 
 

Support of PUT -Request  

In standard configuration IIS does not allow a PUT-request for a virtual 
directory. This leads in some SAP-Requests to a Status code 403.1. This can 

be avoided if you specify in IIS ќ Virtual Directory (FileDirector\Web) ќ 

Properties ќ Directory ќ Configuration ќ aspx ќ Edit ќ Verbs ќ Limit to: 

enter text ñPUTñ. 
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Configuration of FileDirector ArchiveLink  

General settings for Barcode -BAPI Functionality  

If a document with barcode is checked in to a document type which is 
connected with a SAP Content Repository, the barcode and the Doc-GuID are 
sent to the SAP-System. 
The barcode itself is being read with the OCR functionality of FileDirector, 
where the type of barcode has to be set. 
 
Select node SAP in system configuration and select Properties :  
 

 
 

SAP Client  

SAP defined client has to be specified. 

SAP user name and password  

SAP has an own user management. The SAP account must be selected which 
FileDirector uses to send the barcode to SAP. 
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Further SAP connection settings  

The connection settings are specified in the fields ñMachine name of the SAP 
serverñ, ñSAP system numberò, setting of ñSAP gateway host and ñSAP 
gateway serviceò. This information can be obtained by your SAP consultant. 

Write Rfc Trace  

If this option is checked, the send barcode tasks of FileDirector server are 
stored in rtc files. These files are stored in the virtual directory of FileDirector 
under directory \bin:  \\inetpub\wwwroot\filedirector\bin  
 
Hint: 
The files are generated by a program library (*.dll) from SAP, which FileDirector 
uses for barcode sending. FileDirector has no control on the contents of these 
protocols. 
 

Connection between SAP Content Repository and FileDirector  

If documents should be stored from SAP into Filedirector, the target must be 
specified in FileDirector. A SAP content repository must be assigned to a 
FileDirector document type.   
 
Create in node ñSAPña new SAP configuration by clicking to ñNewñ. 
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SAP content repository  

The SAP content repository configured previously must be entered here. In an 
SAP content server the SAP system only uses content repositories identified by 
an ID as assignments. SAP denotes that an ID either has only two characters 
or must begin with Y or Z.  
 
Hint:  
It is useful to specify the entry in the FileDirector configuration first. This way 
the connection can immediately being tested, when the setting in SAP is 
established. 

Target cabinet  / Target -Document  typ e 

If data is sent from SAP or WinClient or ScanClient is opened, the cabinet and 
Document type must be set to which scanning should be done.  
An SAP content repository resembles a document type in a cabinet. The 
document type is assigned to the SAP content repository. 

Default  Scan profil e 

A scan profile can but need not be predefined. If it is predefined; an immediate 
action can be specified in SAP configuration. The setting of the possible actions 
can be found at: 

 ќ Hints for settings in SAP. 

 

Default document protection  

When filing a document, the level of protection must be set. When the 
document is accessed, the allowed actions on this document are defined. 
For further information contact your SAO consultant. 
 
It might happen that SAP does not send and specify the protection parameters 
of a document during sending. In this case, the default document protection 
specified here should be used. 

Password  

SAP protects transmission to the content server with signatures. A certificate is 
necessary for the content server to check the signature. The usage of the 
certificate can be protected with a password. 
 

Certific ate 

A certificate is used by FileDirector ArchiveLink in order to check the 
transmission signature. In the upper part of the window the certificate used 
from FileDirector ArchiveLink is displayed. 
 
A new certificate can be sent by SAP, it is first displayed in the lower part of the 
window. To activate this new certificate, an administrator user must accept it in 
order to ensure that the certificate was approved by an authorised person. 
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SAP settings for the Content Repository (Details)  

The following settings are important for the configuration on the SAP side and 
have to be set by an SAP consultant: 
 
Hint: 
In SAPGui the configuration template can normally be reached with:  

SAPGui ќ Transaction OAC0 ï Customizing Content Repositories ќ Create 

 

Content Repository:   

The IF is specified which was already assigned in FileDirector as the content 
repository. 
 

HTTP-Server:  

Name of machine on which FileDirector WebServer (Archivelink) is installed. 
 

Port  numb er:  

Normally 80, if different as setting in IIS. 
 

HTTP-Script:  

URL of ArchiveLink without host name. If the complete URL would be: 
http://hostname/FileDirector/web/sapaccess.aspx, the following must be 
specified for the http-Script:   
 
FileDirector/web/sapaccess.aspx 
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Overview for configuration of the OLE/http Frontend  

 

 
 
In SAPGUI (User Desktop) of SAP two command calls must be configured. A 
Scan command and a command to view the archived documents (View). 
 
If a document is created in SAP, a command call GUIScanDoc@AID,N is sent, 
which opens the ScanClient. Together with the command a parameter (N) can 
be sent, which starts an automatic action (Single scan, batch scan, etc). The 
actions are described in section ñArchive from front end (Scan)ò. 
 
With ScanClient a document is scanned and indexed, but the index data is only 
available for retrieval in FileDirector. SAP receives a message which contains 
an ID, which is composed from the CABID and the DocGUID (without hyphens). 
This ID is 40 characters long 
 
If an already archived document should be viewed, WinClient as well as 
ScanClient can be configured to perform this task. For this call the command 
GUIViewDoc @AID,@DID,N is sent, where N is either 0 or 1. When 0 is used, 
ScanClient opens, when 1 is used, WinClient opens. 
 
For the settings in SAP please contact your SAP consultant. 
 

FileDirector  
Cabinet 
Doctype 
 

 
ArchiveLink  
 
SAP System  

 

 
 
 

SAP GUI 
 

Scan 

View 

CABID+GUID 

CABID+GUID 

@EID=GUIViewD
ocRC 

GUIScanDoc @AID,N 

Content Server  

FileDirector ScanClient  
GUIViewDoc 
@AID,@DID,,0 
 
FileDirector WinClient  
GUIViewDoc 
@AID,@DID,1 

FileDirector ScanClient  
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FileDirector ScanClient  

To scan documents using Archive link interface a special ScanClient can be 
used. The installation files of FileDirector are supplied. It is a special minimum 
version of WinClient that is especially designed for linking with SAP in order to 
scan and view. Microsoft .NET Framework 2.0 is required to install ScanClient 
(same as for WinClient). 
 
When scanning with ScanClient from SAP, the following desktop opens in 
layout of SAP: 
 

 
 
Using Retrieval only option ñCloseñ is available in the lower right part. The 
menu is similar to that of WinClient. A description of the button functions can be 
found in User Guide. 
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Hints for the setti ngs in SAP  

Functions for SAP OLE automation 2.0:  DSDMSAUTOM.FDSAPOLE  

Archive from frontend (Scan)  

M GUIScanDoc @AID,N N= 1 -> Scanmode Single 
     N= 2 -> Scanmode Batch 
 
     N=-1 -> Open FileDialog 
     N=-2 -> Folder as Scanqueue 
G @EID=GUIScanDocRC 
G @DID=GUIScanDocID 
 
Hint: 
An ñMò in front of the described entry denotes, that this call is sent, a G denotes 
that this is a confirmation.  
 
If a scan profile is predefined in FileDirector configuration, the IDs mentioned 
previously can be adjoined to the scan call.  
 

 
 

Display stored document (View)  

M GUIViewDoc @AID,@DID,N   N=0 -> View in ScanClient 
N=1 -> View in WinClient 

G @EID=GUIViewDocRC 
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SAP content repository  

 

 
 
For the detailed setting in SAP please contact your SAP consultant. 
 

Application server and system number  
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For detailed settings in SAP please contact your SAP consultant. 
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Cabinet s 

Setup cabinet  

 
Clicking on button New opens a dialogue window for creation of a new cabinet. 
The section about cabinets can be found in the left part of FileDirector 
Enterprise Manager window. 
 
Hint: 
In exceptional cases a cabinet with a certain predefined ID is needed. In order 
to create such a cabinet, the Enterprise Manager must be started with the 
command line parameter ñ/NewCabID:3D104E6C, where ñ3D104E6Cò would 
be the ID used for the cabinet created next. 
 

General  properties  

 
 
In the General  tab a name and description for the cabinet is entered. The 
storage path for the cabinet database which SQL server creates is listed. If the 
storage location for the database should be changed, it must be done with the 
database configuration tool of SQL server. 
A database with a unique database ID is created automatically and displayed 
for your information. 
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Setup of displayed logo  

 
A logo image is stored with the cabinet database. If a new cabinet is created, a 
logo can be selected. If the displayed logo should be changed later, it can be 
done by selecting the cabinet and selecting ñPropertiesò with right click menu.  
 
With ñChange logoñ a graphic file can be selected as logo. This graphic logo is 
displayed in desktop of WinClient.  
  
If no special logo is assigned to a cabinet, a logo from FileDirector WinClient 
appears and is stored as the file: custlogo.gif in program path of FileDirector 
WinClient. See more detailed information in installation guide. 
 

Security on cabinet level  

 
In tab Security  the groups and users are listed and configured, who are 
allowed to use this cabinet in FileDirector. Cabinets can only be displayed in 
the Enterprise Manager if the user has ñfull controlñ. An administrator or a user 
that has ñFull controlò, can setup access rights for groups and users. 
General windows rights are configured for each group/user in the security 
setting of the windows system. To give special FileDirector access rights, see 

ќ FileDirector Users/Groups 

Access rights can be granted in FileDirector on different levels: 
 

¶ In cabinets 

¶ In document types See ќ Document type Security  

¶ In fields   See ќ Filter 

 

For single documents in WinClient See ќ User Guide 

General rules for granting access  rights  

To grant rights correctly, some rules must be obeyed. Rights can be granted for 
users and groups, rights can be granted directly or be inherited and rights can 
be allowed or denied. 
The following rules have to be considered: 
 

1.) Account rights have priority against group rights  

If the right to ñDeleteò was denied for a group, but was granted for a special 
user of this group, he is allowed to delete. 

2.) Direct rights have p riority against inherited rights  

If rights are specified on cabinet level, they are automatically inherited to 
document type level. Inherited rights are displayed as filled squares; rights 
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directly assigned are displayed as check marks. If the right ñDeleteò is denied 
for a group in a cabinet, it can explicitly be set for the same group for a specific 
document type. This group may only delete in this special document type, in all 
other document types deleting is not allowed, as the relevant right was 
inherited from the cabinet. 

3.) Denied  rights have priority against allowed rights  

If a user is a member of two different groups and a specific right is allowed for 
the first group but denied for the second group, this special right is denied, 
because denied rights have priority against allowed rights. 

4.) Providing rights on cabinet level without  allow/ deny  

Rights cannot be handed down unless the rights were already being granted to 
a user on cabinet level and the function is denied firstly.  
Thus you can ensure that rights will be granted on document type level.  
 
Example:  
 
Group "administrators " contains the user "Peter" and "Paul". The group 
ñadministrators  ñ is in group ñfd-scanñ 
  
ñAdministrators  ñ is assigned to the cabinet rights but no checks were set 
therefore he has no rights on cabinet level. As it is not possible to hand rights 
down, the group wonôt have any rights on the document type level. On this level 
you can release documents types for this group which they need be able see 
and work with. 
 

Add Users/Groups  

If a user should be given special access rights in FileDirector, his account must 
be imported using FileDirector Users/Groups . This account is known to 

Filedirector and appears in the list of accounts. See ќ FileDirector 

Users/Groups. 
Select Add , in order to select accounts and groups. 
 
Hint: 
If the user, who should configure and administrate FileDirector, is given 
complete control before configuring other rights, he will always be able to have 
full control over the system, even if he accidentally removes the full control 
rights for the administrator group.   
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Select accounts  

Several accounts can be selected and added to the list with one click. The list 
of users and groups can be sorted alphabetically by clicking on the column 
name. 
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Rights on cabinets  

The access right system is built hierarchically to allow access rights on cabinets 
to be inherited to the document types of that cabinet. Deny  always has a higher 
priority than Allow.  
If rights should be allowed or denied, the relevant check box Allow  or Deny  
should be checked explicitly.  If only the tick is removed, the relevant group 
rights or inherited rights are automatically used. 
 

Full access  

Allows the user to allow or deny rights. Ensure that the administrator user for 
FileDirector has full control. 
If this right was denied, the administrative user cannot change access rights. 
 
Hint:  
If group FD-admins is deleted, it is automatically recreated with all rights after 
restart.  
In SQL table ñCabRightsñusers and groups are listed. Do not delete entries, 
rename them. 
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Create 

If ñCreateñ is denied for a user, he can create documents in his local cache, but 
they cannot be checked into the server. This is only important for the creation 
of new documents. 
Amending pages or changing of a document is not denied when this option is 
denied. 

Delete 

If deleting is denied, the user may not delete documents already checked into 
the server. 
Documents on the local and personal list may be deleted.  
 
Hint:  
Deleting a document on the server does neither delete the index record nor the 
data itself. The document is marked as deleted in table ñFD_Documentsò and is 
then not listed in the hitlist any longer.  

Modify  

If this option is denied, check out of archived documents is not possible. 
Modifying of new documents on the local list and check in afterwards is allowed. 

View  

If view is denied for a cabinet, the cabinet is not displayed in the cabinet list and 
can not be selected for opening.  

Download   

If ñDownloadñ is denied, the index information of a document can be retrieved 
and displayed, but the relevant pages are not displayed, because downloading 
these documents to the local list is forbidden. Changing the index is not 
possible. 
 
Hint: 
With these options, the control and configuration of the local cache is important! 
If standard authentication is used, the security may not be sufficient if users 
with different rights in FileDirector work on the same PC. 

See ќ Automatic Login using Windows authentication 

Download revisions  

If ñDownload revisionsñ is denied, a user can only display the latest revision of 
the document, not older revisions. 

Change annota tions   

Annotations stored on a page cannot be changed if this right is denied to a user. 
Parts of a page can be hidden for certain user or groups. 

Scan  

If this right is denied, the user has no scan options in WinClient. Tab ñScanñ is 
completely hidden. 
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Edit   

If ñEditñ is denied, tab ñEditñ is completely hidden in WinClient and inaccessible 
to this user or group. 

Print   

If ñPrintò is not allowed, the printing options available in the menu are inactive 
and are not accessible for this user or group. 
 

- > Repl ication  

Requirement to configure the replication in a cabinet is the connection setting 
to the target server (see Create connection for replication). 
 
 

Configure cabinet for replication  

The tab to allow the replication settings to be configured are located in the 
properties of a cabinet (right mouse click on cabinet -> Properties). 
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Add  

If the target server is set up, it can be assigned to the cabinet using ñAddò. You 
can select which server replicates the data of the cabinet. 
 
Documents can only be replicated with servers listed in this table. If replicated 
documents should be checked out by the original server, the original server has 
to be added on the target server. 
 
 
A replication between two target servers is not possible (see drawing) 
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Hint: 
The responsibility for documents can be transferred to another server. If the 
responsibility is transferred from the original server to a clone, the clone 
becomes the original server. 
 

Scan / Edit / Search  

If documents are scanned in on the original server and replicated to the target 
server (clone), they can be searched for and displayed on the target server 
without further adjustments. Editing replicated documents on the target server 
is only possible, when they can be checked out by the original server. The 
original server has to be setup in the cabinet settings of the target server and 
the connection must be online. 
 
Examples:  
Headquarters (original server) -> branch office (target server) 
Documents are scanned and checked in in both offices. Documents of the 
headquarters should be made available to the branch office. 
 
Case 1:  
Headquarters are scanning in. The branch office is only retrieving, but not 
editing the data. 
 
A simple replication connection from the original server to the target server is 
sufficient. The scheduler will be setup in the Headquarters and needs a licence 
to replicate. 
 
Case 2:  
Headquarters are scanning in. The branch office is retrieving and editing the 
data. The data scanned in is not retrieved or changed in headquaters. 
 
The replication connection has to be setup on both servers. Data is transferred 
from headquarters to the branch office with a scheduler, thus headquarters 
needs a licence. If a replicated document is altered at the branch office, the 
document needs to be checked out/in in the headquarters. The branch office 
server needs a replication licence. The headquarters server needs to be 
introduced to the branch office server and the connection setting in the cabinet 
must be set to ñonlineò. 
 
Case 3: 
Documents are scanned in headquarters and branch office. Data is replicated 
both ways. 
 
The headquaters server has to be introduced to the branch office server and 
vice versa. Both servers replicate data via a scheduler, both server need a 
replication licence, both server have to be known on each system and the 
connection has to be online. 
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Transfe rring document responsibility  

If a document is created on a designated replication server, the id of this server 
(HomeSN) is assigned to it. This server id is used to identify the owner of the 
original document. In some cases it may make sense to transfer the document 
responsibility. To transfer the id of the document to the target server, the option 
ñtransfer document responsibilityò needs to be selected before the replication 
process starts. After transferring the responsibility, the documents can be 
edited on the target server without an online connection to the original server. 
 
Example:  
A service provider scans documents for a customer. These documents are 
going to be transferred to the customerôs server later on. The customer should 
be able to work with the documents as if they were scanned in-house; no 
connection to the server of the service provider is going to be established for 
this. 
 
For this scenario the service provider needs a replication licence and starts the 
replication scheduler on the customerós server after scanning in. In order to do 
so the server of the service provider needs to be familiar with the customerôs 
server. If the responsibility for the documents is transferred with the documents 
to the customerôs server, the customer can work self-sufficient. 
 

Replicate documents when checking in  

This option has to be set, if documents should be replicated when checking in. 
In this case the scheduler is ignored and the documents are immediately 
checked in. Even if the remote server is offline, the documents are added to the 
ñSyncò table. They will be replicated later, with the replication scheduler. 
 

Mark all documents for replication  

This option is used for subsequent replication. If documents have already been 
scanned without a replication connection being configured, all existing 
documents can be marked for replication. 
Marked means the documents are added to the table ñSyncò, thus creating a 
list of documents waiting to be replicated. 
 
The documents are only added automatically to ñSyncò table when a 
connection has been configured and assigned to a cabinet. 
As soon as the target server is familiar, the document will be automatically 
added to the synchronisation table when being checked it. With the next start of 
the replication scheduler all listed documents are replicated. 
 

Mark all documents modified after [date] for replication  

This option is ï as the option described previously ï for subsequent replication. 
Not all older documents are added to the ñSyncò table by selecting a date.. 
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Show statistics  

The statistics display the approximate size and number of documents in the 
ñSyncò table. It can be estimated how much data is going to be transferred 
when starting the replication scheduler. The size of the XML files is not not 
accounted for. 
 
 

Delete cabinet  

When a cabinet is created, a database with a unique cabinet ID is created. 
Additionally the cabinet information is entered into table ñCabinetsò of database 
FDConfig in SQL server. 
If a cabinet is deleted, the entry in table Cabinet is deleted, the SQL database 
itself remains untouched. It is possible to reregister a database and make it 
available for FileDirector although it was ñlogicallyò deleted. 
If documents have already been scanned or imported into a folder, document 
data is stored in a subdirectory Fd_xxxxx in the general storage pool, where 
xxxxx denotes the unique cabinet ID. The scanned pages are physically stored 
there.  
To delete a cabinet completely, the following components must be removed: 
 
 

¶ Cabinet in FileDirector Enterprise Manager  

¶ Database in SQL Server - (index data are stored here) 

¶ Data subdirectory of cabinet data (filedirector.data\ FD_IDé..CAB) 
 

Purge cabinet  

 
You can purge the content of a cabinet viz. the data of the storage pool 
(filedirector.data) as well as the entries for the documents in the database are 
irreparably  deleted, unless a backup of the data and the SQL-database was 
made, via the menu of the right mouse button. 
 
Only the content, not the configuration of the cabinets, fields and document 
types are deleted. 
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Purge a cabinet  
 

 
 

Delete full cabinet  

If the option ñFull cabinetñ is selected and the purging is started, all documents 
from all document types in this cabinet are deleted. All data from the database 
and the storage pool are being deleted. The configuration of the cabinet 
persists. 

Delete selected document types:  

If the option ñselected document typesñ is used, only documents and data types 
of the marked document types are purged. The configuration of the document 
types persists.  

Delete only deleted documents  

When documents are deleted from the server in WinClient by a user, the data 
and database entries are not really deleted. They are only marked as deleted in 
the database. The deleted documents can be restored anytime.  
 
If these documents shall be deleted permanently, you can select this by using 
this option. It is always connected to the other two options, you can decide 
whether to delete all documents of a cabinet which are marked as deleted or if 
only selected document types should be deleted permanently. 
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Hint: 
a) Deleting a document counts both checked-out documents and documents in 
a process. The result can be that documents appearing on a local usersô list are 
not available any longer. Therefore you should provide that these documents 
are checked-in beforehand or are deleted afterwards from the local list.  
 
b) The following actions are taken when you purge: 
The following content of tables in the database of the cabinet are partially or 
completely deleted: 
FD_Documents, FD_Revisions, FD_Images, Userdocs and DocLog. 
Furthermore the size of the cabinets are recalculated and the data from the 
storage places are deleted 
The Sync Table is also deleted, that is only important when using the 
replication option. 

 
c) Data put into a container and storage places with ñread onlyñ settings are not 
deleted.  
 

Save structure as é (Export structure ) 

When you want to export the the structure data of a cabinet, you mark the 
cabinet in the FileDirector Enterprise Manager and and export it into a XML file 
by the command ñSave structure aséò of the context menu of the right mouse 
button. The file name is named as ñstructure from 12345678.XMLñ, whereas 
12345678 stands for the ID of the cabinet. 
 
Hint: 
Please note the chapter ñImportant hints for structure importñ before the export 
and chapter ñNew from structureñ before the import. 
 

New from structure  (Import structure ) 

  
Creating a new cabinet from an exported structure you select the node 
ñcabinetsñ and perform the command ñNew from structureñ from the right-button 
context menu. 
 
Hint: 
After a successful import you may need to refresh the view. 
 

Important hints for structure import  

- Place of creation of a cabinet dat abase 
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The database of a cabinet is created in the path that contains the configuration 
database ñFDconfigñ. 
 

- Version of  the SQL-database  

An export of structure data between an SQL Server 2000 and an SQL Server 
2005 is possible in both directions. The exchange of structure data with an 
Oracle Server is not supported. 
 

- Identical version number of the FileDirector Server  

Remember the version numbers of an exported FileDirector cabinet must be 
identical with the version number of the FileDirector Server that it needs to 
import to. So the exported database of the cabinet must have the identical 
structure of the database as the target server. 

- Rights are not adopted  

The structure of rights is not adopted from the source cabinet ï neither for the 
copy nor for the clone. They have to be correspondingly reconfigured as either 
the structure of rights of the server environment or the access structure of the 
copy/ the clone might be different. 
User, configured in processes, are firstly adopted but must be checked after the 
import and if need be adapted to the new user structure. 
 

- ODBC 

The configured ODBC links are copied to the copy/ clone, whereas the ODBC 
sources must correspondingly exist in Windows or must be set up. 

- Global  counter  

When the copied structure has a field that contains a global counter on the 
server, the counter cannot be transferred to the copy or to a clone. The counted 
measurand of a globally counter is set to the default value ñ1ñ. If this value is to 
be different, the counter must be changed in the configuration of the field after 
the import. 

Clone or copy cabinet structure  

During the import of a data structure XML file it will verify firstly whether the ID 
of a cabinet already exists. When this is not the case, the following query 
appears òDo you want to create the new cabinet as a clone? Clones can be 
used for multiple-site replication.ò Answering this query in the affirmative, a 
database with the same ID as the exported one is created. If answered ñNoñ a 
copy with a new cabinet ID is created. 
 
 
When during importing a cabinet ID already exists on the SQL server, a copy of 
the cabinet with a new CabID is created. The IDôs of the other objects, such as 
fields and document types, remaining the same as in the source cabinet. 
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Clone cabinet struc ture  

When cloning a cabinet a replication of the database with the same cabinet ID 
is created on the target server. Only the the original server structures can be 
added. These additions/ changes can be synchronised by ñSync using 
structureò. The clone can not be changed manually. 

Copy cabinet structure  

An exported XML structure can be copied to the same FileDirector server to 
copy the structure of a complete cabinet. By using ñSave structure aséñ the 
structure is exported. The exported XML file is imported again by using the 
command ñNew from structureò.  It is not possible to install a clone as the 
database already exists. A copy with a different ID is created automatically. 
 
Hint: 
During a search for an already existing ID the existing database is checked ï 
not the listed, registered cabinets. Thus an unregistered cabinet can be 
recognised, if the database exists in the background.  
 

Sync  using structure  

When a structure and an existing clone or copy is to be synchronised, the 
version of the FileDirector Server must be identical on both servers; otherwise 
the synchronisation can not be performed. If an update was perfomed, it would 
be necessary to run it on both servers ï incl. an update of the cabinets. 

Synchronise  a clone  

Additions and changings of the structure of the database can only be added on 
the source server and synchronised afterwards with the clone. No manual 
changes can be done on the clone. 

Synchronise  a copy  

Changes are not adopted  

Changes of existing fields are not synchronised and must be changed in the 
copy manually. 

Structured data are not deleted, only added  

The structure data is NOT deleted when synchronising. If fields or other objects 
are to be deleted in the original, they must be deleted in the copy as well. If 
objects of the copy are deleted, they will be restored by synchronisation with 
the original export.  
 
Example:  
If, for example, fields are created manually in the copy and the original, they will 
be created each with different IDôs. Once the original is exported, it again and it 
is synchronised with the copy, the fields exist twice as the synchronisation 
checks only IDôs not names. 
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Properties, reregister cabinet  

Select Cabinets in FileDirector Enterprise Manager and click to Properties , or 
select this command in context menu (right mouse button). 
Cabinets previously deleted in FileDirector can be reregistered by selecting 
Reregister cabinet . This is only possible, if the database still exists and was 
not physically deleted in SQL server. 
 

 
 
If you have copied a cabinet from another installation and connected the 
relevant database to the SQL server, it can be registered to FileDirector in the 
same way. 
 
Hint: 
If the cabinet was copied from another network, check if access rights have to 
be adjusted according to your installation. 
See Installation Guide 

Upgrade Cabinet  

Upgrade Cabinet provides upgrading existing database formats from 
older cabinets and earlier FileDirector versions. 
 
To upgrade a cabinet click on the node ñCabinetsò to show the cabinet list on 
the right side of the Enterprise Manager. In the column ñversionò the current 
version number is shown. 
 
Select the cabinets to upgrade on the right side and choose the command 
ñupgrade cabinetò from the right-clicked context menu.  
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Fields  

FileDirector saves index data of documents in a database. The index 
information is essentially for filing and retrieval of documents. 
FileDirector allows an unlimited number of index fields to be created in a 
cabinet for document description. These fields can be amended, changed or 
deleted any time. 
Fields are created globally; they can be used simultaneously in different 
document types. Because of this internal structure it is very easy to perform a 
comprehensive search over different document types, if they contain at least 
some common index. 
 

Create new field  

 
Select Fields within a cabinet in left part of FileDirector Enterprise Manager 
window. Click to the displayed button to create a new field. 
 
 

General  

In tab General a name and a description for an index field are specified. 
Additionally field length and content (allowed characters) must be configured.  
 

Accelerate search  

With the option ñAccelerate searchñ a key is set to an index field in the 
database. 
A search can have faster results if fields are often used for a search. Do not 
check this option for all fields, as the size of the database will enlarge. 
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Any character  

If a field can contain any character, it can be filled in WinClient with digits, 
alphanumeric characters or special characters. Additionally a wildcard search 
can be performed using this index field also. Entering an asterisk or part of the 
index information is sufficient for retrieval of documents. 

Numbers  

This field may only contain digits (0-9). Leading zeroes are ignored. If leading 
zeroes must be used, either ñAll charactersò must be used or a user defined 
input template must be introduced. 

Numbers plus  

This field may contain digits (0-9). + (plus), - (minus), comma and dot. If this 
setting is used, the position after decimal point in ñLengthò becomes active and 
can be specified. This number denotes the number of digits after the decimal 
point. The number in front denotes the complete length of the field including the 
comma. 
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Date, Time, Date and Time  

If a date or time is specified, the date/time format of the windows settings is 
used. If the format should be changed, it must be done in the windows settings: 
ŸStartŸ Settings Ÿ Control panel Ÿ Regional settings.  
 

Set date/time automatically in index field: see ќ Extended settings  

 

Custom template  

The user defined input template allows an exactly defined entry format for an 
index field. This configuration is done in tab Input template  of this window. 

See ќ Input template  

Keyword  list  

A keyword list is used for fast manual indexing using abbreviations or index 
lists. If an index field should be connected to a keyword list, this keyword list 
must be created first in section Keyword lists of the cabinet and then linked to 
the relevant index field. 

Allow m anually typed input  

If this option is marked in addition to the defined words you can input free 
entries in the WinClient. 

Allow multiple selection  

With the option ñAllow multiple selection ñ the wordlist is configured to choose 
more than one word in the wordlist. The words are set with a semicolon as field 
separator. 

Use as tree node  

With the option ñUse as tree node ñ the keyword list is used to create a tree 
view in WinClient, which is similar to the view of Windows Explorer. 
The content of the keyword list generates a tree view where documents can be 
sorted in easily. 
 
Example: 
 
The keyword list includes the keywords ñCompany Añ, ñCompany Bñ and 
ñCompany Cñ. 
 

¶ Company  
o Company A  
o Company B 
o Company C 

 

See ќ Keyword lists 
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Memo 

A memo field contains any text, with virtually unlimited number of characters. 
If full text search is configured, the content of memo fields is also used for full 
text retrieval. 
 
In a memo field an Excel form can be deposited with that will be filled in the 
WinClient. In the memo field only the entered data are administrated. In the 
ñextended settingsò an overlay can be added to a memo field. 

Extended  (Email and File  name) 

If Extended is selected, an additional property can be specified. It may help to 
archive Emails from Outlook or files and their properties from the file system 
(like displayed in Windows explorer). 
If Office Link (Component services) was installed during FileDirector installation, 
a button (macro) is created allowing the direct archiving of complete Emails. If 
Emails are archived using this button, the following information can directly be 
used for indexing, if the relevant fields are configured:  

Email -From, Email -To, Email -Cc, Email -Bcc  

64 characters have been reserved for these fields. Email addresses are 
automatically archived using this field. 

Email -Subject  

The subject field may contain up to 255 characters. 

Email -Body  

The text of an Email is treated like a memo field and has virtually no index 
limitation. 

Email -Received on, Email -Sent on  

This setting archives the relevant date. The date format depends on the 
Windows setting. 

Email -subject or file name (with or without extension)  

The Email subject field may contain up to 255 characters. 
This option contains two indexing possibilities: If objects are archived via drag 
and drop (on WinClient), the file name is archived, if the relevant file is an Email, 
the content of the subject field is archived.  

Email archiving with separately saved attachments  

With the Component Service in FileDirector Version 1.3.2 or later a settings file 
app.xml is saved in the program path of the Component Service. The file is 
saved in the following path: 
 
ñC:\Program Files\Dieter Spielberg DMS GmbH\FileDirector Component Serviceñ  

 
It contains the following entry: 
 
    <!--   EMailSplit: 'Ask', 'On' or 'Off'   -->  (Comment line) 
    <add key="EMailSplit" value="Off" /> 
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With the option ñAskñ the user is asked during the archiving process whether 
the attachments are to be saved separately in the original format. The text of 
the email attachment is saved as a separate page in the document. By using 
the option ñonò the attachment is automatically separately saved and with the 
option ñoffò the mails are saved (like in earlier versions) as *.msg files as they 
are created in Outlook. 

 

File name (with or without extension)  

If files are archived using ñSend Toò in Explore context menu or via drag and 
drop, the file name is used for archiving with up to 255 characters length.  

File creation time, Fil e modification time, File last accessed time  

This field is configured as a date format field. The relevant file properties are 
automatically archived. 
 
 
For internal information, the unique field ID used in the cabinet database is 
displayed in the bottom right part. 
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Extended  settings  

In tab Extended settings  field attributes are specified for each field individually. 
The field attribute helps during indexing using automatic actions, preventing the 
user from incorrect entries and controls, which happen if the same index is 
keyed in again.  
 

 
 

Automatic actions  

None 

If option ñNoneò is set, index data entered are not used during single page 
scanning and batch scanning for the next document to be scanned. 

Preserve  

If scanning with WinClient, the index already keyed in is preserved for the next 
document to be scanned when option ñPreserveò is set. The field is not cleared 
after scanning; the information can be used for further indexing. This speeds up 
manual indexing, if some indexes do not have to be entered again. 
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Increment  

If a start value is specified in a field with this setting, the value is incremented 
by one each time a new document is scanned. 

Decrement  

If a start value is entered, it is automatically decremented by one each time a 
scan is started. The user should ensure that the start value is big enough, as 
the counter will not create negative values. If ñ10ò was specified as start value, 
the system will decrement as follows: é,01,00,99,98,é 

Increment /Decrement by page  

When increment or decrement by page is configured, the number of the pages 
is filled into the index field during the scanning process. This works for all the 
documents and the page of the previous document is added to or subtracted 
from the number of pages of the following document. 

Increment/ Decrement (Global)  

With this option a global counter is set from the server. If documents are 
checked in, the last number is searched from the server and counted up or 
down depending on the last number on the server. 

Set to system date / Set to system time  

If a field is set to date format, the system date can automatically be filled in. 
In addition to that the year, the week and the system date + n days can be set. 
 
Hint: 
The system time of a client must not differ more than 5 minutes from the server; 
otherwise the server will refuse to check in the document. 

Set to user name  

This action automatically sets the user name including domain name. 

Set to short user n ame 

This action automatically sets the user name without domain name. 

Set to machine name  

If the computer name should be automatically indexed this action can be used. 

Set to printed by  

This action automatically sets the user who printed the document. 

Set to printed on  

This action automatically sets the date the document was printed on. 
 

Content verification  

Mandatory fields are marked with a red exclamation sign in WinClient. The 
server will refuse to check in a document, which does not contain index in this 
field. 
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Empty not allowed  

Document cannot be checked in, if field is empty. In Upload status display of 
WinClient, an error message will appear and indicate which field must not be 
empty. 

Must be full  

If this option is set, all characters of the specified length must be entered. If the 
index entered does not meet the specified requirements, an error message 
appears in Upload status. 

Checksum algorithms  

Checksums with different algorithms can be specified for different requirements. 
The following types are implemented: 
Checksum ISBN, Mod2 ,Mod10 ,Mod11 ,Mod11.1 ,Mod11.2 ,11-Check. 
If a number is entered into this field, the content is checked using the relevant 
algorithm and either accepts or refuses the index. 

Duplicate index action  

This function checks whether the same index information had already been 
entered. One of the following actions can be taken: 

Reject  

If a document should be checked in with index information which is already 
stored for another document, the server will refuse to check in the new 
document. Only after the index is changed and does not already exist in the 
cabinet, it can be checked in. 

Append / Append after confirmation  

Using one of these settings, a new document an index that already exists in the 
cabinet database can be appended to this document. This can be done either 
automatically or with user confirmation.  

Append or new document  

If a document should be checked in with index information which is already 
stored for another document, the user is asked whether the document is to be 
appended or a new document should be created. 

Prepend / Prepend after confirmation  

Using one of these settings, a new document with an index already existing in 
the cabinet database can be prepended for this document. This can be done 
either automatically or with user confirmation. 

Prepend or new document  

If a document should be checked in with index information which is already 
stored for another document, the user is asked whether the document is to be 
prepended or a new document should be created. 

Replace / Replace after confirmation  

If a document with the entered index already exists in the cabinet database, the 
existing document can be replaced with the new document. This can be done 
either automatically or with user confirmation. 
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Replace or new docum ent  

If a document should be checked in with index information which is already 
stored for another document, the user is asked whether the document is to be 
replaced or a new document should be created. 
 
 
Hint: 
If several index fields together should build a unique index, the confirmation 
can lead to requests, which are not logical. 
Consider this setting very carefully. 
 

Field protection  

If a field is protected, it is switched inactive for index entry during editing and 
scanning.   

In Revisions  

If field protection is set for revisions, a new document can initially be indexed 
and checked in. After check out, this particular field is inactive and cannot be 
changed. 
 

Always  

This protection may for example be used in a field which has system date/time 
set automatically. If a document is checked out and changed, it is protected 
and not updated with the new system date/time. 
 

Overlay for m emo fiel ds 

Overlays in memo fields are predefined forms to enter special texts to save 
notes to documents as form. As overlay an excel document with protected 
fields is used. 
 
If an overlay is added to a memo field, it can be filled as a form in the WinClient. 
Only the entries are saved in the database, not the whole form. 
 
The overlays are not designed for an index search, because the values are 
only visible in the form. If an overlay is assigned to a memo field the field is not 
visible in the hitlist any longer, because the content cannot be shown directly in 
an index field. 
 
However the entered text from the overlay can be read by full text like in normal 
index fields. The content of the forms can be searched in the full text with 
ñWord*ò. To use the full text search full text must be configured.  
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Preparing an overlay  

A form for an overlay is realised with an Excel table. This Excel table contains 
protected and non protected fields. The non protected fields are transferred into 
the index field. 
  
Hint: 
How to protect fields can be found in the help file of Excel. 
A short description to protect fields: 
 

Choose fields in Excel table ќ format cells (right click) ќ Choose Tab 

ñProtectñќ  

 
Select the cell or cells that you want to unlock ŸChoose Format - Cells  ŸIn 
the Format Cells dialog box, click the Protection tab Ÿ Remove the checkmark 
from the locked checkbox Ÿ then Extras Ÿ protect worksheet 
Now the fields, where the protection is unlocked, can be filled with entries. 
 

Using in WinClient  

To use the overlay Excel must be installed on the Client. If the form is opened 
with a click on the index field (Tab Edit) and a text is entered, a different field 
must be selected in the Excel table to the last entered field, before it is applied 
with OK. The entries are saved in the sheet when the field is changed.. 
The changes must be applied with ñsave changesò in the tab ñeditò, when the 
form is close. The document is checked out and the changes are saved as 
revision with the next check-in. If an index field is changed, a yellow 
background of the index field will be noticed.  
The overlay entries cannot be searched in the index field. If the full text is 
configured, the entries can be found with the full text search. 
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ODBC link  

In order to connect a field with an ODBC link, a valid ODBC source must be 

configured in Windows. See ќ ODBC Link 

 

 
 
If a table is configured and the field assignments have been made, this field 
can be connected with an ODBC link. 
 
If this file is indexed in WinClient, a search is automatically performed in the 
ODBC database. If a corresponding match is found in the ODBC link, the 
connected fields in FileDirector are filled automatically with the information 
found in ODBC. 
  
This link offers a quick indexing possibility for several index fields, which belong 
together and contain linked information. This can be a Customer No., where the 
ODBC link automatically offers further information like name, address, Email, 
etc. 
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Hint: 
An ODBC-source in a field can only be set if the field is mapped in the ODBC-
link. 
If it it not mapped, the ODBC-source will not be available to select in the field. 
 
When the same ODBC-Link is assigned to multiple fields a search for additional 
field contents is started when the index is entered. However, the data structure 
of each field in the ODBC-Source must be clear, or incorrect results may occur. 
. 
 
Example: 
ODBC-table: 
 

Costumer number 
(ODBC-Link in a field) 

Name  
(ODBC-Link in a field) 

City  
(Only in ODBC-
configuration) 

100 Peter Hamburg 

200 Peter Duisburg 

 
When entering in the field  ñcostumer numberñ [200], the correct data record 
[200, Peter, Duisburg] is being displayed. When entering the field 
ñNameñ [Peter],the data record that was found first, will be displayed [100, 
Peter, Hamburg], because the name ñPeterò could not be clearly assigned. 
Here the ODBC-Link should only be assigned to fields which can provide a 
clear data record result. 
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Input template  

Using Input template  manual index entering can be limited to correct 
characters and format.  
The template type can be selected between Simple  and a Regular . A template 
can only be configured if in tab General  type if Custom template  was selected. 
 

 
 
 

With button  a list with Valid Mask expression characters  can be 
displayed. 
This window lists sections about simple templates and regular templates. If you 
select Simple  only the characters described in section Simple mask 
characters  can be used. 
If template type is Regular  characters from section Regular mask characters  
are used. 
 
Test field  offers the possibility to check, if the template accepts the typed 
characters. 
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Valid mask expression characters  
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Filter (Security)  * 

Filters are part of the FileDirector security concept. Filter offer ñfilteringò, i.e. 
selection of documents for certain users and groups depending on the index 
and the specified filter. 
 
If a user performs a simple or extended search in WinClient, the resulting hitlist 
is filtered according to the filter values specified. 
If a filter value is specified for a user account, this user will only be able to 
retrieve a document if index and filter value match in this field. 
 
Hint: 
If the filter field is connected to a wordlist only the comparison (reference) value 
ñequalò (=) or ñunequalò (<>) can be used. All other comparison (reference) 
values are used as ñequalò. 
 
 

 

Add accounts  

Click to Add account  and select the relevant account which should use filtering.  
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Compare  

In column ñCompareñ a comparing operator must be specified, which compares 
index and filter values: 
 

* If the character string specified is part of the index, the document can 
be retrieved. 
 
 

= A user can only retrieve this document, if only this character string is 
stored in the index field. 

> Greater than a specific number  

>= Greater or equal to a specific number 

< Smaller than a specific number 

<= Smaller o equal to a specific number 

<> Unequal 

 
 
 

Variabl e 

With the option ñvariableñ accounts can be set which are named during the 
working process. To configure, the the fields must be the correct value for the 
variable like account name, full name of the user or the email address. 
 
Example: 
The filter field contains the email addresses of the FileDirector users. These 
email addresses must exist in the list of the users and groups. The logged in 
user should only see the documents with its own email address. 
In this case you can use the entry ñCurrent user (E-mail)ñ and let the filter value 
be ñfield contentò. Now the content of the field will be checked for the email 
address of the current logged in user. 
 
For the other entries ñAccountò or ñFull nameò you can configure it similarly. 
 

Filter value  

In the example above the filter was set to ñ23ñ. If you set a filter, make sure that 
the length of the text is not longer than the characters of a field. 
At the beginning the filter value is automatically set to the account name. The 
user will only see their own data. 

Hide 

When ñHideò is checked, the relevant index field is not displayed in the control 
panel and in the hitlist when using the relevant account. 
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Hide index fields  without filter value  

If Hide  is selected for an account without specifying a filter value, this account 
is able to retrieve all documents, but the specific index field is hidden in 
WinClient for this account. 

Default  

If Default  is checked when a document is checked in, the index field is 
automatically filled with this value. 
 
Example:  
Entry in the filter field:  
 

Account Compare Filter 
value 

Hide Default 

spielberg\administrator = 111 W W 

spielberg\agents > 111 W Ã 

 
The user ñspielberg\administratorñ willsee all data which contains the string 
ñ111ò in the filter field. If this user creates and checks the data in, the value 
ñ111ò is automatically set in the index field - also if the field was not hidden and 
the user entered another value. 
The user ñspielberg\administratorò cannot see the field in his WinClient 
interface. 
In the background the index field is always filled with ñ111ò. If this user 
searches for document, he can only find the documents with this string in the 
index field. 
 
The users of the group ñagentsò can see all documents with a value higher than 
111 in the filter field. He wonôt notice that the documents are filtered, because 
the filter field is hidden. If the user created a document, the filter field is not 
filled with a value. If it is a user who just search and who does not check 
documents in, it is not necessary to set a filter as the value is only set during 
check-in. 
 

AND/OR Relation filters  

 
a) If in ONE index field several entries are configured for one user, these filter 
entries are related to OR. 
 
In order for several entries to one user to be connected with AND in an index 
field, the following entry can be added to the web.config: 
 
<!-- FDServer.FieldFilterSetToAND: 0 = ODER, 1 = AND --> 
    <add key="FDServer.FieldFilterSetToAND" value="1" /> 
 
b) If one user filters in DIFFERENT fields are configured, these fields are 
related to AND or OR - depending on the settings in the web.config. 
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If the entry is not in the web.config. ñANDñ is set as a default entry. 
 
Example  1: 
Configuration in the file web.config (AND Relation): 
<!-- FDServer.CombineSearchFieldsWithOR: 0 = AND, 1 = OR --> 
 <add key="FDServer.CombineSearchFieldsWithOR" value="0" /> 
 
A user is to be allowed to see a document only if two fields contain a certain 
value. Configure each filter with the appropriate field for the user. Because the 
filter is in this case related to ñANDò, the user is allowed to see the document 
not until BOTH fields are applied. 
 
Example  2: 
Configuration in the file web.config (OR Relation): 
<!-- FDServer.CombineSearchFieldsWithOR: 0 = AND, 1 = OR --> 
<add key="FDServer.CombineSearchFieldsWithOR" value="1" /> 
 
A user is to be allowed to see a document only if one of two fields contain a 
certain value. 
 
Configure each filter with the appropriate field for the user. As the filters are 
related to ñORò the user is allowed to see the document if ONE of the fields is 
applied. 
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Document types  

In a FileDirector cabinet, documents are organised and filed in document types. 
Since each document type can be configured individually, it can specifically be 
modified  to the customers workflow requirements. 
FileDirector allows an unlimited number of document types to be created in a 
cabinet. These document types can be changed, amended or deleted at 
anytime. 

New document type  

  
When  Clicking to button New in node Document type  of a cabinet, a dialogue 
window for document type creation and properties will open. Node Document 
type  must be selected in the left part of FileDirector Enterprise manager 
window. 
 

Properties of the node document types  

After selecting ñSecurity ò of the node document types it is possible to define an 
alias name for the description ñdocument typesò. 

 

 

Duplicate Document type  

  
Existing Document types of a cabinet can be duplicated. Select the item to be 
duplicated and click to button Duplicate item  in the toolbar. A new document 
type will appear in the list of document types, which carries the same name 
with an added numbering behind the original document type name. This 
document type has exactly the same properties as the original. If necessary, 
the new document type can be changed by selecting Properties  in context 
menu (right mouse button). 
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General  

In tab General the name and the storage pool must be specified. A description 
text for this document type can be entered in description. The description would 
be displayed in a tool tip in WinClient, when the mouse cursor stays on the 
document type name. In this way a user can promptly achieve information 
about the document type used. 
 

  
 

Storage pool of document type  

Image data is saved in the storage pool. The SQL database cabinet only 
carries index information only. By default a directory filedirector.data is 
created during installation. The account fd-server must have full control of this 
directory. 
Basic configuration  

The basic configuration of storage pools is specified under section ќ Storage 

pools. 
The storage pools configured can be assigned here. 
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Use as mailbox  

A document type can be specified as Mailbox , if you tick the relevant checkbox 
Use as mailbox . Revisions are not created and stored in this document type, 
when this option is selected. 
This setting is useful, if changes after check in should not be saved as a 
revision. An example could be the incoming mail that was scanned initially. 
Annotations can be set without storing a revision each time. After distributing 
and working on the incoming mails, they are finally stored in document types 
which create revisions. 
This setting can only be done while creating the document type. Once the 
document type has been created, it cannot be changed. 

Include in full text OCR reading  

The document types can be set for full text reading individually. If a full text 
scheduler is configured, it works on the document types specified for full text 
reading. 

For configuration of full text search: see ќ Full text scheduler 

 
Hint: 
If the scheduler is introduced, after documents have been archived, they are 
also processed by full text reading. 
 
Hint for full text recognition of pdf-documents: 
You must distinguish between the pdf-files. There are editable and non-editable 
pdf-files. Non-editable pdf-files could be e.g. tif-files converted into pdf-format. 
These files are not unpacked during a full text recognition and therefore not 
read full text. Only editable pdf-file can be read full text, whereas these files 
must not be compressed or encrypted. 

Perform instant OCR reading  

If this option is checked, full text reading is immediately performed on a 
document after Check In on the server. For each Check In of a new document 
the OCR engine must be started. This can result in delays and reduced 
performance of the system during check in. 
 
Hint: 
A full text search can only be successful when the scheduler has been 
executed, which fills the full text index in SQL server. 

See ќ Setup SQL Server for full text reading 

 

Accept signed docs only  

If only signed documents are to be check in to the document type this option 
must be set. For documents which are checked in by a user in the WinClient, 
the user needs a signature which must be provided by the administrator. The 
user must load the signature from the WinClient menu Extras Ÿ Options. The 
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user must load his signature to ensure documents will be checked in with the 
signature in this document type. 
 
If a scheduler is configured to check in documents in a document type which 
only allows signed documents, the certificate must be loaded to the FileDirector 

Server. ќ see server certificate. 

 

Document type ID  

The document type ID is needed to narrow down database search requests to 
the documents of a certain document type. The ID denotes the unique number 
under which a document type is stored. 
 

Fields of a document type  

In tab Fields  select the required fields for storage and description of the 
documents from the total pool of fields created. Clicking Add, displays the list of 
available index fields for selections. 
Once fields are created, they can be used in several document types. In this 
case a search can be performed over more than one document type. 
 
The fields are displayed in WinClient in the order which is specified in the 
document type setup. 
 
A new field is appended to the list, when a field is removed, the next fields 
move up one position. The fields can be resorted and rearranged using óDrag 
and Dropô. Select a field, press left mouse button and move the relevant field to 
the new position. 
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Extended setting on Document Type level  

For index fields extended properties can be set, for example ñEmpty not 
allowedñ or ñSet to system date/timeñ. These settings are specified when 

creating the fields see ќ Extended settings. 

The setting specified is a general setting which is valid for all document types.  
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The extended settings of each field can be changed individually for each 
document type by clicking the properties of a field in a document type (double 
click or right mouse button ï Properties) and change the setting there, they are 
different from the general settings. As default value, the general settings are 
specified. The field list to each document type displayed in the right part of the 
Enterprise Manager window displays the actual extended settings.  

 
On this level you can define the keyword lists to provide different keyword lists 
for a single keyword field in different document types. 
You can also define whether the keyword field should be used for the filing 
system, a manually typed input is allowed or a multiple selection is provided. 
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Setup retention control in document type  

With retention control a defined time can be specified for older documents to be 
removed automatically or from the system or to be sent to a defined process. 
Retention control can be set individually for each document type. In order to 
start the configured actions, once the configured time is elapsed; the retention 
control must be activated and be controlled by a scheduler. The retention 
actions are carried out for all the document types used. 

See ќ Retention control when setting up schedulers. 

 
During configuration the base date for the calculation, the documents lifetime 
and the action to be taken after the documents lifetime is expired must be 
configured. 

Date based on:  

 

Document open date 
  

The first archiving date of a document 

Last modification date  This is the date of the last revision 

Last used date  Date when a page of the document was 
displayed for the last time (when it was 
downloaded to the local cache of a user) 

Index field Here a date index field can be selected. 
All available date fields of the selected 
document type are listed. 

 

Offset ( months , days)  

This setting can be configured in months and days. When these elapse, 
retention control is carried out. 

Expiration action  

 

Process If processes are defined, the documents can be 
sent to a process.  

Export Copies document data (stored in 
\filedirector.data) into a specified directory 
(copy). 
Index data in SQL database remain for retrieval. 

Export and delete Moves document data (from \filedirector.data) 
into a defined directory (move). 
Index data in SQL database remain for retrieval. 

Export and destroy Moves document data (from \filedirector.data) 
into a defined directory (move) and deletes index 
data from SQL database. 
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Destroy Deletes document data (in filedirector.data) on 
hard disk and index data in SQL database. 

 
Example for sending documents to a process which should present the 
document again: 
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Example of an export of document images to a directory:  
 

 
 

Export and retrieval of data on CDôs 

 
If data is exported to a defined directory, an empty file is being created in this 
directory with media ID in file name. (File name: date and exact time, for 
example: FD 2005-01-17T17_03_48.096.mid) together with the data directory 
of the cabinet. This file must be copied to CD in order to make correct retrieval 
from CD possible. 
In SQL database this media ID is stored to the relevant exported documents.  
 
Attention: If option ñDestroyñ is set, the documents are finally deleted and 
cannot be retrieved any longer. 
 
In order to retrieve documents from index data still present in SQL database, 
the CD drive must be specified as an alternative storage pool. If a document is 
searched, first the default storage pool and then storage locations according to 
their priority are searched. Then the search is spread on the *.MID files stored 
in the SQL database. If the CD drive was specified as an alternative storage 
pool, the CD with the relevant media ID must be inserted. If it s not present, a 
message is displayed, and the system prompts for the correct CD to be 
inserted. 
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It is necessary to label the CDs with the correct media ID. 
  
Hint:  
When using Oracle as a database server, the file name of the *.mid file is not 
specified including the thousands of a second. 

Security overview for all document types of a 
cabinet  

Selecting ñSecurityò of the node document types a window containing an 
overview about all document types and their security setting of the selected 
cabinet is created. 
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It is easy to setup the right for the document types by selecting the document 
types with the mouse. 
By holding the Ctrl or shift key and selecting the fields with the mouse it is 
possible to select and change multiple fields at once by using the space key 
after selecting. 

 
In the lower part of the window the group membership of the selected user is 
displayed or the members of the selected group. 
 

 Through the button ñShow rights foréò it is possible to 
show the rights on document type level for a group or 
user. Multiple selection with Ctrl or shift is possible as 
well. 
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Security on document type l evel  

On tab Security , individual access profiles for the relevant document type can 
be configured. When clicking to Add , a list of the available users and groups 
are displayed for selection. For each user and group the access rights can be 
specified in the lower part of the window by checking boxes Allow  or Deny . 
Using Remove  button, the selected entry can be removed from the list. 
 

 
 
Generally all rights specified on cabinet level are automatically inherited to 
document type level. If a new user or group is added by clicking Add , the 
inherited rights (squares) are displayed after clicking OK and redisplaying this 
window. 
 
For granting access rights, the user must be specified on cabinet level because 
the user must be able to see the relevant cabinet to work with it. On document 
type level a denial of rights can be configured. In order to explicitly deny rights, 
the check box should be set to Deny , the removal of the relevant tick is not 
sufficient. 
The properties of the rights are similar to the rights on cabinet level. 

See ќ Rights on cabinet level. 
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Specify rights on document level  

If a user has full control on document type level, he is able to specify individual 
rights for single documents directly in WinClient. 

See: ќ User Manual: WinClient Rights on document level 

 

Rights on document types  

The access right system is built hierarchically so that access rights on cabinets 
are inherited to the document types of that cabinet. Deny  always has a higher 
priority than Allow.  
If rights should be allowed or denied, the relevant check box Allow  or Deny  
should explicitly be checked.  If only the tick is removed, the relevant group 
rights or inherited rights are automatically used. 
 

Full access  

Allows the user to allow or deny rights. Ensure that the administrator user for 
FileDirector has full control. 
If this right was denied, the administrative user cannot change access rights. 
 
Hint:  
If group FD-admins is deleted, it is automatically recreated with all rights after 
restart.  
 

Create 

If ñCreateñ is denied for a user, he may create documents in his local cache, but 
they cannot be checked into the server. This is only important for the creation 
of new documents. 
Amending pages or changing of a document is not denied when this option is 
denied. 

Delete 

If deleting is denied, the user may not delete documents already checked into 
the server. 
Documents on the local and personal list may be deleted.  
 
Hint:  
Deleting a document on the server does neither delete the index record nor the 
data itself. The document is marked as deleted in table ñFD_Documentsò and is 
then not listed in the hit list any longer.  

Modify  

If this option is denied, check out of archived documents is not possible. 
Modifying of new documents on the local list and check in afterwards is allowed. 

View  

If view is denied for a cabinet, the cabinet is not displayed in the cabinet list and 
cannot be selected for opening.  
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Download   

If ñDownloadñ is denied, the index information of a document can be retrieved 
and displayed, but the relevant pages are not displayed, because downloading 
these documents to the local list is forbidden. Changing of index is not possible. 
 
Hint: 
With these options the control and configuration of the local cache is important! 
If standard authentication is used, the security may not be sufficient, if users 
with different rights in FileDirector work on the same PC. 

See ќ Automatic Login using Windows authentication 

Download revisions  

If ñDownload revisionsñ is denied, a user can only display the latest revision of 
the document, he is not able to view older revisions. 

Change annotations   

Annotations stored on a page cannot be changed, if this right is denied to a 
user. 
With this setting, parts of a page can be hidden for certain user or groups. 

Scan  

If this right is denied, the user has no scan options in WinClient. Tab ñScanñ is 
completely hidden. 
 

Edit   

If ñEditñ is denied, tab ñEditñ is completely hidden in WinClient and inaccessible 
for this user or group. 

Print   

If ñPrintò is not allowed, the printing options available in menu are inactive and 
are not accessible for this user or group. 
 

Views on document typ e 

Within the tab Views  it is possible to define individual settings for users and 
groups for the fields in the control box and the hit list in WinClient for a 
document type. 
These settings can be defined for the tabs ñSearchñ and ñEdit/ Scanñ separately. 
Additionally, the views for shown index fields of the control box and the hit list 
can be setup individually. 

 

Setup views on document type level  

Navigate to the node of a document type in a cabinet and select the properties 
of the document the views should be set up for. 

 
Select the tab views in the properties window of the document type. 
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In the upper section of the view tab ñUser and group namesñ the users and/ or 
groups can be added removed or the settings of a previously set-up group or 
user can be copied. 
 

   Adds a user or a group to views. 
 

 Copies the settings of a selected, previously set-up 
group to new user or group added to the view. 

 

   Deletes a user or group from views. 
 
 
 
The lower section is used for the settings of the WinClient tabs ñSearchò and 
ñEdit/ Scanò. 
The setting could be defined separately for the index fields in the control box 
and the hit list. 

 
 

Hint: 






































































































































































































































































