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* All options with Asterisk are NOT available in the SBE (Small Business
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Software Licence Agreement

FileDirector Software Licence Agreement

IMPORTANT: Read this agreement before installing FileDirector. By installing
FileDirector you are deemed to agree to be bound by this agreement.
This license agreement is a legal document between you and Spielberg Solutions
GmbH. If you do not agree to the terms of this agreement return the software CD
and accompanying documentation (the "Documentation”) and other items to the
place from where you obtained them for a refund before they are marked or
damaged in any way.
In consideration of the right to use the Software you agree to abide by the terms
and conditions of this agreement.

1. GRANT OF LICENSE
The Software consists of the software modules by:
a) Spielberg Solutions GmbH, a German public listed company having its place of
business at Obere Kaiserswerther Str. 17, 47249 Duisburg, Germany
("Spielberg™);
b) Microsoft Corp., a Washington Corporation having its place of business at 1
Microsoft Way, Redmond, WA 98052-6399, USA ("Microsoft");
c) Stellent Inc., an lllinois Corporation having its place of business at 330 N.
Wabash Ave., 15th Floor, Chicago, IL 60611, USA ("Stellent");
d) MICROPLEX Trading GmbH, a German Company having its place of business
at Leipziger Chaussee 191g, 06112 Halle, Germany("Microplex");
e) ScanSoft B.V., a Dutch Company having its place of business at Randstad 22-
139, 1316 BW Almere, Netherlands ("ScanSoft");
f) Developer Express Inc., a Nevada company having its place of business at
6340 Mcleod Dr. Suitel, Las Vegas, NV 89120
g) Pixel Translations a Division of Captiva Software Corporation, a Californian
company having its place of business at 1299 Parkmoor Drive, San Jose,
California 9512 6 USA (fAPixel o).
You understand and acknowledge that any software module included in the
Software may have utility with or be able to be called by other software and/or
hardware, which Spielberg considers to be an unauthorised use of the Software.
Accordingly, you agree that you will use such software modules only as part of the
Software and not in conjunction with, or as part of, or as a component of other
software and/or hardware which makes calls to such software modules.
Spielberg grants you the personal non-exclusive rights:
a) For a single-user version of the Software, to install and use the Software for
internal purposes only on a single computer (the Software is considered in use
when it is installed in the temporary memory, i.e. RAM, or the permanent memory,
i.e. Hard Disk Drive).
b) For a multi-user version of the Software, to install and use the Software for
internal purposes only for the number of computers or simultaneous users
identified in the Installation Configuration sheet of the Software package (for

12 { Software Licence Agreement FileDirector 2.5



example, if you have purchased a 5-User license you may install the Software for
simultaneous use by up to 5 Users on a network).

2. BACKUP COPY
a) You may make whatever copies you deem appropriate from the FileDirector
"delivery" Compact Disc, the Programs, Example Files and any other promotional
material that may be included thereon. The Application Manual, or any part
thereof, may be reproduced in sufficient quantity to support only the number of
users licensed to you and no more. You must reproduce and include on the
backup copy the copyright notice and other ownership or proprietary legends that
are on the original copy of the Software.
b) You may NOT make or attempt to make any copy whatsoever of the
FileDirector license held on the dongle. ANY ATTEMPT TO COPY, TRANSFER
OR RESTORE THE LICENSE MAY CORRUPT THE ENABLING LICENSE. The
License, once enabled on the dongle, represents the full purchase value of the
license to use the FileDirector Software. The enabled License can be manipulated
ONLY by the commands within the FileDirector application.

3. RESTRICTIONS
a) You may not market, distribute or transfer the Software or the Documentation
to others, or electronically transfer the Software from one computer to another
over a network except as expressly provided herein.
b) You may not de-compile, reverse engineer, disassemble or otherwise reduce
the code of the Software to a human perceivable form.
c) You may not modify, adapt, translate, rent, lease or loan the Software or the
Documentation or create derivative works based on the Software or the
Documentation.

4. OWNERSHIP AND COPYRIGHT
Spielberg, Microsoft, Stellent, Microplex, ScanSoft, DevExpress and Pixel reserve
all rights to their respective software modules of the Software and the
Documentation. The Software and the Documentation is copyrighted.
Unauthorised copying of the Software, including portions thereof, or the
Documentation is expressly forbidden.

5. EXPORT CONTROL
You agree that the Software and Documentation will not be shipped, transferred
or exported into any country or used in any manner prohibited by the United
States Export Administration Act or any other applicable export control laws,
restrictions or regulations of the countries involved.

6. SUPPORT AND UPDATES
a) Spielberg, Spielberg's subsidiaries or affiliates, their distributors and dealers
are not responsible for maintaining or helping you to use the Software and the
Documentation, excepting where agreements have been entered into between
specific parties, i.e. Spielberg: Distributor, Distributor: Dealer, Dealer: End User.
b) No updates, fixes or support will be made available for the Software and
Documentation other than by publishing such revisions on the Spielberg web site:
http://www.spielberg.de or http://www.filedirector.com
c) Any updates, fixes or support will be made available on the said web site solely
at the discretion of Spielberg, who is under no obligation whatsoever to do so.

7. LIMITED WARRANTY AND DISCLAIMER OF INDEMNITY
Limited Warranty. The Software and documentation is provided "as is" without
warranty of any kind, either express or implied, including, but not limited to implied
warranties of merchantability and fitness for a particular purpose. The entire risk
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as to quality and performance of the Software and documentations is with you.
Should the Software prove defective you (and not Spielberg, Spielberg's affiliates,
their distributors or dealers) assume the entire cost of all necessary servicing,
repair or correction. Some states or jurisdictions do no not allow the exclusion of
implied warranties, so the above exclusion may not apply to you. This warranty
gives you specific legal rights and you may also have other rights which vary
according to state or jurisdiction.
Spielberg, Spielberg's affiliates, their distributors and dealers do not warrant that
the functions contained in the Software will meet your requirements or that the
operation of the Software will meet your requirements or that the operation of the
Software will be uninterrupted or error free.
However, Spielberg or Spielberg's affiliates warrants a compact disc or diskette on
which the Software is stored to be free from defects in materials and workmanship
under normal use for a period of ninety (90) days from the date you purchased the
same, as evidenced by a receipt or otherwise. Some states or jurisdictions do not
allow limitations on duration of an implied warranty, so the above limitation may
not apply to you.

CUSTOMER REMEDIES
Spielberg's entire liability and your exclusive remedy shall be the replacement of
the Compact Disc and/or Diskette not meeting the LIMITED WARRANTY and
which is returned to Spielberg or Spielberg's marketing affiliate, ScanFile
International Limited, with a copy of your receipt or otherwise. The LIMITED
WARRANTY is void if failure of the Compact Disc has resulted from accident,
abuse or misapplication of the software.
No liability for consequential damages. In no event shall Spielberg, or Spielberg's
affiliates, their distributors or dealers be liable for any damages whatsoever
(including without limitation, direct or indirect damages for personal injury, loss of
business profits, business interruption, loss of business information, or other
consequential or incidental damages) arising out of the software, the use thereof
or inability to use the software even if Spielberg, Spielberg's affiliates, their
distributors or dealers has been advised of the possibility of such damages. Some
states or jurisdictions do not allow the exclusion or limitation of liability for
consequential or incidental damages, so the above limitation may not apply to
you.
Disclaimer of indemnity. Spielberg, Spielberg's affiliates, their distributors and
dealers shall have no obligation to indemnify you against any claim or suit brought
to you by a third party alleging that the Software or the use thereof infringes any
intellectual property of such third party.
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8. TERM
This agreement is effective upon the installation of FileDirector Server and Client
and remains in effect until terminated. You may terminate this agreement by
destroying the Software and any copy thereof. This agreement will also terminate
if you fail to comply with any of the terms of this agreement. In addition to
Spielberg enforcing its legal rights, you must then promptly destroy the Software
and any copy thereof.

9. ACKNOWLEDGEMENT
By selecting the 'Yes, | accept the agreement' option, you acknowledge that you
have read this agreement, understand it and agree to be bound by its terms and
conditions. You further agree that this agreement is the complete and exclusive
statement of agreement between you and Spielberg concerning the subject matter
hereof, which supersedes any proposals or prior agreements, oral or written, and
any other communication between you and Spielberg relating to the subject
matter hereof. No amendment to this agreement shall be effective unless signed
by a duly authorised representative of Spielberg.

Should you have any questions concerning this agreement, or if you desire to
contact Spielberg for any reason, please write to your authorised supplier
requesting that they pass your correspondence to ScanFile International Limited,
the marketing affiliate of Spielberg Solutions GmbH.

Disclaimer

This document was created with utmost accuracy. Nevertheless we cannot
guarantee that it is free of errors. Therefore we cannot take responsibility resulting
from wrong or misleading descriptions or their consequences.
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Concept of FileDirector

FileDirector is a Client/Server-Application, which stores index data in a
database server like MS SQL server.

FileDirector server is an XML-based web service based on modern Client
I/server technology. This server treats all requests posed by network clients and
forwards them to the database server.

The system is divided into several single applications in order to separate
configuration tasks from common user tasks. Enterprise manager configures
and maintains the system. Creating, editing, retrieval and distribution of
documents is performed with WinClient. These applications are totally network-
compatible and can be used in Intranet/LAN and Internet/WAN.

All data transmitted through the network between components of FileDirector
are secured with 128 bit encryption.

Security and stability of the system is additionally increased by a separation
into client application, server and data storage. Access to database and stored
documents is only possible for FileDirector Server; no client application has any
access to index and documents. FileDirector works in genuine 3 tier
architecture (Clienti Serveri Data Base).

Embedded into Microsoft .NET technology FileDirector is part of a new
generation of software systems well prepared for future requirements.

Cabinets

FileDirector stores documents in cabinets. These virtual cabinets are able to
store any document format. There are no limitations set by FileDirector
concerning the size or number of documents stored.

Normally a company would set up one cabinet to store their documents. These
documents are held in different document types. It is possible to search for
documents in a cabinet over all document types stored.

Document Types

In order to file and classify documents they are stored in different document
types. In a typical office situation this could for example be Offers, Orders and
Invoices. A document type is mainly defined by the index fields used to classify
the documents. These fields are selected from the complete pool of index fields
which have been specified before and should contain each index field used to
classify all possible documents. The index fields of our example could be Order
No., Invoice No. or client name.
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FileDirector manages every kind of document format, for example document
formats of other software applications. Using the Office integration (Office
Macros), documents of the office package (Word, Excel or Outlook) can directly
be archived to FileDirector in their original format. Other documents can be
created by scanning paper documents or importing of mainframe spool data.

Scheduled processes

FileDirector is equipped with different schedulers, which are very useful in an
automated bureau environment. Recurring tasks can be performed
automatically in fixed time gaps.

Documents can be managed through a defined process, which is defined as a
fixed series of steps. Certain users must work on the document in each step.
Applications which do not create electronic documents to be stored in
FileDirector can create image documents by printingto Fi | e Dilmaget or 0 s
Printer or Virtual Network Printer (VNP). These documents can be indexed and
stored automatically.

The versatile OCR module can create a full text index for full text retrieval or
read defined zones with a forms recognition module. Reading of Barcodes
offers another possibility of automatic indexing.

The integrated Document viewer of FileDirector can display and print more than
200 different file formats without the respective application installed.

First Step s after installation

During installation icons for the following applications are created on the
desktop:

The ConfigUtility

This is used by the administrator to configure the FileDirector Servers.
You will find a guide in the installation manual.

Hint:

You create the name of the account of the FileDirector Server via the

ConfigUtility. Afterastandardinst al | ati on the namerofertihe

If the name is changed user-specific in the ConfigUtility, all following
explanations in this maemrweadlrréfer dcontleeeuseni ng t h

name that was defined in the FileDirector Server beforehand.

FileDirector Enterprise Manager

Enterprise Manager is used for administrative tasks within a FileDirector
system, for example to setup cabinets, index fields security settings etc.
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FileDirector WinClient

The WinClient is used by a normal FileDirector user to retrieve, scan, edit and
distribute documents. This application is explained in detail in the User Guide.

Start FileDirector Enterprise Manager to setup and configure cabinets. In order
to start and use all functions of FileDirector Enterprise Manager, the relevant
user must be a member of the group i f-ald mi nwhidh is created during
installation of FileDirector. The system administrators are automatically added
to that group. A system administrator can immediately use FileDirector
Enterprise Manager and gains full control of the configuration.

First configuration / Procedure

First a cabinet is configured which is later used by WinClient for document
storage.

Configuration steps

Create cabinet

Create and setup index fields

Create Document types and link index fields to them

Setup Scan Profile which enables WinClient to scan documents into
document types of cabinet.

rwnhE

After this first basic configuration steps documents can manually be scanned
and indexed with WinClient.

Later automatic procedures can be established like schedulers, automatic
indexing with OCR recognition, OVR full text recognition process management
(work flow) and the security system can be setup accordingly.
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Enterprise Manager - General

All configuration tasks after installation are performed by FileDirector Enterprise
Manager, especially configuration of cabinets, document types and the index
fields used for the storage requirements of the company. This application can
be installed either on a workstation or the server.

The user must be a member of the fd-admins group in order to use all functions

of the Enterprise Manager . Tik exclusivelya fAsys
accessible by members of fd-admins, but the right to manage cabinets can be

assigned to members of the group fd-scan or fd-scan-named.

After starting Enterprise Manager the following window appears:

%% FileDirector Enterprise Manager (V¥2.0.1) - http:/f19... g@

AN A e
= %Ehttp:x’ﬂﬂz'lEB.D.dEa’FiIeDirectnré Marne
- ﬁh Swstern configuration ﬁh
- Q Semver Cabinets
Active

':;'; R eplication
% Ilzers and groups
E Client configuration
- Ewvents
Audit trail
gE Active uzer
@ Scheduler

Scripts

Y Codeless connectar
g7 SAP

Cabinetz

2 Ready €7 serverD1ladministrator

The main menu of Enterprise Manager contains a tool bar in the top of the
window and a status line in the bottom of the window, where the authenticated
user is displayed.

The commands are now shortly described. These commands are mainly
context sensitive, which means they are directly connected with the marked
elements.
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Toolbar

Properties
Button Properties displays properties of the selected element. This function can
also be in the context menu which is opened by clicking the right mouse button.

Refresh

When clicking Refresh Enterprise Manager display window is rebuilt, displaying
actual values. Pressing F5 or clicking with right mouse button yields the same
function.

Export List
When selecting Export List, the selected part of the Enterprise Manager window is
exported as a TAB or comma, separating the list into a text file.

E Help
Selects Help Files

T New
Clicking the asterisk creates a new element in the selected node.

7% Delete

Selected el ements are deleted with oODel etebo
= Security

Security settings can be applied to cabinets, document types and scan profiles.

EEY Copy

Some elements can be copied during configuration, for example document types,
scan profiles, word lists and stamps.
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FileDirector S erver connection

When the entry iConnected with [server name]  $eleced and properties are
clicked, the following dialogue window appears, where the connection settings
to the FileDirector Server can be configured:

-

.. Connect to a FileDirector Web Service

Connechion

ml The following informations are required to contact a
= FileDirectar Web Service

Connection zetings
Server URL: http: A fesmrmuiEpfiledirector

[E.a.: http[z]:/ HozthameFileDirectar)

Autormatically log-in uzing curent YWindows account

Language ﬁ Englizh (LK) v

[ Test connection

Y

A| B

Enter the URL for the FileDirector Server in Server URL. A valid entry consists
of a protocol name (http or https), a colon with two slashes, the FileDirector
server DNS name or IP address and the virtual directory name of the
FileDirector installation stored in the IIS settings (default: FileDirector ).

If the installation was performed using the installation site of FileDirector, the
correct address must have been stored. The connection settings are read from
file AA p p . x. MHisHAile is written with correct settings if Br an d i nlgpeén
performed (see Installation Manual).
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Using the button Test Connection the connection to the FileDirector server
can be tested with the account used. This account must be known to the
FileDirector user, the relevant account must be member of one of the
FileDirector groups.

Hint:
If a connection via https should be established, an official Certification for the
usage of a SSL server is required.

Automatic Login using Windows Account

FileDirector server utilises windows account rights and user structures. If the
actual windows account is used, the user must not login to FileDirector as the
windows account information is used for authentication. Each user working with
FileDirector will have a local cache directory created on the relevant computer.
Due to this fact, data from the cache cannot be displayed by other user.

If Stand ard authenti cation is used (entry not checked), the same local cache
is used for all users connected to this PC. A login window appears when
starting the application and the local cache of the relevant user logged into
windows is used.

For of security reasons windows authentication should be used. It can be useful
to use login of the application.

Language setting

After installation FileDirector uses per default the language of the operating
system where the application is installed.

If a different language is selected, FileDirector Enterprise Manager must be
restarted. The following languages can be used:

Windows defined (language of operating system is used)

English (UK)
English (US)
German

French

Spanish

Dutch

Japanese

Korean

Chinese (Big5)
Chinese (Simplified)

= =4 =0_-9_-9_9_48_9_2_-2°
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Manage multiple servers from Enterprise Manager

In order to manage multiple server installations with one Enterprise Manager,
you need to establish an additional connection by selecting the first level and
click on ANewo.

The connectcanobedadtered Atgrt on to name the connections
individually.

Hint:
a) The server installation needs to be version 2.0
Errors will occur if a connection to a server prior to version 2 is established.
b) All settings of the Enterprise Manager are saved to the file
AENt er pri se Man ageache (MdDoouments\FikeDirectod).o ¢ a |
I f the Wi nClientds | oc alanewanehtkis fileshoude| et e d
be preserved to keep the settings for the Enterprise Manager.
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System configuration

For configuration and administration of FileDirector System configuration in
Enterprise Manager must be selected. During the installation of FileDirector
basic configuration settings by the FileDirector ConfigUTtility. This is installed on
the FileDirector server and can only be run there.

Server

Server certificate

Jtz System configuration

Select certificate

lx3uer
Subject
Thurmbprint
Yalid framn

Walid b

Here pou can zet the certificate which iz uzed by the zerver.

Weargion from

30.01. 2006 15:11:08
30.01.2008 15:10:51

CHN=Dieter Spielberg DMS GmbH, DC=spielberg, DC=de

E =frozti@zpielberg. de, Ch=lan Frost, OU=D5Uzer, DC=zpielberg, DC=de
CEFDC 24547 58F83 CE3ED 95002 AARFC C19BE 94354

0E.01.2008 11:20:57

0E.01. 2007 11:20:57

Show certificate

Private key pazsword

Repeat pazsword

Load new certificate ]

Cancel

4
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The configuration of the server certificate is set in the properties of the node
Server K Active on the left side of the Enterprise Manager. The server
certificate is used for signed documents which are automatically checked in by
a scheduler to a document type. To accept only signed documents it must be
configured in the properties of the document type.

To load a server certificate, it must be available as *.pfx file.

Create certificate
A certificate is to be received via a trustworthy Trust Centre. After a certificate
is installed it can be exported via the Internet Explorer.

Export a certificate as * .pfx-file

An installed certificate can be exported via the Internet Explorer to a *.pfx file.
Please use Tools Y Internet options YCo nt e n Certificate to list the
installed certi kpoatésY G@GhWesse exPort
information exchange i PKCS # 12 (.pfx). Please enter now the password, the
name and the path for the exported *.pfx file.

Hint:

Please refer to the help files of Internet Explorer and Microsofts Knowledge
Base for further information.

Import a *.pfx file into FileDirector

Please open the window mentioned above in the Enterprise Manager to import
a certificate to the server.

Firstly enter the password you have chosen beforehand and load the *pfx file
via the command ALoad new certificat

SQL Parameter

There is an additional tab in the mask of the server certificate where the
settings for the connection to the FileDirector to the SQL Server are shown.
These settings must be configured in the ConfigUtility on the server (see
installation guide).

If you select node Server K Active, the configured FileDirector servers are
listed in the right part of the Enterprise Manager window. If the installation is
spread over several FileDirector servers, they can be configured individually in
Enterprise Manager. In Properties the licensing options of each server can be
displayed.

Hint:
The refresh interval for the servers is 10 minutes. . If a server is not found after
10 minutes, it is not displayed in the Enterprise Manager.

Licenc ee
In tab Licenc ee the contact information of the licencee are displayed.

Licence options
Under the tab Licence options you will find information about the program
protection and the available licences.
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Q FileDirector Server Settings

Senial nurmber:

Licensee | Licence options | DMZ settings

CC453-4CE14-B3850-D4DE0-43614

Server lype

Site replication
Process management
b ailStare

SAP Archivelink
ODEBC

Web access

Audit trail

Container

Server

COLD server

OCH zerver

Codeless connectors
Image printers

OCR clients

Azian OCR clients
Wirtual Metwork Printer
Isiz clients

Scan [named)

Scan [concurrent)
Uzer [named]

Usger [concurrent]
FreeForm recognition
Ticker count

Expires on
Maintenance expires on

Walue
Enterprize
Stand-alone
Tes
Y'es
Tes
Tes
Tes
Tes
Tes
Tes

| L L R S S S S S S S Y

EO00 documents

1]

Mewver expires

30.04.2010

Product mode

First you will find the serial number of the program protection.

The FileDirector is available in an Enterprise Edition and a SBE Edition.

FileDirector Enterprise Edition

The Enterprise Edition is the full version and all licence options could be

purchased and unlocked separately.

FileDirector SBE

The B ma |

Server type

The value displayed in server type displays the installation method. The
following licence options are possible: Stand alone, WebGarden or WebFarm.
More information can be found in the installation manual.

Busi

ness

Edi

t

@8 Whose g0 nbtomeed alma |
optional features. The options which are not available are marked with an
asterisk * . For Activating an option that is not available in the SBE Version an
update to the Enterprise Edition is to be made.
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Site replication *
You need to activate a licence for site replication to run a data synchronisation
via the replication scheduler. The configuration can be adjusted in the

Enterprise Manager by sel ek tsérvergk F%ystem (
replication.

Process management *

The process management must be licensed in order that the document
forwarding works. When using several servers you can allocate the load of the
process management to another server.

MailStore

With the MailStore module, incoming and outgoing Emails can be archived
automatically through a SMTP server. A licence is required to run the scheduler
in this module.

SAP Archive Link *
In order to use SAP Archive Link (Interface to SAP) a licence is necessary in
FileDirector.

obBC*

With the AODBCA function you TtsourcesSles up an
must be licensed for usage. For the configuration of an ODBC - links please

read the chapter kK _ODBC-links

WebServer access
WebServer needs to be i nstall ed and t he |
activated.

Audit Trail*
In the SBE version it is only possible to access the properties of the logging
configuration. The logging must be licensed to provide a complete logging of
all activities.

Container *
Saving documents in Container is only available in the full version, provided
that container option is licensed.

Server

It is possible and useful to use several servers in a big installation. The servers
can be used as a WEB garden or as a WEB farm. If more than one server is
used, each server must use an individual licence. More specific information
concerning licensing can be found in the installation guide.

COLD Server *

A valid COLD licence must be present when a cold import scheduler is used. If
no COLD licence is present, the COLD import template can be created, but the
COLD import scheduler will not be activated.
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OCR Server

An OCR licence for the server is needed to perform OCR full text recognition.
The generation of full text index is only performed on the server. If forms should
automatically be recognised during a file import, an OCR server licence is also
required. If the server should be able to use OCR, the FileDirector Component
Service and OCR engine must be installed.

Codeless Connectors *
Codeless Connector allows transferring information of external windows
applications into FileDirector index fields by a key combination.

Image Printer
Image Printer is a printer driver, which convents print data to TIFF files. These
TIFF files are directly filed and indexed with a template.

OCR Clients

OCR Client licenses are used for Forms recognition and automatic indexing. If
this should be used, the Enterprise Manager, the Component service and the
OCR Engine must be installed on the server or the client. If no OCR client
licence is present, recognition zones cannot be configured.

Hint:
The support by Component Service for Windows 98 is discontinued.

Asian OCR Clients

For Asian OCR a licence must be present for each client using this option.
Additionally an external licence of the manufacturer of the Asian OCR engine is
required.

If the engine is being installed, this external licence can be registered in the
start menu.

Virtual Network Printer (VNP)

VNP are licenses forthe Vi r t u al Net work Printerin. Thi
data into TIFF files and stores them in a defined directory. These files can
automatically be imported into FileDirector and additionally be recognised and

indexed by a scheduler using OCR/ Forms recognition.

Isis Clients
The number of client, which can scan with ISIS, is displayed.

Scan (nhame d)

The number of FileDirector users listed by names and assigned to the fd-scan-
named group (previously: fd-prio-user), will have access to FileDirector and are
allowed to scan and capture. The number of accounts in the group may not
exceed the number of licences.

Scan (concurrent)
The number of FileDirector users who work simultaneously and belong to the
groups fd-scan (previously: fd-user) or fd-admins.
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User (named)
The number of users listed by name and assigned to the group fd-user-named.
These users should get access to the FileDirector and are allowed to retrieve
and edit. There are only as many members allowed belonging to this group as
licences exist.

User (concurrent)

The number of users that can work simultaneously and belong to the group fd-

user (previously: fd-web-user). These user can retrieve data in WinClient or
WebServer. An additional |l icence AWeb acce

Ticker count

Tickers are necessary to create retrieval CDs. On a retrieval CD, exported data
can be displayed with a viewer, which is stored together with the data on a CD.
For each retrieval CD created, a ticker is needed. Once a retrieval CD is
created, it can be copied as often as needed without using another ticker.

Expires on:

An expiry date is displayed if a licence is time limited. If a licence has expired,
FileDirector can still be configured, but retrieving documents will not be
possible. Schedulers do not start, configured imports are not performed.

Maintenance expires on:

The date of expiry is displayed on a maintenance agreement. When the
maintenance agreement has expired, telephone support or update installations
will not be available.

DMZ Settings

This option is only used in conjunction with a DMZ (see installation guide).
Functions can be activated exclusively for a server that is located in a protected
zone. No external or unwanted actions can be executed.

g

Licersee || Licence options | DMZ settings

Activate DMZ mode

Config access

=

ata access functions
AborProcess ~
AddK epwordZE sistingList
Checkln

CheckOut
CheckOutUndao
ClozeSession

DeleteD ocuments
Getdbsence
GetAccounts
GetdotiveProcessList
GetdmbiguousHitList
GetCahinets
GetCertificate
GetClientCanfig
GetClientRights
GetCounteryalue
GetCustomD ata
GetDoclaog
GetDocTypes
GetDocumentPages ~

OO0O00O0O0O0O000O0O00000O0EE&EOC

Ok ] [ Lancel
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Replication

g Da”
D)
Replication

v

Data can be synchronised between different sites, if each site is equipped with
a FileDirector server. The sites have to be connected via a network during
synchronization or data changes.

[ . . . . . . ,
The +4 replication can be configured under system configuration K server K
replication.

To replicate data you need to create a cabinet on the original server. This
cabinet is then cloned on the replication server (see Clone cabinet structure).
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Original server definition:

The original server is always the server that is responsible for the documents.
When a document is created, the ID of the creating server is assigned to it,
thus marking the server responsible. The responsibility for documents can be
transferred to the target server, making it the original server for these
documents.

Hint:

a) You need to ensure that the storage pool is available on the target server
after the clone has been created. If the storage pool is pointing to a different
path, it needs to be adjusted otherwise documents cannot be created.

b) Make sure that the time settings of both servers do not differ more than five
minutes.

Create replication conne ction

First there is only the current server in
to feature the licence number as ID.
| f the branch AReplicationo is selected a

replication by using the asterisk *

5
EFRB[2]* X[ |9
= i} hittpe A few 2003801 filedinector [ i} Beschreibung | URL
=-f Systemkonfiguration 23E2F-5BE41-CC044-BAAEF-E4DAL

== Server O | AB287-DE3DS-A274A-61D53-B6C07 ewz003en]
Alktiv

T Replikation 6 o e )
% E;nutZZI und Gruppen r-;': VEPURITIR

E Client K.onfiguration Allgemein

¥ Ereignizze

@j Zeitplaner
%y Codeless Connector

P SAP

Aktenschranke

- Rt/ few2003debug] Hiledirector Beschreibung Replkationz-Zielserver
+- ko Systemkonfiguration URL hittp: //ew2003dsbug! Hilediector

- Aktenschranke ] i o
- Company [Klor] |ntegrierte Windows-Authentifizierung [fd-zerver) ]

EZ—EIE Replikationzzerver konnen Dokumente synchionizieren.

10 Z3E2F-5B841-CCo44-BAAGE-E4041

= Felder M ame ewZ003debug] id-server

HEEHRENK

5 Dokumententypen Paszzwart

Scanprofile Passwort | s
% Wortauswahllisten wigderholen

@ QDBC Yerkniipfungen Online

% Stempel TestYerbindung
@ Speicherpools %

@ Prozezsmanagement
&2 ol oK || abbueh |
Fan MR
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ID
A server is identified via its licence number. If the licence number changes, the
ID of the first licence number is preserved.

Hint:
Never change this ID, because it is used to synchronise and transfer replicated
data.

Description
A description can be entered for the different servers, in order to differentiate
the original server from the target servers.

URL
The URL is used to connect with the target server. The URL format needs to be
http://[targt-servername]/filedirector or http://[targt-IP-address]/filedirector.

Hint:
A secure connection can be alternatively established via https://.

Enter user fd -server account with name/password

To be able to connect with the target server, the fd-server account of the target

server has to be entered. If both servers are running in the same domain and

use the same fd-s er ver account, Ause i nt-sweyaated wi
can be ticked.

If the servers are running in different domains, an account of the target server

having access to the FileDirector -has to
domain)\fd-s er ver 0, . e. an accoun-admrssosfdgned t c
scan/fd-scan-named with the right to create data.

When installing the FileDirector server locally, the target domain is the server

name.

Online

The setting has to be switched to fonlined

The replication will be handled by a scheduler later on. The scheduler can only
replicate data when the connection is online. When the connection is set to
offline, replicated data from a different server cannot be checked out and
changed. When being set to online, data from a different server can be
checked out and changed.

Test connection
The ID of the target server is requested and listed when the connection test is
successful.

Once a connection was successfully established, the cabinets to be replicated
can be configured. (See Cabinet for replication)
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Users and Groups

While installing FileDirector a user account and five special groups are created
to work with FileDirector.

To ensure the integrity and security of the data stored in FileDirector, no user
account has direct access to document data; all document access is performed
through the special server account. If a new user should be able to work with
FileDirector, he must be member of one of the FileDirector groups created
during installation.

FileDirector works with concurrent licenses, a defined number of users have
simultaneous access to FileDirector Server. More users can have FileDirector
applications installed; a linked session to FileDirector server is automatically
closed after a defined time of inactivity.

FileDirector -internal users

New in FileDirector 2.5 is the option of a FileDirector-internal user
administration. This administration is independent from the Windows user
administration.

The FileDirector user provides a similar functionality similar to using Microsoft
Windows. Accounts could be created time-limited, users can be asked to
change predefined password on first log-on and account can be disabled.

Hint:

Changes in IIS could be necessary when using the FileDirector-internal user
administration.

Please refer to the installation guide.

The setup of the Fi | eDi rector accounts i s done t
g r o urpdefin EnterpriseManager.

¥ FileDirector Enterprise Manager (¥2.5.0]
BB

- % thttp: A#serverlll FileDirectar
= ﬁh System configuration

+ Q Server
% |Jzers and groups
E Client configuration
+ Events
@3 Scheduler
Scripks
Yr Codeless connector
SAaP
Cabiretsz
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Select in the context menu of the right mouse button o f t h e useroamce A

=

gr ouliNewd .

In the now opening window the details for the users could be set within the two
taps fAgeneral o and fAdetail so.

General
In this tab you could set the general settings.

¥ User: filedirector\admin

E dit Lizer
e |

Marne: filedirector v % | admin
Full harne: Adrit

D eszcrption: Drefault adminiztrator of FileDirector,

E-rnail:

[] Account iz dizabled
[] Account expires an;

[ ] User must change password at nest logon

EETE

Pazzwiord:

EEEE

Repeat pazsword:

Cancel

Name: The drop-down box shows you the virtual domains
setup in ConfigUtility and the log-in name of the user is
specified.

Full name: The full name of the user must be typed in.

Description: A descriptive text could be typed in.

Groups: This option is used to create a group instead of a user.

A name and a full name must be provided to create a
group successfully.
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E-mail:

Account is disabled:

Account expires on:

User must change

Password at next logon:

Password:

Repeat Password:

The name you entered in field name is the name of the
group.

An email address can be entered here.

If this checkbox is selected, the access for this user is
denied.

An expiring date could be defined. The account is
disabled automatically.

This is recommended if a user should have access for
a specific period.

It can be defined that the password set by the
administrator during the installation must be changed
at next logon.

A password for the user is to be set in this field. When

the checkbox above is selected this password must be
changed at next logon.

Repeat the password entered above.

FileDirector 2.5
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Details
Additional information such as title, position or telephone can be entered in this
tab:

¥ Benutzer: filedirectortadmin

gﬁ Hier kannen Sie die Detailz fur das Fonto einstellen.
e |

Title: Kd

First Marne: Laszt Marme:
Pozition:

Firrna:

Agency:

Adresze 1:
Adresze 2
ZIF: City:

Tel. direct: b mbile:
Tel. standard: Fam

Tel. azsigtant:

Web zite:

FileDirector -internal groups
Of course, the FileDirector-internal user administration can deal with groups.

For this the corresponding groups are set up through the context menu of right
mouse button of the node AUsers and groups
The field name and full name must be filled.

Adding multiple user or a single user to a group

After the groups are set up the users can be allocated to the groups.

This could be done by selecting the user and open the properties of this user

account. Selectt he tab A Member oAddo Adisi df groupseis but t on
shown and can be selected with a double-click.

The other option is to select the group and select the tab
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Hint:
A user must not be member of more than one licenced group.
Please keep this rule in mind when designing your group structure.

5
General | Detailz | Member OF | Abzence
Here you can configure the group membershipz for the current account,
ﬁ filedirectorsfd-admins
Select accounts =
Full narme Marme

ﬁ fd-admins filedirectorifd-admins
m fd-scan filedirectorfd-scan
!ﬂ fd-scan-named filedirectorfd-scan-named
m fd-uszer filedirectorfd-user
!ﬂ fd-user-named filedirectorfd-user-named
ﬁ group name filedirectorlGroup

Add H Remove l

LCancel

Selected [0]:

LCancel

Adding multiple users to a group

After the groups are set up the users can be allocated to the groups.

This can be done by selecting the group and open the properties of this group.
Sel ect t he sbalnidMdrhkee rbAllistt ob usershiaad] gradips
appears, select either the group or users you want to add.
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 #4

General | Members | Member OF | Uszers per group

ﬂ Here you can configure the members for the current group.

Select accounts X

Full name Marne

ﬂ serverlladministrator

!ﬂ server01\fd-admins

!ﬂ server01ifd-scan

!ﬁ server01fd-scan-named
!ﬁ server0lifd-user

!ﬁ seryver01fd-user-named

3 Admin Filedirectoradmin
!ﬂ fd-adrmins filedirectorFd-admins
!ﬂ fd-scan filedirectorifd-scan
!ﬂ fd-scan-namad filedirectorifd-scan-named
!ﬂ fd-user filedirectorifd-user
!ﬂ fd-user-named filedirectoriFd-user-named
Add l [ Remove ]
Selected [0]:

LCancel

Windows users

The Windows users are users administrated locally on the Windows computer
or centrally-administrated on a Windows server with an Active Directory. All
user are created using operating system functionalities

Creation of User

Users are created using operating system functionalities. The users who will
use FileDirector, are added to one of the FileDirector groups.

The users can be moved to special group, which is given rights in FileDirector.
The user account must be imported if users are moved to a special group that
are given rights in FileDirector.

If single user in existing groups should be given different rights than the group
rights, the user account itself must be imported.

K_Import system accounts
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If accounts are available they can be assigned to cabinets. K__Security on
cabinets

The rights on cabinets are inherited to document types and can be configured
on this level as well.

Hint:

Imported user accounts are stored in table accounts of the relevant database.
Accounts used on cabinet level are stored in table fiCabRightsi a nadcounts

used on document type level are stored in the table Doct ype Ri ght si.
cannot be copied in database tables.

If all records are deleted from these tables, the current user in the group fd-
admins is automatically entered. With this action user access problems can be
reset. Therefore only authorised user should have access to the databases
themselves.

FileDirector groups and the ir default rights

Following groups have to be administered in order to allow users to work with
FileDirector. A user should always be assigned to one of these groups. If a user
is a member of more than one group, the most restricting rights become
effective.

Hint:
If the group names are changed, the group configuration can be displayed in
the ConfigUtility-> t ab AUser and groupso.

fd-admins

Accounts in this group have full administrative access to FileDirector. They can
configure the system administration area of the Enterprise Manager, user
management and the schedulers of the server.

Fd-scan-named (licence: scan (named)) [prior: fd -prio -user]
Members of this group have guaranteed access to FileDirector, and can scan
and capture documents. The number of accounts made a member of this group
must not exceed the number of named licences purchased.

Fd-scan (lic ence: scan (concurrent)) [prior: fd-user]

Members of this group have access to FileDirector and can scan and capture
new documents. If this group has full permissions within a Cabinet, the user is
allowed to administrate the Cabinet. There can be more users added to this
group than licences exist. If all licences are in use, one user must be logged out
to free the licence for the next user.
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Fd-user-named (licence: User (named)) [prior: no analogy]
Members of this group can search and
create new documents. The number of accounts made a member of this group
must not exceed the number of named licences purchased.

Fd-user (licence: User (concurrent)) [prior : fd -web-user]
Members of this group can search and edit existing documents. If a user is only
in this group, he can login to the WinClient to search and edit. There can be
more users added to this group than licences exist. If all licences are in use,
one user must be logged out to free the licence for the next user.

Outdated groups from FileD irector versions 1.x.x

The groups from FileDirector version 1.x.x can be used in the new version.
Corresponding group names and licences of the different versions are listed
below:

Outdated FileDirector

versions 1.x.x

New FileDirector
versions from 2.0.0

Group name Licence name Group name Licence name
Fd-admins Fd-admins

Fd-prio-user Priority Licenceer | Fd-scan-named Scan (named)
Fd-user Capture Licencer | Fd-scan Scan (concurrent)
Fd-web-user Web User Fd-user User (concurrent)

not existent

Fd-user-named

User (named)

Access structures T Sequence of the licence usage

Parameter /scanstation

For a user of the group fd-user-named und fd-u s e r itods
WinClient to search or edit documents i scanning is not possible.

If these users should be able to log on a scan station for scanning, they could
get a user-licence in exceptional cases. Therefore the WinClient must be
installed on the scanner workstation and a link to the following file created:

C:\Programme\Dieter Spielberg DMS GmbH\FileDirector WinClient\FileDirector
WinClient.exe

You can add the parameter /Scanstation in the properties of this link. Thus the
WinClient starts with this option.
GmbH\FileDirector

fC:\Program Files\Dieter Spielberg DMS

WinClient\FileDirector WinClient.exefi/Scanstation

When a user of these groups logs into this WinClient a scan licence is allocated.
When the user log on their own computer without this option they get only
search rights.
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The following list shows the order in which licences are allocated.

ScanN = Scan (named)

ScanC = Scan (concurrent)

UserN = User (named)

UserC = User (concurrent)
X = not licensed

User access EnterpriseManager

The user opening EnterpriseManager does not take a licence for the opened
EnterpriseManager.

User access for a scanstation
(WinClient with the parameter /scanstation)

FD-Admins (ScanN)*  E ScanC £ X
Scan-Named ScanN E ScanC E X
Scan-Concurrent ScanC £ X
User-Named ScanC E X
User-Concurrent ScanC £ X

Standard user acc ess (Search)
(WinClient without the parameter /scanstation)

FD-Admins (ScanN)* £ ScanC E (UserN)* E UserC E X
Scan-Named ScanN E X
Scan-Concurrent ScanC E X
User-Named UserN E X
User-Concurrent UserC E X

* If a user is a member of the group FD-admins is allocated a named-licence,
the user must be a member of that specific group.

Example:

If auserlogsonfromt he gr-admi Vhilednot at a scanstation, without
being a member of a named-group, first a scan concurrent licence is used. If all
those licences are in use, the next free user concurrent licence is used.

If the user is member of a named-group, first a licence of this group is used. If
there is not any licence of that named-group available a free concurrent licence
is allocated.

Hint:
The administrator can view the system conf
the list of the logged in users and of the used licences.
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Import system accounts

If users accounts are assigned to the relevant groups and some of them should
receive more restricted rights, they must be available on cabinet security level
or document type security level. Therefore accounts can be imported from the

groups and can be assigned and configured.

% FileDirector Enterprise Manager (¥2.5.0) - http:/fserver01/FileDirect

ENENEANE)

ale
e

NN

= % hittp: A fserver0l AFileDirechar
= ﬁ& Sygtem configuration

E Client confi
+ Eventsz
@3 Scheduler
Scripts
Yr Codeless o
SAaP
Cabiretsz

ilzers and pe=e

ale
Sia

[= &Y

Mew

Properties

Impart 05 accounks

Refresh FS

ﬁ’) Import system accounts

With the right context menu on the selected node i Us er s
command A mpor t

users and groups of FileDirector automatically.

Marne

£

€7 filedirectorifd-a
€5 filedirectorifd-s
ﬁ filedirectorifd-st
ﬁ filedireckoriFd-u:
€7 filedirectorifd-u:
€7 filedirectorigrup
7 | filedirectorithorn
£ | server01admini
€7 server0lifd-adr
€5 server0lifd-sca

and

groups.

OS ac c ou mntverdion t.Aar latér eisers and .
groups are not chosen anymore but a scheduler is started which imports the
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Limit the permitted user licences per group

All users and groups are listed in the window iJs er s and groupsi a
import.

Now they can be added to the security of cabinets and document types. In the

right frame of the Enterprise Manager the properties of users or groups can be

chosen with double click orrightclickon A pr operti eso and there
FileDirector licences which can be used by the users of a group at the same

time.

=,

ﬁ.&ccuunt: fd-scan-named

Ilzers per group

Here you can configure a masimum number of active users for a group.
#HiH

Masimum named scan users 1 s
Maximurn concurrent scan users e
M aximurn named users 3 =
Maximurn concurrent users 4 =

[ af ] [ Cancel ]

If all licences of one group are in use, the next user can not login until another
user logged out and frees the licence. So a group can contain more users than
licences and the purchased licences can be allocated to different groups.

Delete accounts

I f accounts are deleted using context menu
rights in cabinets are not deleted. They reappear, if the relevant user is
imported again.

If rights of an account should be deleted completely in FileDirector, the user
should be deleted in Windows and the relevant group should be re-imported.
Afterwards FileDirector knows that the user does not exist any longer and all
existing rights are deleted.

Email address

For Process Management an Email address can be stored for messages
coming from Process Management . Y See AEmaisl o i n
Management

If accounts are imported from ADS, Email addresses are added automatically.
If installation is on a local system or not using ADS, the Email address can be
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added in FileDirector Enterprise Manager in properties of the respective
account.

To import a later configured email address from ADS you can import the
appropriate users/groups again.

Set user absence

€} User: filedirectoriadmin

General | Detailz | Member Of | Absence

- -"' Process management will work, with the perzon zpecified or directly proceed
% ko the time out action until this date.

Ahbzent

Fram: Donnerskag, 4. Movember 2010 |
To Unknown end of absence ")
appointed assistants: Admin (][=-1]

[ ok, ]| Cancel |

When using the process management the documents will be sent to a user to

be defined in a personal list. For this purpose, each user can set up his

absence himself. The process management will use the appointed assistant to

send the documents. If a user is unable to set up his absence, the administrator

can manage this centrally in the properties of each user.

Open the node Afusers and groupshi and sel
ARAbsencend. Set up the period of absence
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Security

Selecting AiSecurityo from the context me n
cabinets are shown in an overview.
This overview can also be generated for groups.

Client Configuration *

In the client configuration the settings and menus of Enterprise Manager for the
clients can be predefined. Thus it can be ensured, that members of the same

group use the same settings.

Use node Client Configuration and create a new Layout by clicking New.

General

In tab General a name and description for the client configuration is entered.
With Add the users and groups using this layout can be selected. All users of
the selected groups will use the stored layout when starting WinClient.

~,

(& Client co nfiguration

General | Configuration | Layout | Upload scheduler || Web 5 erver

i Here you can configure lapouts, define configurations and assign them to groups of client users.

Mame: LEI_','I:ILIH

D escription; Ilzer layout and zettings

Azzigh thiz configuration to the following groups:

Full name Marme Dezcription
ﬁ Clientconfigl supporthclientconfigl
[ Add ] [ Remove ]
l ] ] [ Cancel ]

Hint:
If a user is member of several groups, the first layout found is used. Please be
aware of possible unique assignments of groups and layouts.
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Layout

In tab Layout the settings of the menu can be configured. The menu settings
can be configured as in any other windows application. Each toolbar has a pull
down menu, which is opened by clicking to the relevant arrow. Complete
toolbars can be switched on and off.

[& Client configuration H’

| General || Configurati0n| Lapout | Upload scheduler || YWweb Sewel|

[ &llows changes on client. [ Enable/disable commands ]

Allows quick, changes on clhent. [ Reset to default layout ]

! Fle Edt Miew Extras Window

Cabinet Chrl+0

Cuskamize ... Search results Ctrl+Fa
¥ Local Documents Chrl+F7
Personal folder Chrl+FS

Source setup

3| Print Chrl+P

| Create page From template

Quick start

Reset Toolbar

.%,Ready | L ¥, | |@ -,._

Allow changes on client

If this option is not checked, the user cannot change the layout.

If it is checked, the settings menu can be accessed directly in WinClient by
double clicking the right mouse button.

Allow quick changes on client
The quick layout change displays the arrows between the on and off icons for
the users of this layout. This makes adjustments easier.

Enable /Disable commands

This option allows switching off commands for a client from the menu bar and
the control box. With this method commands can be restricted although the
client is allowed to perform changes.
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Customis ed configurations

To setup client specific configurations click to customise. Under tab toolbars
complete toolbars can be switched on and off. Under tab commands single
commands can be added to the toolbars by drag and drop of the relevant icons
to the toolbars. Select the icon to be added to a toolbar, drag it with left mouse
button pressed to the toolbar of the client configuration window.

= -

Customization
Taabars | Cemmands || Options
Cateqaries: Commarnds:
File - File [
Edit -
i B cabinet ChrH-O
Extras Search results  Chrl+FG
Window |
Help “p| Local Documents
Annotations ¥ Personal Folder
Mavigate pages
o IE_JH E,E R W E Source sekup »
Dezcription

Cloze

Delete command from a menu
If a command should be deleted from a menu, open the customization window
and drag the icon from the toolbar to an empty area on screen.

Options

Tab Options of the customization settings offers the possibility to change the
appearance and function of the menus. It can be set, if the menus are
displayed immediately or if they should appear after a short delay. If the menus
should be displayed in original status, the menu settings can be reset to
standard. The display mode of menus is configured by the menu animation.

Big symbols
Big Symbols enables menu icons to be displayed enlarged, for better
recognition.

Quick info

Quick info is a text, which appears if mouse cursor is placed longer on a
symbol. It can be configured, if quick info should be displayed and if the short
cut for a key combination should be displayed.
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Settings

I n Extras Y Options sever al gener al setting
preset these settings for a defined group of users, they can be configured in client
configuration under tab Settings.

Allow changes on client
If this option is marked in the WinClient the menu Extras K options will be
available for the user.

Allow to work offline

If the WinClient should always be connected to the server, you can use this
option to allow or deny the offine mode. With it you can prevent work being
done offline. The WinClient without intent and the user can check-in the local
scanned documents every time.

The explanations for the single options can be found in user guide of WinClient.

E Client configuration

General Layout | Upload scheduler | ‘Web Server

[ Allaw changes on client. Allows o wark affline.

General | Misc. | Motification | Cache | Print

Open lazt used cabinet

Remove new documents after check-n

Remove revised documents after check-in

Remove local documents after sending to process
Remove local documents after undo check-out

Don' remove from search result list

Auta Check-n new documents

Autn Checkdn new documents after edit

Auta Check-n revized documents after edit

Reminder to check-in new documents on program exit
Reminder to check-in documents on program exit
Werify integrity of unsigned documents

‘W arning before a document with 0 pages is checked in

“Warning when a document with 0 pages iz displaved

Oo00odoEEOO0OOoOEOOOOnO

‘W aring when an annotation change causzes check-out

Language E;ﬂ windows defined

<

[ Clear MR List ]

Cancel

48 1 System configuration FileDirector 2.5



Upload Scheduler

The Upload scheduler is used is used to check in new or checked-out
documents automatically. In client configuration the settings are stored for the
relevant groups and accounts. Contents of index fields can be used as
conditions which must be fulfilled for an automatic Check-In for the specified
groups and accounts.

E Client configuration
General | Configuration | Lawout | Upload scheduler | wieh Server
Time: 00:00 &
Cabinet Document type Index field Comparnizon | Field value
Campaty Deliveries Deliveryta, > 1000
£ *|
Add ] [ Remove
Cabinet Document type Indes field Comparizon Field value
Compary | Deliveries | DeliveryMa. | |» v 1000
] ] [ Cancel ]
Y

Requirements
The WinClient must be active and logged on with a correct account when the
automatic Check-In time is reached

Setup condition for automatic Check -In

The setting of fCabinetd  a fiDdcument typed  mube tspecified. Only
documents for this cabinet and type are regarded during automatic Check-In.
Then the conditions for automatic Check-In are defined by specifying index
fields.

Index field: The field must contain information, which must follow the following
conditions:

Comparison :
* If the character string is part of the index information
= exactly this value

> bigger than field value

>= equal to or bigger than field value
< smaller than field value

=() iffield is empty
<>() if field is not empty
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Field value
This value defines the field content. A field must contain a specified value to be
checked in by the upload scheduler at the specified time.

If several conditions for automatic Check-In are specified, they are processed
one after the other, the conditions are not linked logically. Make sure that the
conditions specified are logically structured and do not list contra dictionary
settings.

Configuration of Check -In time
The point of time for Check-In has to be set to a specific time of the day.

FileDirectar Upload Scheduler
Mext upload time: 15:56

0y 16149

If an upload scheduler is defined for an account, it is displayed as an icon in the
tray of the client PC when the relevant user is logged to the WinClient. If you
position the mouse cursor on the upload scheduler icon, a tip tool appears
which displays the specified time for automatic Check-In.

The configured time is the time of the client.
Example: If you set a time of 15:00 on a server in Europe, the upload runs at
15:00 in Europe and delayed at 15:00 local time in the USA.

Hint:
If the specified time is changed in Enterprise Manager, WinClient needs to be
restarted.
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WebServer Settings
E Client configuration

Allovs changes on client.
General

Language ﬁ Enaglizh [IJK)
POF download

Hitlist
Hitlist page size [rows per page]

Thumbnailz

L
O]
10 El
O]
Image
JPEG guality [%] B0 El:
Index
O]

Revizions

Cancel
L s )

When data is retrieved over the web access with a browser from FileDirector,
the basic settings for the WebServer can be predefined for the clients. Should
the logged in client user not be allowed to change the settings on his own
profil e, de maAlovkchandegonolipnt iban i

General

Configure the language for the Web interface which will be used for the user-
group. If PDF Download is set, the downloaded documents will be
automatically converted to pdf files.

Hitlist

Here you can configure how many documents are shown on one page after
searching and whether the thumbnails are displayed on the page. If the User
works with a small monitor, it is helpful to use this option for a better overview.
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Image

The quality of the images downloaded displayed can be set for the WebServer.
The higher the percent value the better the quality and the more kb the file has.
Should a slow connection to the server (e.g. a modem) be used, set the value
to a lower quality to increase a better performance result.

Since version 1.3.1 the setting to show the index on the image page can be
configured in the Client Configuration from the Enterprise Manager.

Predefine, whether the user is allowed to see revisions in the WebServer.

Events

FileDirector displays information about the activities for a cabinet and the
currently active users.

Audit trail configuration  *

Select node Audit trail and click to properties. Audit trail must be configured
initially after installation, if it is to be used.
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Settings

Audit trail configuration

A Settings | 5 Server | €7 Sessions | 52 Activities

The audit trail allows detail reports on spstem usage and activities.

* Remove 50% of entries when more than

1000 entries have been logged.

" Remove entries alder than

days,

Archive log files
C:4LogFiles

[ Activate [ Choose directony

Ewent tupes to log

@ [ Information MV wamings
€ ¥ Enos
[ Purge log niow ]
[ k. ] [ Cancel ]

In tab Settings configurations are created for FileDirector and how it should
delete entries from audit trail database and which entries should be stored.
50% of a predefined amount can be removed or entries can be removed after a
defined delay.

A path for the storage of log data can be set if Archive Log files is activated.
All entries of audit trail that are normally deleted are now stored.

Ensure that the specified path set has enough storage space for the logdata
available. It should be freed regularly from old logdata.

Additionally you have to specify which type of event is being logged. Select
information, warnings or errors.

Clicking to Purge log now deletes all entries immediately. | f t h e Archpe i 0o n
Log files 0 is set, the log is not deleted, but it is written to the specified path.
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Hint:

The audit trail should be deleted, periodically, because all entries are saved in

the database and so the database is increasing. If the export causes a timeout,

read the section 0 Opt i mm ofa BQL-Ser ver per fiorteanceo
installation guide.The settings should be created only for entries that are logged

which are really needed.

Server
|" S
Audit trail configuration
& Settings o Server 7 Sessions | 55 Activities
Server Procezs management
Start Start
End End
Bctivities Bctivities
Configuration changes []Log any type of event

[]Log any type of event

Scheduler
Start
End
Bctivities

[]Log any type of event

In theServer tab you can specify the events to be logged for the FileDirector
server, the Process Management and the schedulers. Tick the appropriate check
boxes. The event types to be logged have been specified under tab Settings . If
Log any type of event s ticked, all events (information, warnings and errors) are

recorded regardless of any other settings.

54 9 System configuration FileDirector 2.5



Sessions

Audit trail configuration

A Settings | 5 Sewer| € Sessions |25 Activities

Seszion

Start

End

Activities

Log arny type of event

[ ok, ] [ Cancel ]

In tab Sessions the logged events per session are selected. The event types
to be logged have been specified under tab Settings. If Log any type of event
is ticked, all type of events (information, warnings and errors) are recorded in
this area regardless what general settings have been made before.
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Activities

P -

Audit trail configuration
A Settings | ] Server | € Sessions| 55 Activities
Search Document state changes
[ndex Check-n
Full text Check-Out
General data request Check-Out Undo
[ 1Log ary type of event [ 1Log ary type of event
Document Mizcelansous
Fietriesal Container export
[ ] Creation Feplication send
ki odification Replication receive
Dreletion [ 1Log any type of event

[ 1Log any type of event

In Activities the events to be logged are specified individually for Search,
document state change and general document activities. Tick the relevant
boxes.

The event types to be logged have been specified under tab Settings . If Log
any type of event is ticked, all type of events (information, warnings and
errors) are recorded in this area regardless what general settings have been
made before.

Display audit trail

After audit trail has been configured, the log database can be displayed. If
Audit trail in left part of Enterprise Manager is clicked, a template is being
opened in the right part, where a detailed list of activities can be created and
displayed.

In the upper part document types and users can be selected. Specify the range
of time for the audit trail to be displayed. Individual start and end dates can be
specified using setting Custom ised in field duration .

The button Create list will display relevant entries
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¥ FileDirector Enterprise Manager (¥2.5.0) - http:ffserver01/FileDirector/System configuration/EventsfAudit trail E]@

B REEN = |

EENRLY,

= % hittp:/#zerver0l Filelirector

= ﬂh System configuration

+ Q Server
% Uzers and groups
E Client configuration
= Events
Audit trail
gg Achive user

E‘E} Scheduler

Display archived logs
FileDirector only holds a limited amount of log database entries. It may happen
that an entry to be displayed is not available. If you have selected to archive log
files, they can be displayed by selecting Archived .
When clicking button Create list a list of log files on the selected archive path
is displayed where the relevant log file can be selected for display. The stored
log files are time stamped.

Document types:

Users:

Dur akion:

Today W

3 entries found

Drag a column header here ko graup by that colurmn

Tvpe Cakegory Action Cahinet

@ Sessian Skart --- Mone ---
@ Session End --- Mone ---
@ Session Ackiviey --- Mane ---

Convenient display of audit trail

,, Ready

Doc, Type | Message Created on

--- Nane --- Ok 04,11, 2010075925
--- Nane --- Ok 04.11.201007:59:07
--- Mone --- Log deleted on 04J04,11,2010 07:55:45

2 aol B
= % hittp: /#serverll FileDirectar Document types: Curation: Today b
= System configuration
E%é Server ? Ui Create list [-+] 3 entries found
% Users and gioups Drag a column header here to group by that column
E Client configuration
- Events Type Cakegory Ackion Cabinet Doc, Type | Message Created on
Audit rail @ Session Start - Mone - I N N4 11 2010075978
gg Active user @ Session End --- Nong - %4
@ Scheduler @ Session Ackivity --- Mone - Dietails
Scripts
%1 Codeless connector @ Infarmation
P SAR Source: Confighccess. Deletel 0G
EE| Cabinet
* annets Session ID: £64401 boAFSF27b34 0 3dea502a1
IP&ddress: 192.168.0.67
Account: filedirectorsadmin
Created by: zerverl]
Created on: 04.11.2010 07:58:45
Meszage:
Log deleted on 04,11,2010 07:58:45
<

LClose

FileDirector 2.5
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Entries can be grouped by columns by dragging the column header into the
dark grey area on top of the column headers. If grouping should be switched off,
drag the column header back into the line.

Entries can be sorted alphabetically ascending and descending by click to the
column header. The second click toggles the sort order.

Double clicking on an entry of the list opens a window with detailed information.
If an entry is linked to a document, it is possible to display the document
directly in WinClient, by clicking to the button Show document (WinClient)

Export part of the audit information
In order to export parts from the audit trail select the relevant entries. This can
be achieved once the entries are sorted in a particular way. Select the entries,

use buttonfEx por I8 in oraet té export these information into a text file.

Active users

By clicking node Active users in the left part of the Enterprise Manager
window, the list of currently active FileDirector users is displayed.

ﬁ FileDirector Enterprise Manager (¥2.0.0) - http:/f192.168.0.42/FileDirector/System configuration/Ev... E]@

EAE )
= ﬁ'& Syztem configuration ~ Login name Computer na... | License Access | Last activity on
+ Q Server m
% |Jzerz and groups
E Client configuration

= Events

| (< Y
.. Ready £ serverDlhadministrator

Session time out/ Licenc es

When installing FileDirector, a value for a session time out in minutes is
specified in ConfigUtility. This value specifies the delay after which a licence is
freed again, after the application (FileDirector Enterprise manager or
FileDirector WinClients) is not being used.

If an application is closed regularly, the licence is immediately available for the
next user.

When an application is terminated with windows task manager, the license is
only freed after the session timeout (default: 30 minutes).

SQL-TableiAct i ve Useri

The list of active users is stored in table fiActive U s e m database FDConfig .
In order to free connections, which have not been freed immediately, the
entries of this table can be deleted.

(Attention: You might interrupt an existing connection).

Hint:
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If a scheduled message is set in options of WinClient, a connection to the
FileDirector server is re-established after the defined delay. If this delay is
shorter than session time out, the connection is never closed and the license is
never freed automatically.

Scripts

FileDirector offers a way to provide individual designed scripts to users. These
scripts can be run in WinClient by users previously defined in Enterprise
Manager.

| Via the button New with chosen node scripts a dialog opens to create a
new defined script. You can set individual security settings for each script.

General
o
Here vou can define scnpts to be executed by the server,
Mame .
FDConfig Users and Groups
Description Showing uzers and groups
Script UUSE FDiConfig
SELECT Identity ame, FullMame FROM Accountz WHERE zGroup =0
SELECT IdentityM ame, FullMame FROM Accounts WHERE lsGroup =1
T able names Users.Groups
Parameters Position | Mame Length | Tvpe Default Add
i
Results =
=] Users (3 Fows) ~
IdentityMame FullMarne [ Bzl ]
filedirectorladmin Admin
filedirectorithomas Thomas
server0liadministrator [ ol ] [ Cancs) ]

—| aroups (11 Rows)

IdentityMame FullMarne i
filedirectarFd-admins fd-admins

filedirectorifd-scan fd-scan

filedirectorifd-scan-named | Fd-scan-named a0
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Name: This is the name of the script shown in WinClient.

Description : Enter a description which makes it easier to
administrate the different scripts.

Script : Enter the script itself as you would do it in a SQL query
window.
Table names : Define the names for the tables passed back from
SQL. The names can be separate

entry names the first table and so on.

Parameters : Set parameters for the script entered above. The
parameters are specified within A{ } i .

Hint:

Using the test optiont he par ameters arenot
account and the corresponding values must be

entered into the script above to provide a proper,

working SQL script.

Test: Selecting Test you could easily check the result of the
script and if necessary adjust it.

Hint:

The security settings of scripts is extremely important because the scripts are
run under the fd-server account on database server. This account has normally
administrative rights.

Schedulers

FileDirector offers adjustable schedulers for OCR full text recognition, retention
processing, COLD import, file import and index import.

Overview

By clicking to Scheduler in left part of FileDirector Enterprise Manager the
configured schedulers are listed in the right part of that window. For each
scheduler the columns Type, Description, Server, Start time, Interval,
Enabled, Status, Created by and Created on are displayed.

Hint:

To be able to control scheduler activities, the logging of the schedulers should
be switched on in audit trail settings. In this case the schedulers will write the
audit trail log.
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See ¥ Audit trail configuration

The configuration of schedulers is always linked with other configuration
settings. Hints to this can be found in the descriptions of the single scheduler

types.

Start scheduler immediately

%5 FileDirector Enterprise Manager (V1.2.0) - Connected. .. g@
NSRRI o s
= % Connected to ewmuixp A Tupe Dezcription
= ﬁh System configuration s hew ork
Server
% [zers and groups Propetties
E Client configuration A Security
+ Events
Start schedul
@ Scheduler ¥ |$ A SR
TP SHP | Refresh  FS
£ Ed b A4 Delete L £d
% Ready [T Eewmop adrmirstrator

& If a scheduler is selected, it can be started immediately using menu of right
mouse button. If the display is refreshed, the start time of this scheduler is set
to the new value.

@ |f a lot of data has to be imported, it could be necessary to stop a scheduler
during runtime. Version 1.2.6 or later allows this functionality in right mouse
button menu.

OS account import scheduler

In version 1.4 or later a special scheduler is predefined by the system, which
can be configured for the automatic import of users from the FileDirector
groups.

In the settings of this scheduler it can be configured whether users, groups or
both shall be imported. If users should be deleted, which are not available on
the domain controller any longer or in a local installation on the computer, it can
be configured in the scheduler.

Full details on configuring users and groups are given in the Security chapter,
and the FileDirector Installation Guide.
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New scheduler

* Via the button New with chosen node scheduler a dialog opens to create a
new scheduler. Choose the type of scheduler you want to be configured.

Choose type of scheduler x|
Syztem scheduler [mpart zcheduler
Full text reading File impuort
Retention proceszing Indes import

Index and file import

Storage container COLD impork

L import

|
[
[ Integrity check
[
[

Diocument replication

FileDvirector import

Retnewval import

[
[
[
[
[
[
[
[

kd ailS tore
K__Full text reading K_File import
K__Retention processing K_Index import
K __Integrity check K _Index and file import
Y Storage cont ai nke€OLD import
K__Document replication K XML import
Y FileDirector | mport
Y Retrieval | mport
K _MailStore

General settings for schedulers

Execute on server

There are special settings for every scheduler. If more than one FileDirector
server exists the licence can be chosenf or every schedul er .
the first server found with a valid licence will run the scheduler.
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Hint:

If several servers are configured, the scheduler can only be started when
Enterprise Manager is connected to server on which the scheduler should be
started.

Scheduler interval

The start date denotes the initial start date of the scheduler.

The configured start date/time is relevant for each selected day.

On each selected day the scheduler is started at the start time specified. The
scheduler is restarted each time after the interval is elapsed until midnight of
the specified day.

Enable scheduler

The scheduler must be enabled to be active and ready to start. Status displays
actual status and time when the scheduler was started for the last time. This
information can also be seen in the scheduler list display.

Ending a scheduler
With this option the activity of a scheduler can be ended on a certain time. This
way you can pause e.g. a file import to start a backup process.

System Schedul ers

Full text scheduler */  Setup full text recognition / FreeForm

In order to setup full text reading, it must be enabled first.

Requirements for full text reading configuration:

1 OCR-Server-Licence
1 Component Services installed on Server.
1 Account fd-server must have access to directory filedirector.data.
1 OCR Engine must be installed on the server.
1 Full text index must be installed in SQL-Server.
Hint:

If directory FileDirector Data (path to FileDirector document storage) is located

on a different server than the FileDirector server, service fFileDirector
Component Serviceodo must besestvar bedhilon dcdat |
data will be stored on the same server.

In Microsoft SQL Server MSDE full text index is not available.
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Setup document types fo r full text recognition

Full text reading is only performed on document types which have been
configured for full text reading. The full text reading must be switched on for the
document types required.

Check box finclude in OCR fullt e x t 0 berswitshed on in properties of the
relevant document type. See K _Document type

Functionality of the scheduler
This scheduler automatically performs OCR full text reading of all the
documents stored in the relevant document type. The recognised text is written
to the database of the cabinet.

Hint:
Fields of SQL database:
The recognised texts are written by the scheduler to table FD-Images. Field

AOCRReadOnon&®@cRTékxebdare filled out. I f fi
contains a date, the document is no longer read. When reading has been
performed right <Long text>cabisseen i n field AOCRTexto.

the file to be processed can be seen, the file could not be processed with OCR
or it does not contain any text data. In this case check access rights of account
fd-server to this path.

If a page should be recognised again by OCR, column ADCRReadOnii s hou |l d
be emptied with SQL Enterprise Mahager (en

To make the OCR text available for full text search, a different scheduler in
SQL server configuration must be set to build full text index of SQL server.

See K Setup SOQL Server for full text retrieval

Setup of full text scheduler
First enter a description for the scheduler.

Execute on server

Option fExecute on server fenables full text scheduler to be performed on a
different server in order to share the load between several servers in an
environment with several servers. The server which runs the scheduler must be
equipped with a valid OCR licence.
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Scheduler interval and enabling
See K General settings for all schedulers

@ Schedule a new OCR process
General
%i On the time given below an OCH full text reading process will
% be launched.
Dezcriptian: Full et
Execute on server By V
Enable Scheduler ]
Staki:
Scheduler interval
Start datestime: Repeat an:
/262008 v 10039 £ |[#] Monday
. — Tuesday
End time: 2300 | wWednesday
Interval: 00:05 Thursday
e [] Friday
[] Saturday
[] Sunday
[ (] ] [ Cancel

Setup SQL Server 2000 for Full text

In order to retrieve documents via full text search in WinClient a scheduler must
be configured in SQL server to fill full text index with the text recognised by
OCR scheduler.

Ensure that SQL server is installed with option Full Text (full text index must be
present).

Hint:

You can start the following query on the SQL server to check whether full text is
installed or not.

select FULLTEXTSERVICEPROPERTY (‘isfulltextinstalled’)

0= not installed / 1= installed

In EnterpriseManager, determine the cabinet ID of the File Director cabinet to
be selected for full text indexing.
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Start SQL Enterprise Manager, open the relevant cabinet database and select
Atabl eso

In the right part of the window the tables of the cabinet are listed. Click with
right mouse button to table i F D _ | maane select in Full-text index table

menu define full -text indexing on a table... .

F‘% SQL Server Enterprise Manager

Datei  Akkion  Ansicht  Tools  Fenster 2

e BHE R XEFE @

ﬁ] Console Root\Microsoft SQL Servers\SQL Server Group\DEVEL {Windows NT)\Databases\FD_74C1B80B\Tables

+ FD_6A3DEZ15 | Tables 51 Items
+ FD_708FSB3E | Marne | CIAner Twpe Create Dat
T E':%'_;?acglr:ioss AccountDocFiIter dbo User 01,02, 2008
o Cabint dbo User 01.02.200¢
& Views CabRights dbo User 01,02, 2008
P Stored Procedures [E=] coldTemplates dho User 01.02.200¢
7 Users DocLog dbo User 01.02,2008
F1: Roles CocCwners dbo Lser 01.02,200¢
=] Rules Elpacrights dbo User 01,02, 2008
[ pefaults DocTypeFields dbo User 01,02, 2008
User Defined Data Types DocTypeRights dbo User 01.02.2008
% User Defined Functions ] DocTypes dbo User 01,02, 2008
Full-Text Catalogs FD_Dacuments dba User 01.02.200¢
+| C
4 e T
+- B FO_g6FDe7ar é Design Table dbo - Jp—
= E Open Table N lu] User 01.02.2008
+ FD_8ASIFFEC B dh | lser 1112, 210
* FD_5CADEDS1 = |E  Ful-Text Index Table » Define Full-Text Indexing on a Table. ..
+ FO_SESEADOE =
+- [ FD_BE409AEE = Al Tasks 3
: EE_E;EZ:;DB = Ausschneiden
+- B FO_9B43DE0S E  kopieren
+- [ FD_A6BE1548 Z  Loschen
+ FD_BOABACFE =  Umbenennen
w. b En RoaEoRca B

Hilfe:

Eigenschaften
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Full-Text Indexing Wizard

Select an Index =
Yau must gelect a unique index for thiz table. E=

Thiz index pozes a unigue constraint on a single table column and iz used to participate in
joing wzing the SOL Server Quem Processor.

Unique index: | Pk_FD_Images j

< Zuriick, | Wieiter > | Abbrechen

Select as unique index for this table PK_FD_Images, which is proposed as

default value.

Select in column OCR Text in Select Table Columns

e o

Full-Text Indexing Wizard

Select Table Columns

Select the character-bazed or image-bazed columng pou
want to be eligible for full-text quernes.

|
i

Ayailable columnz | Language for Wiord Breaker | Document tppe colunmn Ed
[ SourceFileMame
[] Image
[ Annatations
[ Thurmbrai
[] DCRGUID

[] CreatedBy ™
:{ 1 }:

< Zuriick, | Wieiter » | Ahbbrechen
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Create a New Full Text Index and a New Full Text Indexing Scheduler
according to your requirements.

Please note that SQL server scheduler must be performed after FileDirector
OCR scheduler has finished. When both procedures have been successfully
performed full text retrieving functions of WinClient can be used.

Hint:
If you are using the SQL Server 2005 at least service pack 2 must to be
installed.

Setup SQL Server 200 8 for Full text

In order to retrieve documents via full text search in WinClient a scheduler must
be configured in SQL server to fill full text index with the text recognised by
OCR scheduler.

Ensure that SQL server is installed with option Full Text (full text index must be
present).

Hint:

You can start the following query on the SQL server to check whether full text is
installed or not.

select FULLTEXTSERVICEPROPERTY (isfulltextinstalled’)

0= not installed / 1= installed

Determine in Enterprise Manager the cabinet ID of the File Director cabinet to
be selected for full text indexing.

Start SQL Server Management Studio, open the relevant cabinet database and
sel estorageo® > AFul |l T.ext Catal ogbo
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Microsoft SQL Server Management Studio

File Edit WView Tools Window Community Help

i_:llNeruery L el edy S| |5 EH S| E o
Object Explorer

Connect~ | &1 &0 g T (3] E
= Ld WIN-JZ46IZ0WHMNY [SQL Server 10.0, 1600 - WIN-JZ46IZ0WHNX Administrator)
= C@l Databases
1 System Databases
1 Database Snapshots
B | Fo_ss7Fo972
[l Database Diagrams
[ Tables
Ll Views
LA Synonyms
@ Programmability
[ Service Broker

= A Storage %
)il Text C o
[3 Partition 5 Mew Full-Text Catalog...
3 Partition F §
Rebuild All
C3 Full Text § s
[ Security Start PowerShel
|.JJ FDConfig
A Security Reports 3
[ server Ohjects
3 Replication Refresh

3 Management
|_‘% SQL Server Agent

Sel ect in the context menu of the right 1§
Catalog 0 t h e New full iTexnCatalog .

Name the catal og i n the now following dial og, [
and confirm with OK.

K& New Full-Text Catalog - FD_687F0972 =
Selecta S Seript = E:‘] Help
ﬁ‘ General

Full4ext catalog name: |F|IeD|rector

Owner: I D

Options

[T Set as default catalog

Accent senstivity:

% Sensitive

 Insensitive

Server:
WIN-JZABIZOWHNX,

Connection:
WIN-JZ4EIZOWHNX Administrato

_‘!} View connection properties

Ready

oK Cancel |
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Now the catalog has been created successfully.

B Microsoft SQL Server Management Studio

Y

File Edit WView Tools Window Community He

5, 5 =

Sl Mew Query | [y o o T | Ly | 5 H
Connect~ | &J & 2] &
El [ﬂ WIN-IZ45IZ0VVHMY (SQL Server 10,0, 1600 - WIN-.
= [ Databases
[ System Databases
[ Database Snapshots
= | FD_687F0972
1 Database Diagrams
3 Tables
LA Views
LA Synonyms
A Programmability
3 Service Broker
El 3 Storage

= [3
FileDirector

After setting up a full text catalog the index table must be defined.
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Select the relevant database and select the table dbo.fd_images and open the
context menu of the right mouse button to select Full-Text index => Define
Full -Text Index .

l_. Microsoft SQL Server Management Studio

File Edit View Tools Window Community Help
P vew Query | [y | i 5 [ |5 B & | )

Object Explorer
Connect ~ ﬂj Ej m T E £
[d System Databases d

1 Database Snapshots
Bl || Fo_sa7F0g72
[ Database Diagrams
= 3 Tables

[ System Tables
E dbo.AccountDocFilter
= dbo.Cabinet
=] dbo.CabRights
= dbo.ColdTemplates
E dbo.Distribution
E dbo.Doclog
=] dbo.DocOwners
E dbo.DocRights
2 dbo.DocTypeFields
= dbo.DocTypeRights
=] dbo.DocTypes
E dbo.FD_Documents
E
£ dbo.FD_Re Mew Table...
=] dbo.FFCust:
[ dbo.FFSupy
=1 dbo.FFTrain| Select Top 1000 Rows

& dba.Frvald Edit Top 200 Rows

Design

=] dbo.Fields

21 dbo.Keyworl Script Table as

= dbo.keywon View Dependencies

= dbo.OCRFa :

=1 dbo.OCRSe Full-Text index 4 Define Full-Text Index...
& dbo.ODBCL] . )

53 dbo.0DBCH Palicies 4 Enable Full-Text index...
= dbo.Overla Facets Disable Full-Text index...
=] dbo.Procesd

[ dbo.Rights start Powershel Delete Full-Text index...
[+ dbo.ScanP

& 3 dbo.seanpr Reports » Start Full Population

= dbo.5canPr
= dbo.Search Rename Start Incremental Population
= dbo.5earch

Delet Stop Population
E dbo.Setting: ElEtE
= dbo.StampH Refresh Track Changes Manually
= dbo.Stamps| B - ox ol
; Track Changes Automatically
= dbo.Storagg arenhes h o -
3 dbo.StoragePools Disable Change Tracking
& dbo.Sync Apply Tracked Changes
=] dbo.TaskProfiles
[ dbo.UserDocs Properties
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E Full-Text Indexing Wizard

Select an Index
You must select a unigue index for this table.

1 [=]

This index poses a unigue constraint on a single table/view column and is used to paticipate in
joins using the SCGIL Server Query Processor.

Unigque index: PK_FD_Images j

y Only valid indexes are available.

Eirishy =3 | Cancel

Help | < Back | Mead =

Select as unique index for this table PK_FD_Images .

Select in column OCR Text in Select Table Columns

E Full-Text Indexing Wizard

Select Table Columns
Select the character-based or image-based columng you want to be eligible for
fulltent queries.

A

=10 x|

Awvailable Columns # Language for Word Brea... | Type Column

Annotations
Contert Type
CreatedBy
DocGUID

Hash %
HashType

Imane
OCRDetails
OCRGUID

| OCRText

" OveraylD
SAPCompHeader
SAPComplD
SourceFileName
Thumbnail

=
-
-
-
-
-
-
-
-

o

aanaan

e =

Hep | cBack [ MNew>

Cancel |

A
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Select change tracking automatically.
B Full-Text Indexing Wizard =] E3
Select Change Tracking

Choose how updates to tables and views are tracked.

Track changes on this table/view as they occur:

& A tomatically
 Manually

" Do not track changes

[+ | Start ful population when index s created

i When you define automatic or manual change tracking, a full population of the index occurs. To
avoid a population at the end of this wizard, select the Do Not Track Changes option, and clear

the Start Full Population When Index |s Created checkbox.

Cancel I

Help | < Back | Mest = Eimigh == |
VY

Now select the full text catalog set up before.

E Full-Text Indexing Wizard =] 3

Select Catalog, Index Filegroup, and Stoplist
You must select an existing full4ext catalog or create one for this database.

I this iz a large table or view, or if the chosen fulltest catalog has indexed or other large tables, consider

assigning this table or view its own full4ext catalog.

File Director -

Select fulltext catalog:

[~ Create a new catalog
— New catalog

3

Mame: I

™| Setas default catalog

) Sensttive " |nsensttive

Accert sensitivity:

I «default>

Lef Lol

Select index filegroup:

Select full4ext stoplist: I «ayagtem:

Cancel |

Help | < Back | e = Firish ==
4
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Create a New Full Text Index and a New Full Text Indexing Scheduler
according to your requirements.

E- Full-Text Indexing Wizard =]

Define Population Schedules (Optional)
Create or modify the population schedule for this fullied catalog.

MName | Population Type | Enabled | Description |

MNew Table Schedule MNew Catalog Schedule | Edit | Delete |

Help | < Back | Mext Fimishy == | Cancel |

v
The wizard has created a full text index successfully.
E' Full-Text Indexing Wizard 1 =] 3
Full-Text Indexing Wizard Progress i
Click Stop to interupt the operatian.
|
@ 1 Total 0 Emor
Success 1 Success 0 Waming
Dietails:
_I Ation Status Message
@  Create full4ext index on FO_687F05972.dbo... | Success
Stop | Repot  w |
v
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Please note that SQL server scheduler must be performed after FileDirector
OCR scheduler has finished. After both procedures have been successfully
completed full text retrieving functions of WinClient can be used.

SQL Server Agent

Service SQL Server Agento  mubs started for SQL full text scheduler
functionality.

Set Start type of this service to Automatic in Services under Control panel i
Computer management .

The service S QL Ser ver Ag e n trtdd withhtlee sdme acboant as tha
service MSSQL Ser ver f.

Hint:
In order to test the full text indexing immediately the index can be filled by
clicking to FD_Images (right mouse button) £ Full text index £ complete

indexing .

If the full text index has been filled up, it can be controlled if iNumber of unique
k e y s oincieased in properties of full text index.

Setup FreeForm

The FreeForm Recognition depends on full text. Therefore it is set up through
the Full text scheduler but the cabinet needs not to be set up with a full text
catalogue.

Select settings from the Full text scheduler .
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ﬂs Full text reading
General | Settings
Cabinet: FreeFormJan Bl

FreeForm recognition

Condition

Document type: [rbow b

Index field: - Maone - %] (=

Default country: Lnited Kingdaom Y3
Recoghised ype: [Fvoice b
Target document bype: [nvoice il
Inde:x Field Recognition Field Walidate Rad
Supplier company

Supplier street Supplier street ]

Supplier ZIP code | Supplier ZIP code ]

Supplier city Supplier city ]

- I N — 1 N — .v.

Add recognition field
Foszt indexing
Full narne M ame
ﬁ zerver]1 adminiztrator
[ Add ] [ Remove ]
[ ok ] [ LCancel ]
Cabinet: Select a cabinet you want to perform FreeForm

recognition on.
Check the option FreeForm recognition and set up the condition.

Document type: Select a document type where FreeForm should
look for new documents.

Index field: Select (optional) an index field of the previously
selected document type to define whether
FreeForm should only be performed if the value
of the selected index field fulfils the condition.

Default country: Preselect a country (United Kingdom, Germany,
France, Australia or South Africa) for your forms
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to improve the FreeForm performance and
recognition results.

Recognised type: This is the internal recognition type of the
FreeForm engine.

Target document type: Select for each recognised type, a document
type where a recognised document should be
put into and assign the index fields of the target
document type to the recognition fields of
FreeForm.

Validate: When the checkbox for an index is set the
recognised value must be verified. This is done
by either checking recognised value with a
database or by internal calculation of the
recognised values. If a recognised value could
not be validated it must be confirmed or
corrected by a user. This is done through the
post-indexing option in WinClient.

Add recognition fields: This option field can be added to the FreeForm
recognition and trained with a learning
functionality of FileDirector.
Fields that are to be trained must be set to
fivalidate O . Af ter a successful
selection can be removed from the check box.
| f t he wdadaeot iiesn nfot removed
user is still asked to validate/ train these
documents.

Hint:
It is sufficient to validate the company name because at the same time the
complete address is checked with the database.

Additional to the entry of the supplier a mask is generated for the invoice
number. If the supplier changes the mask of the invoice number the document
is send to the user for verification and training purposes, again.
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Retention Control scheduler *

= =
43 Schedule a new retention process
General
On the time given below a retention proceszs will be launched.
Dezcription: R etention
Execute on server Ay 4
Enable Scheduler ]
Statusz

Scheduler interval

Start datetime: Repeat on:

8/26/2008 || 10:40 (£ |[¥] Monday
[+#] Tuezday

End time: 1fon % Wednesday
— 0005 Thurzday
mierya [] Friday
[] Saturday
[] Sunday
[ oK ] [ Cancel ]

This scheduler controls the retention of documents in each document type
according to the settings stored and setup.

Based on the configuration of the document type they can be moved to a
process of Process Management, exported to a different storage location,
exported and deleted or simply removed completely. Retention control (if
active) is carried out on all cabinets present on your FileDirector server.

See k__Setup Retention Control of a document type

Enter a description for a scheduler. Enable the scheduler by a tick in the
relevant box.

Execute on server

Option i Execute on servero e n aretendosm control scheduler to be
performed on a different server in order to share the load between several
servers in a multi-server environment. The server that runs the scheduler must
be equipped with a valid licence.

When documents are sent to a process, they are processed on the server that
carries a valid Process Management licence.

78 9 System configuration FileDirector 2.5



Scheduler interval and Enabling
See K General settings for schedulers

Integrity check scheduler

Integrity check scheduler is available in version 1.3 and later. It creates a logdfile
for documents already stored in FileDirector and checks for integrity. The
stored image files are compared with the XML file stored. This ensures that
transmission faults caused by the network connection between client and
server are listed in a protocol file.

Hint:
An integrity check is performed for data of the storage pool used
(filedirector.data). Mirrored storage pools are not checked.

43 Schedule an Integrity check process
General | Integrity check
@ On the time gien below an Integrity check procesz will be
performed.
Dezcription: Iteqrity
Execute on server Ay il
Enable Scheduler ]
Status
Scheduler interval
Start date. tirne: FRepeat on:
12082008 [+ 1332 5 | Monday
] — — Tuezday
End time: 2300 wednesday
_ : Thursday
Interyal: 00:0s ] Friday
[] Saturday
[ Sunday
[ [n] ] [ Cancel ]

A descriptive text can be entered to describe the scheduler. This text appears
in the list of started schedulers. If the scheduler is enabled, the data is checked
for integrity in fixed scheduler intervals.

In section Scheduler interval specify the respective days, at which time the
scheduler should start and the time intervals after which a scheduler should
become active again. The scheduler can be activated for any day of the week.

FileDirector 2.5 System configuration 9 79



Execute on server
The option fExecut e on server o allows starting th
server in order to distribute workload among several servers.

Time settings and activation
See K General settings for schedulers

Please note, the integrity log file is stored with a name containing a time stamp.
Therefore the directory storing the log files must be cleared manually. It is
recommended the time interval be configured not tp be too short in order to
keep space for log files limited.

743 Edit an Integrity check process

General | Intedrty check,

Cabinets: Test FIBESE4F _v:

Loqg file location:

DM nkegritat_Log E]

[v Treat O byte files az emror
[ Check new document anly

[ Check deleted files

[ OF. ] [ Cancel l{ﬁ

Specify the cabinet to be checked for integrity in directory filedirector.data .
Specify the path where the log files are stored. For each cabinet a separate
scheduler and directory can be configured.
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The following options can be configured:

Treat O byte files as error

If this option is checked, all files with size O byte are written to the log file.
Please not, this maybe documents which are really empty and contain
empty pages. Files that have not been transmitted to the server correctly
may also appear in this list.

Check only new documents
Using this option, only new documents are checked for integrity. This
includes a check of the stored XML file and the assigned page files stored
in the files directory of the document directory.
Documents are treated as new documents, if they have been created and
the scheduler was started most recently.

Hint:

If this option is not set, all documents are checked. This may take some
time depending on the server load and data stored. It should then only be
started at times where normal server work load is low. This setting should
not be default; a complete check should not be performed repeatedly by a
scheduler.

Check deleted files
If deleted documents are checked, the system regards the documents
which contain a fideletedo flag in
is deleted in FileDirector it is marked as deleted in a database table, but is
not deleted physically. Deleted documents can be checked for integrity, but
they are not displayed in WinClient during a search operation.

Scheduler for container Storage *

Containers that are defined in the storage pools and the storage location, can
be filled up using this scheduler. The data of the storage pools are stored
compressed in a Container to provide a comfortable backup. By using
container the backup is more comfortable because of the compression of the
data and therefore the increase of the performance.

When this scheduler is run, the data from the data path (standard:
filedirector.data) is written to the target directory of the container. Data stored in
mirrored storage directories are not put into a container. When a document is
changed, the revision will be stored to the original storage location (and with a
corresponding configuration mirrored). During the next run of the container
scheduler the data will be written to the container.

Enter a describing text in the dialog window which will be displayed in the list of
schedulers. When a scheduler is activated the backup to the predefined
Container will run to the stated intervals.
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Configure in the area time interval

on which date and time the scheduler

should run and the time interval the scheduler should run. The scheduler can
be activated on any day of the week.

Run on server
The optio
to share the load.

n Arun on serveri

Time setup and activation
See K General settings of schedulers

@3 Storage container

update

General | Settings

performed.

D ezcription;
Execute on zerver

Enahled

Status:

Scheduler interval

Start datestime:

On the time given below a storage container update will be

Corntained

A

|dle. Last started on Freitag, 24. September
201013:57:11.

Fepeat on:

W

26.05.2010 [ [16:05 (&[] Montag
_ [] Dienstag
[ End time: [] Mithwach
. . [] Donnerstag
Intereal: 00:05 [] Freitag
[] 5amstag
[] Sonntag
[ ok ] [ Cancel
Settings

a l

oOws you

In the tab settings the cabinet is selected and it is possible to define further

setting this tab.

Furthermore conditions within a cabinet can be specified. These conditions
could be a single or multiple document types of a cabinet and a value of a field.
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i

ES; gtu rage container upﬁa!e E

1

General | Settings

Cabinet;

Condition

Document type:

[ndesx field:

| Company
|Invu:uiu:e
| Custamner D . 200|
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Document replication scheduler *

@3 Edit a replication
General
EZ;;IE On the time given below a replication will be performed.
Description: Fieplication|
Execute on server Any il
Enable Scheduler ]
Status: Idle. Lazt started on Freitag, 18, Juni 2010
16:36:31.
Scheduler interval
Start datetirme: Repeat on:
18062010 || [10:15 (% |[] Montag
] [ ] Diienstag
[] End time: [] Mittwoch
) Dannerstag
Interval oo:os | ([
e [] Freitag
[] Samstag
[] Sonntag
[ 0k ] [ Cancel ]

This scheduler starts the replication of data on a FileDirector Server located on
the other site. In order to do so, the replication licence has to be activated on
the server starting the scheduler and the connection setting of the cabinet(s) to
be replicated has to be set to dAonl i

Enter a describing text in the dialog window which will be displayed in the list of
schedulers. When a scheduler is activated the backup to the predefined
Container will run to the stated intervals.

Configure the area time interval on which date and time the scheduler should
run and the time interval the scheduler should run. The scheduler can be
activated on any day of the week.

Run on server
The optionir un o n allens you ® rui the scheduler on a different server
to share the load.

For this the target server of the FileDirector has to be equipped with the
corresponding licence. If the documents should be indexed by an OCR form
recognition, the option AOCR Cliento
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Time setup and activation
See Kk General settings of schedulers

Import Scheduler

File import sched uler *

743 Edit a file import process

General | File import

mﬁ; On the time given below a file import with farm recogrition: will
=1 he perfarmed.

Dezcription: D atei Import

Execute on server Ay Ed
Enable Scheduler ]
Status: Idle.

Scheduler interval

Start datetime: Repeat on:

B/ 32008 |w| 1420 tMonday
[ End time: .‘Ik;‘:dsr:l:gday
Interyal: 00:0s ;:;;ida-"'
kamitar directany ] E gjaudr:yay

This scheduler performs an automatic file import with or without automatic
Forms recognition/OCR. A description is entered in the scheduler configuration
window which is later displayed in the list of schedulers. Enable the scheduler
for starting. Configure a time interval and a start date/time for the scheduler to
be active. Each day of the week can be selected individually for scheduler
activity.
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Execut e on server

Option i Execute on server 0 enabl es the scheduler to
different server in order to share the load between several servers in a multi-

server environment. The server which runs the scheduler must be equipped

with a valid licence. If the documents should be recognised using OCR Forms
recognition, this server must be equipped with a valid OCR client licence in

order to perform OCR reading.

Scheduler interval and enabling

See Kk _General settings for schedulers

Monitor Directory

If Monitor directory is switched on, the relevant directory is watched for files to
appear i n this directory. | f a new file
triggers the scheduler, it is started automatically after a few seconds.

Hint:

If files should be imported which are already present in the directory, they are

only imported after this fAevento occurred,

the directory. In this case the scheduler can also be started manually in
FileDirector Enterprise Manager.
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File Import settings

t33 Edit a file import process

General | File import

Cahiret; Compary

Documnent type: Irvoice

Irmpart directarn:

C:hDocuments and SettingzhddminiztratarsDeskbophAdmin E]

[]Usze OCR and Form recognition

Alvays use thiz form:

[] Single page mode

Additional path and filename separatar;

Set field: To value: Inde:x;
Add ] [ Bemove ]
Owerlay: VE]
Force creation of black and
white pages.

[] Corrvert ta POF A4,

0k ] [ Cancel

Cabinet/ document type

Choose the cabinet and the document type to where the documents will be
saved. When you choose the cabinet, the document types of this cabinet will be
selectable as target for the file import.

Import directory

In the tab File import a dialog will be opened where you can configure the
import directory. The user fd-server must have appropriate rights to access this
folder, as the server retrieves the data with this user.
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Hint:

Please note that no other program (e.g. a virus scanner) should be allowed to
have access during an import process. If so, errors may occur during import
due to blocked files.

Also the temporary folder \Windows\temp\FileDirector\Server\import should not
be accessed by other programs.

Use OCR and form recognition

If OCR forms are defined for the data to be imported, the documents can
automatically be indexed in the background. Make sure that the form
recognition is licensed. The configuration of the forms should be scrutinised
before an automatic import is started.

Full form s recognition
If all forms should automatically be recognised and sorted to the defined

document types, the option Afull form

Document type limited form recognition
If multiple forms are defined for the document type which is set in the field
Adocument typeodo, only these forms ar

No form r ecognition - Always use this form
If only a special type of documents has top be indexed, a clearly defined form
can be used.

See K OCR-forms recognition

Single page mode

When you use this option for importing each file in a folder is read and imported
as a single page document. Multipage TIFF files are split up and imported as
single page documents.

Important information for the  file import

A multipage TIFF file is imported using the default setting as a multipage
document.

The settings of the OCR recognition of following and last page are not used for
files in subfolders (e.g.: VNP), because normally VNP automatically creates a
new subfolder per document.

Settings for following and last pages are only taken into account for multi-tiff-
files.
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Important hints for the data import
In the default setting single tiff files are saved as one document. If these tiff files
are saved in a subfolder, they are treated as a multipage document.

A multi-tiff file is imported as multipage document in the default setting.

The settings in the form recognition for following- and end pages are not
applied to documents in subfolders (e.g. VNP), because in the normal case
here is one document saved per subfolder. The following- and end pages
configuration is only considered for the import of a multipage file.

Split filename

This option is only available if no form recognition is activated or the option
ADocument type | imited form recognitiono i
type must be known.

Files which were named with the index data as filename, the name can be split
and imported as an index. The precondition is to have field separators in the
filename between the indexes.

Example:
In the import path are tiff files with the following names:

0001_Schneider tif
0002_Schmitz.tif

As field separator the underscore is configuredii. i. The numbers of f i ¢
2.

Valuel is mapped to the field, which will be filled with the content 0001, e.g.
customer number- Value2 is mapped to the name.

If Al ncl ude pat his nchvated,i thee path nnéllobe taken into
consideration during the split process.

Set field to value

Here special fields can be set to a fix value. This setting is identical to the
setting in the scan profile. With this option you can set e.g. a state field or a
condition field for the process management.

Overlay

An overlay is an image which is put behind a text. If e.g. via the VNP only the
text is put into a tif-file, you can add a letterhead with an overlay for archiving.
This overlay is being merged with the imported Tiff-file and is stored in
FileDirector.
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Select with the button || the files and add them to the list to add an overlay.
The stored files should have been scanned with the same resolution as the files
imported. If more than one overlay is loaded into the list, they will be available
in this cabinet as option in the next File Import Scheduler.

hd By using this icon you select the overlay which is to be stored from the list.
If you want to delete the stored file, please use the | putton.

Forcing black -and-white pages

When a coloured overlay is stored, you can merge and save this file as a black-
and-white image with the imported data. The advantage is that the data volume
of the images is reduced remarkably.

Preview of the merged image

Using this option you can see how the master suits the final data. For testing
purposes you can select a file which is to be imported later. This might be e.g.
a file created with the VNP for testing.

Hint:

Please keep in mind that now the conversion of the formats and the merging of
the images are being tested. A major deviation of the dpi-values of the overlay
and the final data might mean a major calculating effort and a loss in quality.
The amount of RAM can increase extensively as well.

Convert to PDF/A

PDA/A is a as an ISO-norm passed standard when for using PDF for long-term-
archiving of e-documents. By using this option the imported data will be
converted to the PDF/A format when they are checked-in.

Errors
If documents cannot be recognised during file import, they are moved to a
subdirectory AErrorso and the file name

More information concerning errors during importing can be found in audit trail
log of FileDirector Enterprise Manager or in the application log of Windows
event viewer.

90 1 System configuration FileDirector 2.5



Index Import Scheduler *

743 Edit an index import process
General | |ndex import
_l—_l_:__ On the time given below an index import will be performed.
Dezcription: Indexlmpart
Execute on server: Any V
Status Idle.
Scheduler interval
Start datetime: Repeat on:
12082008 [v] 1327 ] |[¥] Monday
] Tuezday
[ End time: ‘Wednesday
Interval 00:05 [IseEy
e Friday
[] 5aturday
[] Sunday
[ ok ] [ Cancel ]

This scheduler is able to import index data to an existing document
automatically. For example client information from a client list (comma
separated text file) can automatically be imported to FileDirector index, if part of
the client information is already indexed.

If a new file import scheduler is created, a description can be used to describe
the import.

Scheduler interval and enabling
See K General settings for schedulers

Index Import settings

In tab Index Import a dialogue is opened, where the import directory can be
specified. Account fd-server must have access to this directory, because
schedulers are performed automatically by the server.
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Example of an index file without control characters:

201, Smith, Walter
202, Kern, Richard
203, Tiger, Tina

Select cabinet and document type to be used for index import.

Configure field separator (in this case comma) and number of fields, so that the
index file can be processed correctly.

If the document type contains a field already indexed (for example Customer),
this field is defined as the Connect value. With help of this connect value the
other fields are assigned to the index fields.

If multiple fields are defined as connection fields, they all have to match in order
to add data from the index file.

Hint:
Multpile connection fields can only be setup when using an index file. The
option is unavailable when importing from an ODBC source.

During import customer surname and first name are imported according to the
customer number already specified.

33 Schedule an index import process

General | [ndex import

Cahiret; Compary

Docurnent type: Imvoice

Index source

i3 ODBC link. of indes figld:

(%) Index file: C:ASchedulersFile and Index Import ndes. b E]

Conneck value ko Field

1 :CustomerID i

&dd

Walue # Target: field Field separatar:
] W . .

ames 1 Field delimiter:
Mumber of figldz 1

Left trim [charz)

=
ol LA C R S

Right trim [chars] a

[ Ok ] [ Cancel
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Example of an index file with control characters:

Some software systems create index files with control characters. A possible
example could be as follows:

A2017°, ASmith?, "Walter”
n2027, "Kern”, “Richard”
A203%, ~Tiger”®, ~Tina”

In order to process this index format, the control character at the beginning and

end of an index entry must be ignored.

ARi ght trimo of single characters.

Index Import via ODBC *

To perform a direct index import from an ODBC source, this ODBC source
must be configured first. An ODBC source could, for example be a table from a
different database.

See K _ODBC Sources

33 Schedule an index import process

General | [ndex import

Cahiret; Compary

Documnent type: Invoice

Index zource

(&) ODBC link of index field: Elstoment v
i Index file:
Conneck value ko Field
Yalue # Target field Field separatar:
Field delimiter:
Mumber of figldz
Left trim [chars) 0 Z¢Z
Right trim [chars] 0 Z¢Z
[ ak ] [ Cancel
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Select cabinet and document type from where the index data should be
imported. If unique index information is already stored, further index can be
read from the ODBC source.

For example if documents are already stored with unique client number, the
relevant address data can be read directly from an ODBC source, which
contains this information.

Connect value with  --Document ID --

Each document gets an indiviual document-ID. This ID is saved in the database
of the cabinet in the table FD_documents.

With this ID every document can be definitely identified. If imports are
controlled from other systems it can be helpful to connect with this ID the
indexdata for the unique indexing.

| f t he document | D6s are read from the da
made available for the index import, the ID can be configures as connection
field in the index import scheduler.

Create documents with O pages via index import

If the connection field in the FileDirector is not found, in version 1.3.1 or later it
can be optionally configured that these documents are created with 0 pages.
To configure this, the following entry can be set in the web. Config of the
server:

<add key=iFDServer.IndexiImportCreateOPageDocsiivalue = fiLfi/>

Deleting double documents during index import

If documents are imported multiple times it can happen, that you have identical

documents with the same index data. To delete these double entries from the

data folder #Afiledirector.datao the foll ow
<add key="FDServer.DeleteDuplicateDocuments" value="D:\path\" />

Hint:
The path must exist on the same local drive as the Inetpub folder of the
Filedirector.

ATTENTION:
The data is moved in the configured folder and completely deleted from the
storage pool and the database!!

Move Indexfile in a folder fis av e fi

If the Index file is not to be read again after an import, it can be automatically

moved in a folder whichisnamedis avefi. This folder i s autor
subfolder \save in the path where the indexfile is imported. To move the index

file after the import the following switch is to be set in the web.config of the

server:

<add key="FDServer.ImportSourceCopyTo" value="1" />
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Index - and File 7 Import scheduler

This scheduler is able to import complete documents which are stored as
pages/files and an additional index file. The functionality of this scheduler is
comparable with the manual import of WinClient, but the scheduler can perform
this task at defined times automatically.

A describing text can be entered, which is later displayed in the list of
configured schedulers. If the scheduler is activated, it will start after the
configured interval.

Specify in Scheduler interval on which days and at which time the scheduler
should start its activity and which time intervals should be used. The scheduler
can be active for any combinations of days per week.

Execute on server

Option fExecuteonserver 06 al | ows starting the schedul e
order to distribute workload among several servers.

The relevant server must be installed and equipped with a dongle containing

the necessary licence. If the documents should be indexed with OCR - Forms
recognition the |Iicence AOCR Servero must

Time settings and activation
See K General settings for schedulers

743 Schedule an index and file import process
General | Index and file import
= & On the time given below an index and filke impart will be
Eo] performed.
Description: Index & Filel mpoard
Execute on server: Ly ™
Enable Scheduler ]
Status
Scheduler interval
Start datestime: Repeat an:
12082008 [+ 1229 B (O Monday
] Tuesday
[] Erd time: ‘wednesday
Interwal: 0005 Thursday
rere [] Friday
[] Saturday
[ Sunday
[ (] ] [ Cancel

FileDirector 2.5 System configuration 9 95



Index - and File -Import settings

In tab Index - and File -Import a dialogue is opened where the import directory
can be specified. Account fd-server must have sufficient rights on this directory,
because FileDirector server accesses this directory.

Example of Index - and File -Import without control characters:

201, Smith, Walter,000001..tif
202, Kern, Richard, 000002.tif
203, Tiger, Tina, 000003.tif

In order to be imported the listed documents (in this case 000001.tif) must be
stored in the same directory where this index file is stored.

Select target cabinet and target document type to which the data have to be
stored. Define field separator (here: comma) and specify number of index fields
correctly so that the index file can be processed correctly.

=,

733 Edit an index and file import process

General | Index and file irmport

Cahiret; Compary

Docurnent type: Imvoice

Irpart directon:

SettingzhdminiztratarhDeskiophddmint ndes. cew E]
Field zeparator; : Left trim [chars) a j¢j
Field delimiter: Right trim [chars) 0 &

Murnber of figlds 1

Source index

Source index Targek field
CuskormerID il

ok ] [ Cancel
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Like in all other schedulers the settings should be specified in Enterprise
manager on the server itself. Select cabinet and document type to which the
data should be imported. With this scheduler new documents are created and
each of them is stored with a new unique DocGulD.

Hint:
If documents should be appended to already existing documents, the index
used must be unique (seeing in properties of the relevant index field).

Option AL e f t t riRmghtandri mi can be wused
characters like field delimiter characters. Some external systems create index
files including those control characters, which must be filtered out during import.

Hint:
Index- and File import scheduler can also be used in connection with ODBC
configurations.

Condition
The option condition allows specifying a condition for the import.
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COLD Import scheduler *

743 Schedule a COLD import process
General
On the time given below a COLD import process will be
i launched.
Description; COLD
Execute on server Ay M |
Enable Scheduler ]
Status:
Scheduler interval
Start datetime: Repeat on:
g/26/2008 | 1041 [ Monday
] — Tuezday
End time: 2z ‘wednesday
Interval 0005 [liurseler
riervs [] Friday
[] Saturday
[] Sunday
[ ok ] [ Cancel ]

This scheduler enables automatic COLD import of spool data according to the
import templates configured. In defined time intervals the system will process
and import the data stored in the defined directories according to the COLD
template settings specified for the relevant directory. Index data are imported
directly from the spool files. The text pages are stored together with the index
data in the relevant document type.

A description is entered in the scheduler configuration window which is later
displayed in the list of schedulers. Enable the scheduler for starting. Configure
a time interval and a start date/time for the scheduler to be active. Each day of
the week can be selected individually for scheduler activity. For configuration of
a COLD import template see Kk _Setup COLD Import template.

Execute o n server

Option fiExecute on servero e n ad®OLDeirmport scheduler to be performed
on a different server in order to share the load between several servers in a
multi-server environment. The server which runs the scheduler must be
equipped with a valid COLD licence. If COLD licence is not present, COLD
templates can be configured, but COLD import scheduler cannot be started.

98 1 System configuration FileDirector 2.5



Scheduler interval and enabling
See K General settings for schedulers

XML Import Scheduler *

743 Schedule a XML import process
General | =ML import
On the time given below an =ML import will be performed.
Dezcription: HML [mport
Execute on server Ay V
Enable Scheduler N
Statusz
Scheduler interval
Start datetime: Repeat on:
14082008 [v] 1149  |[#] Montag
) — Dienstag
End time: 2ston Mithwach
Donnersta
Interval: on:os | (L g
rervs [] Freitag
[] Samstag
[] Sonrtag
[ ok ] [ Cancel ]

This scheduler allows to import XML files, where the index data are stored as
tags.

A name and describing text is entered in the scheduler configuration window,
which is displayed in the scheduler list. If the XML scheduler is activated, it will
start on the defined schedules.

In section Scheduler interval specify the respective days, at which time the
scheduler should start and the time intervals after which a scheduler should
become active again. The scheduler can be activated for any day of the week.

Execute on server
Option fExecute on's e r v e r ostardirlg the seteduler on a different server in
order to distribute workload among several servers.
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Time settings and activation
See K General settings for schedulers

XML-Import Settings

93 Edit a XML import process

Cabinet: E' Company 51FDEADA v

Document type: Doctypel Ed

Import directony:

E: 4 nstall=mL_Import_Beizpiel\abgebolt LS 19441, wml &;E]
Overlay; ed]_dizplay.xzl VE]
Source tag T arget field
]
<INVOICE_DATE > Drate manuell

<INVOICE_MUMBER: Felddz

[ Add ] [ Bemove ]

[ [n] ] [ Cancel Lﬂ

In tab XML-Import the import directory must be specified. Account fd-server
must have access rights to this directory, because the XML import is executed
by the server. This directory contains the XML file, which contains the tags to
be imported and configured in the bottom part of this window.
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Example of an XML -file:

<?xml-stylesheet type="text/xsl' href="edj_display.xsl"?>
<?xml version="1.0" encoding="utf-8" 7>

<EDI_XML>

<INVOICE>

<INVOICE_HEADER>
<INVOICE_TYPE>INV</INVOICE_TYPE>
<INVOICE_NUMBER>2000004958</INVOICE_NUMBER>
<INVOICE_DATE>08 Apr 2005</INVOICE_DATE>
</INVOICE_HEADER>

</INVOICE>

</EDI_XML>

The listed <Tags> are read from the XML file and entered into the index fields
linked with the tags. In order to select index fields, a cabinet and a document
type must be selected.

In order to assign a layout to an XML-file, it is linked to an XLS-file. The header
of the XML-file contains a link to the respective XLS-file. In order to import data
with a defined layout, the respective XLS-file can be selected as an overlay.

Once an overlay is selected, it is automatically listed. With button [ the

overlays can be selected from a list. With button 2/ an overlay can be removed
from the list.

If configuration is completed, data can be imported from the respective
directory. After being successfully imported, files are deleted from the import
directory.

After import the following symbol o appears next to the import directory. This
denotes that the listed file has been deleted from the import directory. As long
as there is no new file stored in this directory, no configuration changes can be
made to the import settings, because a file with <Tags> to be read must be
present to change this setup.

FileDirector Import Scheduler *

This general scheduler is currently only used for special customised modules. It
will only be used in combination with custom specific program adjustments.

Retrieval Import Scheduler *

The scheduler for Retrieval Import has been available since FileDirector
version 1.5.2. Using this scheduler you are able to import data from cabinets
that have been created by the Retrieval Export in the WinClient (Please read
thechapterY ACreate Retrieval CD/ DVvDoOo i n

In principle is the Retrieval Export for creating a CD providing the data available
with the Retrieval Client without an Installation of a FileDirector Server. The
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data can be imported to an existing FileDirector Server by using the Retrieval
Import. Therefore it is not necessary to license the exported data with a ticker.

@ Schedule a retrieval import

General | Retieval import

$ On the time given below a retrigval import will be performed.

Description: R etrieval Impart :[
Execute on server: Ay v
Enable Scheduler ]
Statusz:

Scheduler interval

Start datetime: FRepeat an:
8/13/2008 || 1531 (£ Manday
. — Tuesday
End time: 2300 wednesday
Irterval: 00:05 o o,
riEra [] Friday
[] Saturday
[] Sunday

In the dialog window a description text is entered which appears later in the list
of the schedulers. If a scheduler is activated, the data is checked into the confi-
gured intervals.

I n the section ASchedul er intervald
should be started and in which intervals it should start being active. It can be
activated for any days of the week.

Execute on server

Option i Execute on server 0 enables the scheduler to be performed on a
different server in order to share the load between several servers in a multi-
server environment.
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Scheduler interval and Enabling

See Y General settings for schedulers

Keep in mind, that the log file is save

d with a new time stamp in the configured

time interval and the log folder should be sometimes manually purged. It is not
recommended to configure the time in too short intervals.

Retrieval Import settings

743 Schedule a retrieval import
General | Fetiesal import |

Irnipart file:
E-\TEMP\Retiieval\T\S chemes_3E 384698 il
Cahinet: Company [V]
Document bypes
Source T arget Statuz

v
Fallback Fallback A 0K
Irvoices [revoices A OK
Sigred Signed \f k.
Indesx fields
Source Target Statuz -~

v
Date Date A 0K
Deliveryto, Deliveryto, \f k. =
Document Document + OK
InvaiceMo. InvaiceMo. +F 0K
M arne M arne A 0K
Crdert o, Crdert o, A OK
Fostcode Fostcode +f 0K [V
J Retrieval configuration walid.
] ] [ Cancel ]
A
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Import file

When performing the export command in the WinClient a schema file
ASchemes Cabl D. XMLA additional to the ot
ACabl Do s c¢omespdralingtcabaet ID of the exported cabinet). This file

contains the required information for a file import. You must provide that the
usersdrfwero is allowed to access this fil.e
import this schema file.

Cabinet

Select the target cabinet. Fields and document types with the same name are
allocated immediately.

Document types/ Index fields

The document types and index fields that can be read from the file are shown
in the array fAsourcein. The document types
selected cabinetares hown i n the array fAtargeto.

If fields cannot be mapped by the field name automatically, a red exclamation
mark will be shown instead of a green check. Several other hints are shown in
this place when the allocation is corrupt 1 such as when it is impossible to fill in
a field because of different length of fields.

In the target area, precisely in the selection of cabinet fields and document
types, you can change or allocate the fields manually.

MailStore Scheduler *

In version 1.3 or later the MailStore scheduler is available. MailStore scheduler
works with mails stored as *.eml files. When these files are stored in a directory,
the MailStore scheduler automatically imports *.eml and *.xml-files and creates
automatic index using the mail properties like sender, subject or receiver etc.
The mail itself is being stored as a document.

FileDirector MailStore

To store the Emails as an *.eml file in a directory you need an additional
program named fFileDirector MailStore i1 This tool must be installed on the
computer which runs the SMTP-server service. All mails handled with this
service can be stored in the directory and imported to FileDirector afterwards.

FileDirector MailStore Installation

You will find the file fFileDirector MailStore .msifi t o i napglicatiomh ont hi s
the FileDirector installation CD. Execute this file on the computer where the
SMTP-server service is installed.
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Hint:
The service is a component of the windows installation of IIS and is listed as
ASi mple Mail Tr an}ihthasercesot oc ol ( SMTP

After the installation MailStore is located under:
C:\Program Files\Dieter Spielberg DMS GmbH\FileDirector MailStore
and the service fFileDirector MailStore S e r v i iestlfed and started.

FileDirector MailStore Configuration
For configuration start the program FileDirector MailStore Config.exe under

K Startk Program files K FileDirector K % MailStoreConfig

3

Settings | Priority | Store mails

Here you can configqure FileDirector MailStare. Press OF ta
zave your configuration.

M ail stare path: DM ailStarehimpart E]

Condition: Subject AMD [Mail from OF Ropt to]

Subject | Mail from | Rcpt to

W alue Eml Split

O

[ Add ][ Remove ]

[ Ok, l [ Cancel ]

This tool has to be started at least one time in order to store mails in that path.
fMail store patho c o n ttha ipats, where mails should be stored
automatically.

At the different tabs the following filters can be set for the mails:

Subject
Mail from
Rcpt to (Recipient to)

With fAdd oor iRemove 0 a d d ffilters cam ke ladded or removed.
In default settings all mails are stored in mail store path (default setting wildcard

*))

FileDirector 2.5 System configuration  q 105



After confirming the configuration with OK a configuration file DSDMS
FileDirector MailStore .xml i s cr e at e:WProgrammeiDeetethSpiéiberg
DMS GmbH\FileDirector MailStorefi .

This file will be preserved after uninstallation of MailStore application. This
ensures that created configuration settings wo n 0 t ogeeeh if MadStore is
updated.

Eml / Split
In the export folder is written a XML file with datestamp and a subfolder with the
same name is created which is linked to in the XML file.

In addition the names of the attachments are saved in the XML file which can

er .

be connected to a field in the schedul
attachment names in the FileDirector.

When the mails are saved in the configured folder, they are stored as *.eml and

*.xml file if the option fieml 06 is marked.

When t he Sop pdett #herbody of the email is saved in the subfolder
according to the email format as *.html or *.txt. The attachments of the emails
will be saved in this subfolder.

When both marked, the email is saved in both forms. With these settings the
conditions for subject, sender and addressee can be independent of each other
saved in the different ways.
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Priorities

-,

% FileDirector MailStore
Settings | Priority | Store mails

SMTP event pricrity: 2800z 3:

Priority Application
28000 Exchange Mifs Store Driver [Exchange. MifsDirv]
28001 FileDirector MailStare [DSDMS . Filelirector.Mail MailStore)

[ Check pricrity ]

[ 0k l [ LCancel ]

When data is picked directly from SMTP service, different applications can be
used. All these applications trigger different events. For example virus scanners
or SPAM filters may also pick up data from SMTP service. If FileDirector should
only archive Emails that have already passed virus scanners and SPAM filters,
the priority of FileDirector MailStore event must be configured to be processed
after the events triggered by virus scanners and SPAM filters. Under tab
A Pr i othe priprilies of the active events of SMTP service are listed. If
setting fH DNIMY ehewyedfthe starting order of MailStore can be
changed.

Hint:

If the priority is changed, the setting is stored in file iDSDMS FileDirector
MailStore .xmlf Service fFileDirector MailStore Servi c enast be restarted if
settings have been changed.

Archive internal E -Mails

All emails to be archived must pass the Windows SMTP Server. Internal emails
are not sent via SMTP Server. They stay within the Exchange Server. Archiving
internal mails is not usual. But you can manage it by setting up an additional
SMPT address for all users of the Exchange Server which is not on the
Exchange Server. These fAarchive copi
via the configuration of the SMTP Server.
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Hint:

In case you use another Mailserver you should provide that this server can
redirect the internal mails to an SMTP Server. This server can now be used by
the MailStore program.

Provide mails manually for MailStore path

% FileDirector MailStore

Settings | Priority | Store mails

T:4Mail5tore 200511111231 20(0).eml ... OK
T:\Mail5tore b 200511111151 (0).eml ... OF
T:4MailStore b 200511113152(0).eml ... OF
T:M ailStore 20051117 13053(0).eml ... OF,
T:\Mail5tore b 20051711174841(0).eml ... OF

[ Store mailz ]

[ ok, l [ Cancel ]

When *.eml and *.xml files which were not exported from SMTP server should
be archived, they have to be stored manually as *.eml files to the MailStore
path. Click to button AStore mail so
should be imported.

Hint:
Files cannot be stored directly from Outlook in *.eml format. For displaying
*.eml files Outlook Express can be used.

Stop mail storing from SMTP service

Stop fFileDirector MailStore Service0 u nSthe k£ Settings kK Control Panel
K Administrative tools K Services in order to interrupt saving of mails to the
specified path.

MailStore scheduler in FileDirector Enterprise Manager

To import *.eml files from MailStore path a scheduler must be configured in
Enterprise Manager. Select MailStore scheduler in node schedulers of system
configuration.
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Hint:
A licence option must be present in FileDirector when MailStore scheduler is
used.

@ Schedule a MailStore process
General | MailStare
On the time given below an MailStore process will be
performed.
D ezcription; Mailztore
Execute on server Ay V
Enable Scheduler ]
Status
Scheduler interval
Start datetime: FRepeat an:
8/26/2008  |v| 1041 [ Monday
. — Tuesday
End time: gston wednesday
Interval: 00:05 Thursday
rerva Friday
L [] Saturday
b aritar directany ] [ Surday
[ [n] ] [ Cancel ]

With this scheduler *.xml files and *.eml files can be imported and the info data
can be stored in the relevant index fields.

A descriptive text can be entered to describe the scheduler. This text appears
in the list of started schedulers. When the scheduler is enabled, MailStore
starts importing data according to the specified intervals.

Specify in section Scheduler interval the respective days, at which time the
scheduler should start and the time intervals after which a scheduler should run
again. The scheduler can be activated for any day of the week.
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Execute on server
OptonfEx e c ut e oallows ther sehedulér to start on a different server in

order to distribute load to several servers.

Time settings and activation
See K General settings for schedulers

MailStore settings

ﬂ? Schedule a MailStore process

General | MailStore

Import directony:

< [

Cabinet: Compary
Condition; 1 |» Add ] [ Femove ]
E-rnail Figld Comparisan Field value AMD "
EMAIL-Ta ... v
Add
Document type: lrrveoice HEY
L

E-mail field EMAIL-From A... |%| Field separatar:

Inde:x Target Field Left trirn: 0%

Maokhing W . . =

" Right trirr; 0%

Frorn left: 0%

Add ] [ Remove ] Fraorn right: 0%

Bee figld is not available in -

M ailStore 2007-2010 [ Test seftings ]

[ ] 4 ] [ Cancel ]

Example:
Subject line for the identification of an email: Code:123456

Import directory
Input the folder in which the mails are saved with the MailStore tool.

Cabinet
To configure the target settings for the MailStore Scheduler, specify the cabinet

in which the data should be imported.
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Condition

For the import of mails, you can configure different conditions which define the
allocation to the document type. In the following example the following
condition is defined:

| s t he word AfCodeo in the subject,
document type.

The filenames of the attachments can be allocated to an index field, to search
for attachment names.

Several conditions can be entered. They are AND or OR combined, depending
on the selected setting.

Document type
Here you must set the document type in which the imported email should be
archived. The email must fulfil the configured condition.

Set fields

In the section flE ma i | f i el tybelds di & empail are listed to allocate,
e.g. Mailfrom_Address, RcptTo_Address etc. These fields can be allocated to
the appropriate fields of the document type. Please note that the numbers of
characters in the fields of the document types are long enough for e.g. email
addresses which are written in a row shared with a semicolon.

To fill special fields you can create allocations. The colon in the example can
be defined as field separator. The number following the colon is to be written in

the field fRcptTo Addressd0 o f t he document type.

mapped.

If a field is split with a field separator (see example) an email-field can be
assigned multiple times to an index field.

Field separator

The field separator enabled the separation of a line to indexes which are
allocated to the fields. In the example the colon is set as a field separator. So
index 2 is the index number from the defined subject line.

Subject: Code:123456
Index: 1 : 2

Code = field value
: = field separator
123456 = content of the index 2,
which is mapped to the field fRcptTo_Addressfi
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If a further text is written after the number, a further colon must be set in be-
tween to separate the text. If there is not any further separator, the text would
also be written in the field 2.

A field separator is only necessary, when the content of an emalil field (e.g.
subject) is to be splitted into multiple index fields.

Test settings

To test the settings a *.xml file can be loaded manually and evalued which has
already been written in the import folder. A result mask with all field contents
and the recognised target document type appears. So the configuration can be
controlled with all allocated fields.

If the files are imported, they are deleted from the folder.

Shouldanerroroccurdur i ng t he i mpor t willbecretedband | der
the files are written with a timestamp. This can happen if e.g. the numbers of

characters of the target fields are not enough for the field content. Make sure

thatt he acceentvefndbdhas enough rights to coll
folder. For a complete import the user must have rights for reading, moving and

deleting files.

If no condition is defined for an email, it is not imported and it stays in the

import path. To import these emails an adequate condition must be defined.

During the next start of the scheduler these mails are imported then.
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Codeless Connector *

What is Codeless Connector?

With Codeless Connector a link can be created between FileDirector and fields
(for data entry/display) or any other windows application. The great benefit of a
Codeless Connector is to take over data from another application for indexing
or searching with a simple keyboard combination without large programming
expenses and effort.

Hint

The principle of Codeless Connector is based on the module name and the ID
of the control used. Controls are objects like buttons, menus or fields to be filled
out. The content of the controls (fields) are read and passed to FileDirector. In
this way the passing of information is independent of the application used.

Requirement

Codeless Connector must be licensed. Each user who needs to use field
contents with Codeless Connector, a licence must be provided. The
configuration is done in FileDirector Enterprise Manager on the relevant work
station, where the application used by Codeless Connector to be linked to
FileDirector is installed.

Configure Codeless Connector

The following steps must be carried out for configuration:

1. Configuration of keyboard shortcuts for transfer of field contents

2. Creation of one or more Codeless Connector connections to different
fields in FileDirector EnterpriseManager

3. Mapping of fields in Codeless Connector to the fields of the application.

Configuration of keyboard shortcuts

The keyboard shortcuts are configured by ¢
Connectorin or calling propertiesanager. t hi s e
For each function (Search, Edit, Scan) key CTRL, ALT, SHIFT and a character

can be selected. Mouse clicks can also be used as shortcuts (left, middle or

right mouse button as single or double click). Please note, that the

combinations configured must be unique for each function and must not clash

with other shortcuts (also from other applications).

Single or all configured fields of the application can be taken over.

The following functions can be allocated with shortcuts:
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%z Codeless connector hotkeys
| General
9?? Here you can define the hotkeys to call the codeless connector functions.
F.eyboard Mouze
Search hatkey [zingle] [~ Chd W Al [ Shift 5 w Middle mouze button [zing
Search hatkey [all] [ Chl W Al [~ Shift A 7 Middle mouse button [do| s
Edit hatkey [zingle] [~ Ctd [ Al [ Shift MHone w Mane w
E dit hatkey [l [~ Ctl [ Al [ Shift MHone » Hone w
Scan hotkey [zingle) [~ Ctl [ Al [ Shift MHone » Hone w
Scan haotkey [all [ Cul [ Al [ Shit Hone w Maone w
7

Search hotkey  (single)...only the active field is taken over for search

Search hotkey (all) € all fields of the application are taken over for search
Edit hotkey (single)...etc.

Edit hotkey (all)

Scan hotkey (single)

Scan hotkey (all)

Configuration of a Codeless Connector link

Select node fCodeless Connector 0  acticll the yellow star button in order to
create a new connection to a field.

A dialogue window appears where the name and description have to be
entered. Select a target cabinet, a document type and a target field, into which
the content of the field from the source application should be imported.

Fields and document types must be created for selection.

Delete fields

If this option is set, the contents of the fields are cleared before new information
is refreshed by a shortcut. If this option is not set, the new information is added
to the field content already refreshed.

Display document

If this option is set, a document searched by Codeless Connector is displayed
immediately.
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Found text
Close to this field a small crosshair is displayed. This is used to link the fields.

1. Open a windows application from which a field entry should be refreshed
and open a Codeless Connector in FileDirector Enterprise Manager.

2. Click to the crosshair in Codeless Connector, keep the mouse button
pressed and drag the crosshair to the relevant field in the windows
application.

3. Infield froundt e x t conténtoéthe linked field is displayed in order to
control the connection.

Example with address entry in  Outlook Express:

W % Codeless connector

Summary | Mame | Home | Business | Personal | Other | NetMesting | Digital IDs General

g Enter name and e-mail information about this contact here. Q{E’ Here you can configue the codeless connectors.

First: Peter Middle: Last: Smith

Mame Addresses
Title: Display: + | Mickname:
Description

E-Mail Addresses: Cabinet Campary v

=] peter.smith@mail.de (Default E-Mail) Document type Invaices v

Mame v

Set as Default Clear fields

Dizplay document

-

[ 5end E-Mail using plain text anly. Text found

(] 8 ] [ Cancel é
Z)

By using this target-option the linkage of fields with any windows-
application which are using controls is possible. Fields of Java-applications
from a browser can be linked in version 1.2.6 or higher.

In version 1.5.1 or later the Codeless Connector can be configured for
applications, for which a text-interface by OCR is readout, as well. So you can
use the Codeless Connector e.g. for text-interfaces in terminal-applications.
Using this option you drag the aim over the application and an OCR zone can
now be defined. Ensure that the entry of the target window is always at the
same place to ensure that the OCR-Zone is able to readout the correct values.
Hint:

In this configuration the OCR is being used which recognices the text on the
screen. Read errors can occur, if e.g. a flashing cursor is acquired or a
background colour affects the recognition.
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Use Codeless Connector

In order to import field entries directly into FileDirector, start the relevant
application and FileDirector WinClient. Display the linked fields in the windows
application and apply the configured shortcut to import the field contents. The
content of the field(s) are now passed to the relevant fields in FileDirector and
the relevant function (Search, Edit, and Scan) is performed.

If a Codeless Connector is configured, the following tray icon appears: E-

Security
The configured Codeless Connectors are assigned to Users/Groups for usage.
Selectnodei Codel ess Connectorso and click to 7

key or right mouse button menu). The configured connectors are assigned to
users, that work with the relevant fields. For each user different fields can be
configured in different applications.
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SAP Configuration *

FileDirector Licence for SAP

A FileDirector licence is required to use SAP Archive Link. The licence is listed
a SSAR Archive Link 6 1 n t he | ifcyeundismay theppropeotiassof i
node fServer a

FileDirector ArchiveLink 1.2

FileDirector ArchiveLink is an SAP AG certified interface from FileDirector to
SAP Net Weaver ™.

It offers the following functionalities:
T SAP HTTP Content Server 4.5
1 OLE/HTTP Frontend
9 Barcode BAPI

If a Filedirector system should be used as Content server, FileDirector
WebServer must be installed. This module in conjunction with the FileDirector
server offers the functionality of a content server.

Configuration of FileDirector Web in 1S

Configuration of anonymous access to FileDirector ArchiveLink

For FileDirector ArchiveLink anonymous access must be specified in 1IS. The
account used for this anonymous access must have FileDirector access rights
to the SAP documents.

Hint:
Option aAl |l owAn o filg web.oosfi§ ofd-deBisedor ArchivelLink
(WebServer)does not have to be set to ATRUEO.

Support of PUT -Request

In standard configuration IS does not allow a PUT-request for a virtual
directory. This leads in some SAP-Requests to a Status code 403.1. This can
be avoided if you specify in IS kK Virtual Directory (FileDirector\Web) K
Properties kK Directory kK Configuration K aspx Kk Edit K Verbs Kk Limit to:
entertext P UT fi .
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Configuration of FileDirector ArchivelLink

General settings for Barcode

-BAPI Functionality

If a document with barcode is checked in to a document type which is
connected with a SAP Content Repository, the barcode and the Doc-GulD are

sent to the SAP-System.

The barcode itself is being read with the OCR functionality of FileDirector,
where the type of barcode has to be set.

Select node SAP in system configuration and select Properties :

¥ SAP

ﬁ

General

SAF client
SAF uger name
[lzer's SAP pagzward

Repeat pagzword

tachine name af the SAP
FEMVET

SAF system number

kMachineg name af SAP
gateway host

Mame of SAP gateway
SEMVICE

Wik rfc trace

% Here you can define general settings for the SAP barcode
BAPI

]

SAPUzer

HH

zapary

m

ok ] [ LCancel ]

.

SAP Client

SAP defined client has to be specified.

SAP user name and password
SAP has an own user management. The SAP account must be selected which
FileDirector uses to send the barcode to SAP.
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Further SAP connection settings

The connection settings are specified in the fields Machine name of the SAP
server i, ARSAP system number o, setti
gat eway s asinfoimatierocan b& dbtained by your SAP consultant.

Write Rfc Trace

If this option is checked, the send barcode tasks of FileDirector server are
stored in rtc files. These files are stored in the virtual directory of FileDirector
under directory \bin: \\inetpub\wwwroot\filedirector\bin

Hint:

The files are generated by a program library (*.dll) from SAP, which FileDirector
uses for barcode sending. FileDirector has no control on the contents of these
protocols.

Connection between SAP Content Repository and FileDirector

If documents should be stored from SAP into Filedirector, the target must be
specified in FileDirector. A SAP content repository must be assigned to a
FileDirector document type.

Create in node fSAPA aew SAP configuration by clicking to iNew#

-

TP SAP x|

Gereral | Certificate

+.  Here you can define mappings between SAF and
FileDirector.

SAP content repositony FO
Target cabinet SapTest v
Target dacument type SAP target Daoctype v
Default zcan profile SAP allow change v
Default document pratection v RBead ¥ Create

v Update v Delete

xxxxxxx

Profile pazsword

xxxxxxx

Repeat paszword

s Cancel
o) [l )
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SAP content repository

The SAP content repository configured previously must be entered here. In an
SAP content server the SAP system only uses content repositories identified by
an ID as assignments. SAP denotes that an ID either has only two characters
or must begin with Y or Z.

Hint:

It is useful to specify the entry in the FileDirector configuration first. This way
the connection can immediately being tested, when the setting in SAP is
established.

Target cabinet / Target-Document type

If data is sent from SAP or WinClient or ScanClient is opened, the cabinet and
Document type must be set to which scanning should be done.

An SAP content repository resembles a document type in a cabinet. The
document type is assigned to the SAP content repository.

Default Scan profil e

A scan profile can but need not be predefined. If it is predefined; an immediate
action can be specified in SAP configuration. The setting of the possible actions
can be found at:

K_Hints for settings in SAP.

Default document protection

When filing a document, the level of protection must be set. When the
document is accessed, the allowed actions on this document are defined.

For further information contact your SAO consultant.

It might happen that SAP does not send and specify the protection parameters
of a document during sending. In this case, the default document protection
specified here should be used.

Password

SAP protects transmission to the content server with signatures. A certificate is
necessary for the content server to check the signature. The usage of the
certificate can be protected with a password.

Certific ate

A certificate is used by FileDirector ArchiveLink in order to check the
transmission signature. In the upper part of the window the certificate used
from FileDirector ArchiveLink is displayed.

A new certificate can be sent by SAP, it is first displayed in the lower part of the
window. To activate this new certificate, an administrator user must accept it in
order to ensure that the certificate was approved by an authorised person.
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SAP settings for the Content Repository (Details)

The following settings are important for the configuration on the SAP side and
have to be set by an SAP consultant:

Hint:
In SAPGui the configuration template can normally be reached with:
SAPGui £ Transaction OACO i Customizing Content Repositories ¥ Create

Content Repository:
The IF is specified which was already assigned in FileDirector as the content
repository.

HTTP-Server:
Name of machine on which FileDirector WebServer (Archivelink) is installed.

Port numb er:
Normally 80, if different as setting in 1IS.

HTTP-Script:

URL of ArchiveLink without host name. If the complete URL would be:
http://hostname/FileDirector/web/sapaccess.aspx, the following must be
specified for the http-Script:

FileDirector/web/sapaccess.aspx
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Overview for configuration  of the OLE/http Frontend

| GUlScanboc @AIDEN FileDirector ScanClient
Scan |47 TTomommomooooos
CABID+GUID FileDirector ScanClient
SAP EUI CABID+GUID ClLVremibee
View e ————— @AID,@DID,,0
| @EID=GUlIViewD FileDirector WinClient
GUIViewDoc
@AID,@DID,1
ArchiveLink FileDirector
Cabinet
SAP System Doctype
Content Server

In SAPGUI (User Desktop) of SAP two command calls must be configured. A
Scan command and a command to view the archived documents (View).

If a document is created in SAP, a command call GUIScanDoc@AID,N is sent,
which opens the ScanClient. Together with the command a parameter (N) can
be sent, which starts an automatic action (Single scan, batch scan, etc). The
actions are described in section AArchive

With ScanClient a document is scanned and indexed, but the index data is only
available for retrieval in FileDirector. SAP receives a message which contains
an ID, which is composed from the CABID and the DocGUID (without hyphens).
This ID is 40 characters long

If an already archived document should be viewed, WinClient as well as
ScanClient can be configured to perform this task. For this call the command
GUIViewDoc @AID,@DID,N is sent, where N is either 0 or 1. When 0 is used,
ScanClient opens, when 1 is used, WinClient opens.

For the settings in SAP please contact your SAP consultant.
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FileDirector ScanClient

To scan documents using Archive link interface a special ScanClient can be
used. The installation files of FileDirector are supplied. It is a special minimum
version of WinClient that is especially designed for linking with SAP in order to
scan and view. Microsoft .NET Framework 2.0 is required to install ScanClient
(same as for WinClient).

When scanning with ScanClient from SAP, the following desktop opens in
layout of SAP:

BS@BE[ O EMEISNS

Szanprafil

IS.-’-‘«F' allow change LI [ rr— L
e ]
Dokumententyp: et Nanasren Systee Gt s
IS.-’-‘«F' target DocType LI — = b
—r———" P
Feldl | © SapDocl i - -
—_— P = L
Feld2 | © ForFD only hd o L= -~
Sewy Gwihm ___ fw ®m &
- i e -
Ll e R

DieterSpielhel'g

Document Management Systems GmbH

Vo[ X e

| Bereit

Using Retrieval only option iCl oseid i s available in
menu is similar to that of WinClient. A description of the button functions can be

found in User Guide.
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Hints for the setti ngs in SAP
Functions for SAP OLE automation 2.0: DSDMSAUTOM.FDSAPOLE

Archive from frontend (Scan)
M GUIScanDoc @AID,N N= 1 -> Scanmode Single

N= 2 -> Scanmode Batch

N=-1 -> Open FileDialog
N=-2 -> Folder as Scanqueue
G @EID=GUIScanDocRC
G @DID=GUIScanDocID

Hint:
An Mo fromt of the described entry denotes, that this call is sent, a G denotes
that this is a confirmation.

If a scan profile is predefined in FileDirector configuration, the IDs mentioned
previously can be adjoined to the scan call.

Applikation  Bearbeiten Systern  Hilfe

Springen

A H @@ I SHE OO0 IEERE @

SAP

Windows SAPGUI OLE automation

Funkdian

Status

Anzeigen abgelegtes Dokument Gepfleat

Bereitstellen Frontend Micht gepflegt

||ablage vom Frantend Gepflest | | applikation | DSCMSAUTOM.FDSAFOLE | Ablage vom Framtend [<]
Fenster schliefien Micht gepfleat M 5 6 Kommando [-]

@) () BUIScanDoc @AID,2

@ @EID=GetGUIScanDocRG
=G et LU ScanDoclD
C @ @

Display stored document (View)
M GUIViewDoc @AID,@DID,N N=0 -> View in ScanClient
N=1 -> View in WinClient

G @EID=GUIViewDocRC
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Applikation  Bearbeiten  Springen 21 Hilfe

& A0 @@ I CRE ODLOH BEE @

SAP

Windows SAPGLUI: OLE automation

Funktion Status
Anzeigen ahgelegtes Dokument Gepflegt
IS ATz [HIENICERTEG] Applikation | DSDMSAUTOM.FDSAPOLE | Anzeigen abgelegtes Dokument [4]
Ablage vam Frontend Gepflegt E
— s S e H 5 6 Kommando
enster schliefen icht gepfley
@) ) GUMiewDoc @AID,@0I10,0
@ @ | @EID=GetGUNiewDocRC
(LN

SAP content repository

Hilfe
BdH e BE

ArchivelLink Auswahl von Ablagesystemen

Benutzerahlage

Ahlage sichern | Ldschen Einstellung

Lrchivelink fuswahl won Bblagesystemen 1

Momentan aktive Ablage flr den aktuellen Benutzer
FD

Magliche Ahlagesysteme
FO FileDirector Archivelink

[l ]I | I[4][+]
| <

[l ]l

)

For the detailed setting in SAP please contact your SAP consultant.

Application server and system number
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System

Bezeichnung MBS
Anwendungzzener TAPEMY

SAP-Router-5ting

SAP-Syztem @RI (RIZ
Systemnunner 0 :- Weitere .. |
ok | | abbrechen |

For detailed settings in SAP please contact your SAP consultant.

126 1 System configuration FileDirector 2.5



Cabinet s

Setup cabinet

ale
s

Clicking on button New opens a dialogue window for creation of a new cabinet.
The section about cabinets can be found in the left part of FileDirector
Enterprise Manager window.

Hint:

In exceptional cases a cabinet with a certain predefined ID is needed. In order

to create such a cabinet, the Enterprise Manager must be started with the
command | ine parameter A/ NewCabl D: 3D104EG6
be the ID used for the cabinet created next.

General properties

Cabinet configuration - Company B

General | Secuity | OCR parameters

A, cabinet iz the FileDirectar storage unit far all kind of documents

Settings
Mame: Compary
Description:

Storage location:

el The image below will be displayed in the client's cabinet tool box. If
ho image is defined the default will be used.

DfeterSpielberg

[ Change logo ]

D: FD_29599658 [ oK. | [ cancel |

2|

In the General tab a name and description for the cabinet is entered. The
storage path for the cabinet database which SQL server creates is listed. If the
storage location for the database should be changed, it must be done with the
database configuration tool of SQL server.

A database with a unique database ID is created automatically and displayed
for your information.
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Setup of displayed logo

A logo image is stored with the cabinet database. If a new cabinet is created, a
logo can be selected. If the displayed logo should be changed later, it can be
done by selecting the cabinet and selectingfi Pr operti eso with right

With iC h a n g e algrapiio file can be selected as logo. This graphic logo is
displayed in desktop of WinClient.

If no special logo is assigned to a cabinet, a logo from FileDirector WinClient
appears and is stored as the file: custlogo.qgif in program path of FileDirector
WinClient. See more detailed information in installation guide.

Security on cabinet level

In tab Security the groups and users are listed and configured, who are
allowed to use this cabinet in FileDirector. Cabinets can only be displayed in
the Enterprise Manager if the user has if u | | cAm admimistrat@r .or a user
thathas A F ucl d n t rcanlsétup access rights for groups and users.

General windows rights are configured for each group/user in the security
setting of the windows system. To give special FileDirector access rights, see
K_FileDirector Users/Groups

Access rights can be granted in FileDirector on different levels:

1 In cabinets
1 In document types See k__Document type Security

M1 Infields See K Filter

For single documents in WinClient See k User Guide

General rules for granting access rights

To grant rights correctly, some rules must be obeyed. Rights can be granted for
users and groups, rights can be granted directly or be inherited and rights can
be allowed or denied.

The following rules have to be considered:

1.) Account rights have priority against group rights
ft he right to ADel eted was denied for a g
user of this group, he is allowed to delete.

2.) Direct rights have p riority against inherited rights
If rights are specified on cabinet level, they are automatically inherited to
document type level. Inherited rights are displayed as filled squares; rights
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directly assigned are displ ayeedd aiss cdheencike di
for a group in a cabinet, it can explicitly be set for the same group for a specific

document type. This group may only delete in this special document type, in all

other document types deleting is not allowed, as the relevant right was

inherited from the cabinet.

3.) Denied rights have priority against allowed rights

If a user is a member of two different groups and a specific right is allowed for
the first group but denied for the second group, this special right is denied,
because denied rights have priority against allowed rights.

4.) Providing rights on cabinet level without allow/ deny

Rights cannot be handed down unless the rights were already being granted to
a user on cabinet level and the function is denied firstly.
Thus you can ensure that rights will be granted on document type level.

Example:

Group "administrators " contains the user "Peter" and "Paul". The group

fadministrators i i s ifid-scgniio u p

fAdministrators A I s assigned to the csavere seet righ
therefore he has no rights on cabinet level. As it is not possible to hand rights

down, the group wonot have any rights on t

you can release documents types for this group which they need be able see
and work with.

Add Users/Groups

If a user should be given special access rights in FileDirector, his account must
be imported using FileDirector Users/Groups . This account is known to
Filedirector and appears in the list of accounts. See K _FileDirector
Users/Groups.

Select Add, in order to select accounts and groups.

Hint:

If the user, who should configure and administrate FileDirector, is given
complete control before configuring other rights, he will always be able to have
full control over the system, even if he accidentally removes the full control
rights for the administrator group.
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2 2 |
Cabinet configuration - Company
General | Secunty | Replication |

Idzer and group names

7 ew2003debugl d-admins

Rights for ... ’ Add ] ’ Remove ]
ewz003debuglifd-admins Al Dery
Full access [

Create ]
Dielete ]
Fodify L]
Wig ] 3
Dawnload O
Dawnload revisions ]
hange annotations ]
Scan ] D
Edit ]
ID: FD_ECD32326 oK

Select accounts
Several accounts can be selected and added to the list with one click. The list

of users and groups can be sorted alphabetically by clicking on the column
name.
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| |FuII =l 4 | Mame |

ﬂ ew=2003debugl \adminiskrakar
ﬂ al ewzZ003debuglial

ﬁ fd-admins ewz003debugl\fd-admins

ﬁ fd-scan ewz2003debuglifd-scan

ﬁ fd-scan-named ewz003debuglfd-scan-named
ﬁ fd-user ewz003debuglifd-user

ﬁ fd-user-named ewz003debuglfd-user-named
ﬂ ul ewz003debugliul

£ u ewz003debugliuz

Selected [0);

Cancel

Rights on cabinets

The access right system is built hierarchically to allow access rights on cabinets
to be inherited to the document types of that cabinet. Deny always has a higher
priority than Allow.

If rights should be allowed or denied, the relevant check box Allow or Deny
should be checked explicitly. If only the tick is removed, the relevant group
rights or inherited rights are automatically used.

Full access

Allows the user to allow or deny rights. Ensure that the administrator user for
FileDirector has full control.

If this right was denied, the administrative user cannot change access rights.

Hint:

If group FD-admins is deleted, it is automatically recreated with all rights after
restart.

In SQL table fiCabRightsii u s emdsgroups are listed. Do not delete entries,
rename them.
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Create

If Createfiis denied for a user, he can create documents in his local cache, but
they cannot be checked into the server. This is only important for the creation
of new documents.

Amending pages or changing of a document is not denied when this option is
denied.

Delete

If deleting is denied, the user may not delete documents already checked into
the server.

Documents on the local and personal list may be deleted.

Hint:
Deleting a document on the server does neither delete the index record nor the
data itself. The document i s mar ked

then not listed in the hitlist any longer.

Modify
If this option is denied, check out of archived documents is not possible.

Modifying of new documents on the local list and check in afterwards is allowed.

View
If view is denied for a cabinet, the cabinet is not displayed in the cabinet list and
can not be selected for opening.

Download
fMdownl oadid i s d enfoimatidn of & document rcah de retrieved
and displayed, but the relevant pages are not displayed, because downloading
these documents to the local list is forbidden. Changing the index is not
possible.

Hint:

With these options, the control and configuration of the local cache is important!
If standard authentication is used, the security may not be sufficient if users
with different rights in FileDirector work on the same PC.

See ¥ Automatic Login using Windows authentication

Download revisions
If ADownload revisionsfiis denied, a user can only display the latest revision of
the document, not older revisions.

Change annota tions

Annotations stored on a page cannot be changed if this right is denied to a user.

Parts of a page can be hidden for certain user or groups.

Scan
If this right is denied, the user has no scan options in WinClient. Tab iScanfiis
completely hidden.
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Edit
If fEditiis denied, tab fEditiiis completely hidden in WinClient and inaccessible
to this user or group.

Print
If fPrintdis not allowed, the printing options available in the menu are inactive
and are not accessible for this user or group.

-> Replication

Requirement to configure the replication in a cabinet is the connection setting
to the target server (see Create connection for replication).

Configure cabinet for replication

The tab to allow the replication settings to be configured are located in the
properties of a cabinet (right mouse click on cabinet -> Properties).

B

EBR (@ X559
L

= ﬁ& Syztemn configuration Mare

¥ Q Server

Cabinet configuration - Company =

GE

% Usgers and groups

E Client configuration
* Events
@j Scheduler
% Codeless connector
P SAP
= Cabinets
+ Comparny
+ test
= % http: / few2003debuagl fMiledirector
= ﬁh Syztem configuration
+ g Server %
% Uzers and groups
E Client configuration

Drezcription URL
Replicationgerer hitp: //ewm2003debug] AMiledirector

U 5 i@

1l

8

% EC:EIEIL“B[ ; [ Transter document respansibility
odeless connector
P SAP | [] Replicate dacuments on check in
= [B& " shinats .v.
| Ready tark all documents for replication.

Mark all documents modified after... for replication. 8f13/z008 |E|
Show statistics. ]
ID: FI_7F2588AF
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Add

If the target server is set up, it can be assignedtothec abi net usoung AAdd
can select which server replicates the data of the cabinet.

Documents can only be replicated with servers listed in this table. If replicated
documents should be checked out by the original server, the original server has
to be added on the target server.

A replication between two target servers is not possible (see drawing)
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Hint:

The responsibility for documents can be transferred to another server. If the
responsibility is transferred from the original server to a clone, the clone
becomes the original server.

Scan / Edit / Search

If documents are scanned in on the original server and replicated to the target
server (clone), they can be searched for and displayed on the target server
without further adjustments. Editing replicated documents on the target server
is only possible, when they can be checked out by the original server. The
original server has to be setup in the cabinet settings of the target server and
the connection must be online.

Examples:

Headquarters (original server) -> branch office (target server)

Documents are scanned and checked in in both offices. Documents of the
headquarters should be made available to the branch office.

Case 1:
Headquarters are scanning in. The branch office is only retrieving, but not
editing the data.

A simple replication connection from the original server to the target server is
sufficient. The scheduler will be setup in the Headquarters and needs a licence
to replicate.

Case 2:
Headquarters are scanning in. The branch office is retrieving and editing the
data. The data scanned in is not retrieved or changed in headquaters.

The replication connection has to be setup on both servers. Data is transferred
from headquarters to the branch office with a scheduler, thus headquarters
needs a licence. If a replicated document is altered at the branch office, the
document needs to be checked out/in in the headquarters. The branch office
server needs a replication licence. The headquarters server needs to be
introduced to the branch office server and the connection setting in the cabinet
must be set to Aonlineo.

Case 3:
Documents are scanned in headquarters and branch office. Data is replicated
both ways.

The headquaters server has to be introduced to the branch office server and
vice versa. Both servers replicate data via a scheduler, both server need a
replication licence, both server have to be known on each system and the
connection has to be online.
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Transfe rring document responsibility

If a document is created on a designated replication server, the id of this server

(HomeSN) is assigned to it. This server id is used to identify the owner of the

original document. In some cases it may make sense to transfer the document

responsibility. To transfer the id of the document to the target server, the option
Atransfer document responsi bitheirdplicationneeds t
process starts. After transferring the responsibility, the documents can be

edited on the target server without an online connection to the original server.

Example:
A service provider scans documents for a customer. These documents are
going to be transferred to the customerd6 s s er ver lcustonershoold. The

be able to work with the documents as if they were scanned in-house; no
connection to the server of the service provider is going to be established for
this.

For this scenario the service provider needs a replication licence and starts the
replication scheduler on the c u s t o mever@fser scanning in. In order to do
so the server of the service provider needs to be familiar with the customeré s
server. If the responsibility for the documents is transferred with the documents
to the customerd s s e r wustemer cantwerk self-sufficient.

Replicate documents when checking in

This option has to be set, if documents should be replicated when checking in.
In this case the scheduler is ignored and the documents are immediately
checked in. Even if the remote server is offline, the documents are added to the
A Sy n c a TheyaMil beereplicated later, with the replication scheduler.

Mark all documents for replication

This option is used for subsequent replication. If documents have already been

scanned without a replication connection being configured, all existing

documents can be marked for replication.

Mar ked means the documents are added to t
list of documents waiting to be replicated.

The document s ar e onl vy added automati cal
connection has been configured and assigned to a cabinet.

As soon as the target server is familiar, the document will be automatically

added to the synchronisation table when being checked it. With the next start of

the replication scheduler all listed documents are replicated.

Mark all documents modified after [date] for replication
This option is i as the option described previously 1 for subsequent replication.
Not all ol der documents are added to the

=]
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Show statistics
The statistics display the approximate size and number of documents in the
ASync o Itcanlbé estimated how much data is going to be transferred
when starting the replication scheduler. The size of the XML files is not not
accounted for.

Delete cabinet

When a cabinet is created, a database with a unique cabinet ID is created.
Additionally the cabinet infor mdatabasen i s en
FDConfig in SQL server.

If a cabinet is deleted, the entry in table Cabinet is deleted, the SQL database

itself remains untouched. It is possible to reregister a database and make it

availablef or Fi |l eDirector although it was Al ogi
If documents have already been scanned or imported into a folder, document

data is stored in a subdirectory Fd_xxxxx in the general storage pool, where

xxxxx denotes the unique cabinet ID. The scanned pages are physically stored

there.

To delete a cabinet completely, the following components must be removed:

9 Cabinet in FileDirector Enterprise Manager
91 Database in SQL Server - (index data are stored here)
91 Data subdirectory of cabinet data (filedirector.data\F D _| Dé. . CAB)

Purge cabinet

You can purge the content of a cabinet viz. the data of the storage pool
(filedirector.data) as well as the entries for the documents in the database are
irreparably deleted, unless a backup of the data and the SQL-database was
made, via the menu of the right mouse button.

Only the content, not the configuration of the cabinets, fields and document
types are deleted.
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& Purge a cabinet

r@ Purge cabinet E]@W

General

Here you can permanently delete documents.

" Full cabiret

* Selected docurment types

v Delivery notes
Invoices

v Deleted documents anly.

A

Delete full cabinet

I f the option AFull cabinetin b allsdocwnentsect ed a
from all document types in this cabinet are deleted. All data from the database

and the storage pool are being deleted. The configuration of the cabinet

persists.

Delete selected document types:

I f the optiomensel gp e oilyddcancentsandidata types
of the marked document types are purged. The configuration of the document
types persists.

Delete only deleted documents

When documents are deleted from the server in WinClient by a user, the data
and database entries are not really deleted. They are only marked as deleted in
the database. The deleted documents can be restored anytime.

If these documents shall be deleted permanently, you can select this by using
this option. It is always connected to the other two options, you can decide
whether to delete all documents of a cabinet which are marked as deleted or if
only selected document types should be deleted permanently.
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Hint:

a) Deleting a document counts both checked-out documents and documents in

a process. The result can be that documents appearing on a local userso | i st
not available any longer. Therefore you should provide that these documents

are checked-in beforehand or are deleted afterwards from the local list.

b) The following actions are taken when you purge:

The following content of tables in the database of the cabinet are partially or
completely deleted:

FD_Documents, FD_Revisions, FD_Images, Userdocs and DocLog.
Furthermore the size of the cabinets are recalculated and the data from the
storage places are deleted

The Sync Table is also deleted, that is only important when using the
replication option.

c)bata put into a container and storage pl a
deleted.

Save structure as é (Export structure )

When you want to export the the structure data of a cabinet, you mark the

cabinet in the FileDirector Enterprise Manager and and export it into a XML file

by the command ASave structure aséo of 't he
button. The file name is named as HAstruct
12345678 stands for the ID of the cabinet.

Hint:
Pleasenot e the chapter Al mportant hints for
and chapter fANew from structurefi before th

New from structure (Import structure )

Creating a new cabinet from an exported structure you select the node
Acabinetsin and perform the c¢ommaroditori New fr

context menu.

Hint:
After a successful import you may need to refresh the view.

Important hints for structure import

- Place of creation of a cabinet dat abase
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The database of a cabinet is created in the path that contains the configuration
dat abase AFDconf i gh.

- Version of the SQL-database
An export of structure data between an SQL Server 2000 and an SQL Server
2005 is possible in both directions. The exchange of structure data with an
Oracle Server is not supported.

- Identical version number of the FileDirector Server

Remember the version numbers of an exported FileDirector cabinet must be
identical with the version number of the FileDirector Server that it needs to
import to. So the exported database of the cabinet must have the identical
structure of the database as the target server.

- Rights are not adopted

The structure of rights is not adopted from the source cabinet 1 neither for the
copy nor for the clone. They have to be correspondingly reconfigured as either
the structure of rights of the server environment or the access structure of the
copy/ the clone might be different.

User, configured in processes, are firstly adopted but must be checked after the
import and if need be adapted to the new user structure.

- ODBC
The configured ODBC links are copied to the copy/ clone, whereas the ODBC
sources must correspondingly exist in Windows or must be set up.

- Global counter

When the copied structure has a field that contains a global counter on the

server, the counter cannot be transferred to the copy or to a clone. The counted
measurand of agloballyc ount er i s set to the default v
be different, the counter must be changed in the configuration of the field after

the import.

Clone or copy cabinet structure

During the import of a data structure XML file it will verify firstly whether the 1D

of a cabinet already exists. When this is not the case, the following query

a p p e @o gou want to create the new cabinet as a clone? Clones can be

used for multiple-si t e replication. 06 Answering this
database with the same I D as the exported
copy with a new cabinet ID is created.

When during importing a cabinet ID already exists on the SQL server, a copy of
the cabinet with a new CabID is created. The ID& of the other objects, such as
fields and document types, remaining the same as in the source cabinet.
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Clone cabinet struc ture

When cloning a cabinet a replication of the database with the same cabinet ID

is created on the target server. Only the the original server structures can be

added. These additions/ changes can be synchroni s e d by nSync
structur e 0. nadtheechaogednmeuallg.a n

Copy cabinet structure

An exported XML structure can be copied to the same FileDirector server to

copy the structure of a complete cabinet.
structure is exported. The exported XML file is imported again by using the
command ANew from structureo. It 'S not
database already exists. A copy with a different ID is created automatically.

Hint:

During a search for an already existing ID the existing database is checked 1
not the listed, registered cabinets. Thus an unregistered cabinet can be
recognised, if the database exists in the background.

Sync using structure

When a structure and an existing clone or copy is to be synchronised, the
version of the FileDirector Server must be identical on both servers; otherwise
the synchronisation can not be performed. If an update was perfomed, it would
be necessary to run it on both servers i incl. an update of the cabinets.

Synchronise a clone

Additions and changings of the structure of the database can only be added on
the source server and synchronised afterwards with the clone. No manual
changes can be done on the clone.

Synchronise a copy

Changes are not adopted
Changes of existing fields are not synchronised and must be changed in the
copy manually.

Structured data are not deleted, only added

The structure data is NOT deleted when synchronising. If fields or other objects
are to be deleted in the original, they must be deleted in the copy as well. If
objects of the copy are deleted, they will be restored by synchronisation with
the original export.

Example:

If, for example, fields are created manually in the copy and the original, they will
be created each Q@nceatheorgjinal i$ exporeed, it aghibandit
is synchronised with the copy, the fields exist twice as the synchronisation
checks only I Déds not names.
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Properties, reregister cabinet

Select Cabinets in FileDirector Enterprise Manager and click to Properties , or
select this command in context menu (right mouse button).

Cabinets previously deleted in FileDirector can be reregistered by selecting
Reregister cabinet . This is only possible, if the database still exists and was
not physically deleted in SQL server.

Cabinets properties E]@
Cabinets
A list of all cabinets [including deleted). You may also reregister previously deleted cabinets here.
Marne Drezcription Wersion D Size | Created by
+f Company 1.3.00 3E384698 493,94 KB supporthadminizstrator
}fFirma EmbH BO129EFE 0KB  supporthadrinistator
A
If you have copied a cabinet from another installation and connected the
relevant database to the SQL server, it can be registered to FileDirector in the
same way.
Hint:
If the cabinet was copied from another network, check if access rights have to
be adjusted according to your installation.
See Installation Guide
Upgrade Cabinet
=l | | o
Upgrade Cabinet provides upgrading existing database formats from
older cabinets and earlier FileDirector versions.
w

To upgrade a cabinet click onthe nodeiCabi net sd6 t o sh
the right side of the Ent er pri se Manager . I n th
version number is shown.

Select the cabinets to upgrade on the right side and choose the command
Aupgrade cabi n elickeddonteastrmenu.h e r i ght
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Fields

FileDirector saves index data of documents in a database. The index
information is essentially for filing and retrieval of documents.

FileDirector allows an unlimited number of index fields to be created in a
cabinet for document description. These fields can be amended, changed or
deleted any time.

Fields are created globally; they can be used simultaneously in different
document types. Because of this internal structure it is very easy to perform a
comprehensive search over different document types, if they contain at least
some common index.

Create new field

sl
fj

Select Fields within a cabinet in left part of FileDirector Enterprise Manager
window. Click to the displayed button to create a new field.

General

In tab General a name and a description for an index field are specified.
Additionally field length and content (allowed characters) must be configured.

Accelerate search

With theAcocpelieornatie searchi a tellyn thes set
database.

A search can have faster results if fields are often used for a search. Do not

check this option for all fields, as the size of the database will enlarge.
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- = 1

General | Extended settings | Input Template | Filkering

apc. Anindex field iz uzed to store document index infarmation,

Settings

Dizplay name: M arnd]

Length:

Containg: K.ewword E4

Containz-Estended:

Dezcription:

Acoelerate zearch ]

F.emword list

M ame: tember E4
Allove manually typed input; ]
Allo multiple selection: ]

ID: 422005183

Cancel

Any character

If a field can contain any character, it can be filled in WinClient with digits,
alphanumeric characters or special characters. Additionally a wildcard search
can be performed using this index field also. Entering an asterisk or part of the
index information is sufficient for retrieval of documents.

Numbers

This field may only contain digits (0-9). Leading zeroes are ignored. If leading
zeroes must be used, either fAllc har act er so0 must be used o
input template must be introduced.

Numbers plus

This field may contain digits (0-9). + (plus), - (minus), comma and dot. If this
setting is wused, t he p dsengthoi obne caofnteesr adcetciivnea
can be specified. This number denotes the number of digits after the decimal

point. The number in front denotes the complete length of the field including the

comma.
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Date, Time, Date and Time

If a date or time is specified, the date/time format of the windows settings is
used. If the format should be changed, it must be done in the windows settings:
YStartyY Settings Y Control .panel Y Regiona

Set date/time automatically in index field: see Kk _Extended settings

Custom template

The user defined input template allows an exactly defined entry format for an
index field. This configuration is done in tab Input template of this window.
See K _Input template

Keyword list

A keyword list is used for fast manual indexing using abbreviations or index
lists. If an index field should be connected to a keyword list, this keyword list
must be created first in section Keyword lists of the cabinet and then linked to
the relevant index field.

Allow m anually typed input
If this option is marked in addition to the defined words you can input free
entries in the WinClient.

Allow multiple selection

With the option fAllow multiple selection A t h e wo nfigdred ®tthoases c o
more than one word in the wordlist. The words are set with a semicolon as field
separator.

Use as tree node

Wi t h t h eUseoag trde made iithe keyword list is used to create a tree
view in WinClient, which is similar to the view of Windows Explorer.

The content of the keyword list generates a tree view where documents can be
sorted in easily.

Example:
The keyword | ist includes the keywords i
ACompany Ci.
1T Company
o Company A
o Company B
o CompanyC

See K Keyword lists
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Memo

A memo field contains any text, with virtually unlimited number of characters.
If full text search is configured, the content of memo fields is also used for full
text retrieval.

In a memo field an Excel form can be deposited with that will be filled in the
WinClient. In the memo field only the entered data are administrated. In the
Afextended settingso an oveéed ay can be adde

Extended (Email and File name)

If Extended is selected, an additional property can be specified. It may help to
archive Emails from Outlook or files and their properties from the file system
(like displayed in Windows explorer).

If Office Link (Component services) was installed during FileDirector installation,
a button (macro) is created allowing the direct archiving of complete Emails. If
Emails are archived using this button, the following information can directly be
used for indexing, if the relevant fields are configured:

Email -From, Email -To, Email -Cc, Email -Bcc
64 characters have been reserved for these fields. Email addresses are
automatically archived using this field.

Email -Subject
The subject field may contain up to 255 characters.

Email -Body
The text of an Email is treated like a memo field and has virtually no index
limitation.

Email -Received on, Email -Sent on
This setting archives the relevant date. The date format depends on the
Windows setting.

Email -subject or file name (with or without extension)

The Email subject field may contain up to 255 characters.

This option contains two indexing possibilities: If objects are archived via drag
and drop (on WinClient), the file name is archived, if the relevant file is an Email,
the content of the subject field is archived.

Email archiving with separately saved attachments

With the Component Service in FileDirector Version 1.3.2 or later a settings file
app.xml is saved in the program path of the Component Service. The file is
saved in the following path:

fiC:\Program Files\Dieter Spielberg DMS GmbH\F i | e Di r ect or Component Se
It contains the following entry:

<l--  EMailSplit: 'Ask’, 'On’ or 'Off' --> (Comment line)
<add key="EMailSplit" value="0Off" />
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With the opton  As ki t he user i s asked odvhatherng t he
the attachments are to be saved separately in the original format. The text of

the email attachment is saved as a separate page in the document. By using

the option Aonodo the attachment i's automat i
option fAoffo the mails are s adViesdasthdyi ke i n
are created in Outlook.

File name (with or without extension)

I f files are archived using fASediaganioo i n
drop, the file name is used for archiving with up to 255 characters length.

File creation time, Fil e modification time, File last accessed time
This field is configured as a date format field. The relevant file properties are
automatically archived.

For internal information, the unique field ID used in the cabinet database is
displayed in the bottom right part.
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Extended settings

In tab Extended settings field attributes are specified for each field individually.
The field attribute helps during indexing using automatic actions, preventing the
user from incorrect entries and controls, which happen if the same index is
keyed in again.

-

" Create new field ()

General | Extended settings | [nput Template | Filkering

Extended attributes are uzed to make indexing faster and mare

AR IECUre.

Field attributes

Automatic actions: Set to spstem date + n days v
Mumber of days: o %

Current counter value:

Content verfication: Empty not allowed _
Duplicate index action: Append after confirmation
Field pratection In revizions

Owverlay [Memo only]

ODEC link

Marme: Maone LY

(] ] [ Cancel
Automatic actions
None
If option MNoned i s indexedata entered are not used during single page
scanning and batch scanning for the next document to be scanned.
Preserve
If scanning with WinClient, the index already keyed in is preserved for the next
document to be scanned when o p t iPeeservéido i sThesfield is not cleared

after scanning; the information can be used for further indexing. This speeds up
manual indexing, if some indexes do not have to be entered again.
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Increment
If a start value is specified in a field with this setting, the value is incremented
by one each time a new document is scanned.

Decrement

If a start value is entered, it is automatically decremented by one each time a

scan is started. The user should ensure that the start value is big enough, as

the counter will not create negative values. If iLO0was specified as start value,

the system will decrementas f ol |l ows: é, 01, 00, 99, 98, é

Increment /Decrement by page

When increment or decrement by page is configured, the number of the pages
is filled into the index field during the scanning process. This works for all the
documents and the page of the previous document is added to or subtracted
from the number of pages of the following document.

Increment/ Decrement (Global)

With this option a global counter is set from the server. If documents are
checked in, the last number is searched from the server and counted up or
down depending on the last number on the server.

Set to system date / Set to system time
If a field is set to date format, the system date can automatically be filled in.
In addition to that the year, the week and the system date + n days can be set.

Hint:
The system time of a client must not differ more than 5 minutes from the server;
otherwise the server will refuse to check in the document.

Set to user name
This action automatically sets the user name including domain name.

Set to short user n ame
This action automatically sets the user name without domain name.

Set to machine name
If the computer name should be automatically indexed this action can be used.

Set to printed by
This action automatically sets the user who printed the document.

Set to printed on
This action automatically sets the date the document was printed on.

Content verification

Mandatory fields are marked with a red exclamation sign in WinClient. The
server will refuse to check in a document, which does not contain index in this
field.
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Empty not allowed

Document cannot be checked in, if field is empty. In Upload status display of
WinClient, an error message will appear and indicate which field must not be
empty.

Must be full

If this option is set, all characters of the specified length must be entered. If the
index entered does not meet the specified requirements, an error message
appears in Upload status.

Checksum algorithms

Checksums with different algorithms can be specified for different requirements.
The following types are implemented:

Checksum ISBN, Mod2 ,Mo0d10 ,Mod11 ,Mod11.1 ,Mod11.2 ,11-Check.

If a number is entered into this field, the content is checked using the relevant
algorithm and either accepts or refuses the index.

Duplicate index action

This function checks whether the same index information had already been
entered. One of the following actions can be taken:

Reject

If a document should be checked in with index information which is already
stored for another document, the server will refuse to check in the new
document. Only after the index is changed and does not already exist in the
cabinet, it can be checked in.

Append / Append after confirmation

Using one of these settings, a new document an index that already exists in the
cabinet database can be appended to this document. This can be done either
automatically or with user confirmation.

Append or new document

If a document should be checked in with index information which is already
stored for another document, the user is asked whether the document is to be
appended or a new document should be created.

Prepend / Prepend after confirmation

Using one of these settings, a new document with an index already existing in
the cabinet database can be prepended for this document. This can be done
either automatically or with user confirmation.

Prepend or new document

If a document should be checked in with index information which is already
stored for another document, the user is asked whether the document is to be
prepended or a new document should be created.

Replace / Replace after confirmation

If a document with the entered index already exists in the cabinet database, the
existing document can be replaced with the new document. This can be done
either automatically or with user confirmation.
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Replace or new docum ent

If a document should be checked in with index information which is already
stored for another document, the user is asked whether the document is to be
replaced or a new document should be created.

Hint:

If several index fields together should build a unique index, the confirmation
can lead to requests, which are not logical.

Consider this setting very carefully.

Field protection

If a field is protected, it is switched inactive for index entry during editing and
scanning.

In Revisions

If field protection is set for revisions, a new document can initially be indexed
and checked in. After check out, this particular field is inactive and cannot be
changed.

Always

This protection may for example be used in a field which has system date/time
set automatically. If a document is checked out and changed, it is protected
and not updated with the new system date/time.

Overlay for m emo fields

Overlays in memo fields are predefined forms to enter special texts to save
notes to documents as form. As overlay an excel document with protected
fields is used.

If an overlay is added to a memo field, it can be filled as a form in the WinClient.
Only the entries are saved in the database, not the whole form.

The overlays are not designed for an index search, because the values are
only visible in the form. If an overlay is assigned to a memo field the field is not
visible in the hitlist any longer, because the content cannot be shown directly in
an index field.

However the entered text from the overlay can be read by full text like in normal
index fields. The content of the forms can be searched in the full text with
AWord*o. To use the full text search full
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Preparing an overlay

A form for an overlay is realised with an Excel table. This Excel table contains
protected and non protected fields. The non protected fields are transferred into
the index field.

Hint:
How to protect fields can be found in the help file of Excel.
A short description to protect fields:

Choose fields in Excel table kK format cells (right click) Kk Choose Tab
fPr otkect i

Select the cell or cells that -@elul ssan¥Il no
the Format Cell s dial og bRemagve tlielcheckiarkt he Pr o
fromthelocked checkbox Y t hworksh&ktras Y protec
Now the fields, where the protection is unlocked, can be filled with entries.

Using in WinClient

To use the overlay Excel must be installed on the Client. If the form is opened
with a click on the index field (Tab Edit) and a text is entered, a different field
must be selected in the Excel table to the last entered field, before it is applied
with OK. The entries are saved in the sheet when the field is changed..

The changes must be applied with Asave c¢h:
form is close. The document is checked out and the changes are saved as
revision with the next check-in. If an index field is changed, a yellow
background of the index field will be noticed.

The overlay entries cannot be searched in the index field. If the full text is
configured, the entries can be found with the full text search.
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ODBC link

In order to connect a field with an ODBC link, a valid ODBC source must be
configured in Windows. See Kk ODBC Link

-

L Edit field properties (Hame)

General | Extended settings | [nput Template | Filkering

Extended attributes are uzed to make indexing faster and mare

AR IECUre.

Field attributes
Autamatic actions: Prezemve ™
Mumber of days:

Current counter value:

Content venfication: MNone
Duplicate index action: MNone
Field protection MNone

Owverlay [Memo only]

QDBLC link.
Marme: ODBC Link ™

Cancel

If a table is configured and the field assignments have been made, this field
can be connected with an ODBC link.

If this file is indexed in WinClient, a search is automatically performed in the
ODBC database. If a corresponding match is found in the ODBC link, the
connected fields in FileDirector are filled automatically with the information
found in ODBC.

This link offers a quick indexing possibility for several index fields, which belong
together and contain linked information. This can be a Customer No., where the
ODBC link automatically offers further information like name, address, Email,
etc.
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Hint:

An ODBC-source in a field can only be set if the field is mapped in the ODBC-
link.

If it it not mapped, the ODBC-source will not be available to select in the field.

When the same ODBC-Link is assigned to multiple fields a search for additional
field contents is started when the index is entered. However, the data structure
of each field in the ODBC-Source must be clear, or incorrect results may occur.

Example:
ODBC-table:
Costumer number Name City
(ODBC-Link in a field) (ODBC-Link in a field) (Only in ODBC-
configuration)
100 Peter Hamburg
200 Peter Duisburg
When entering in the field fi ¢ o0 srécordne r num

[200, Peter, Duisburg] is being displayed. When entering the field

ANamefA [ Peter],the data record that was f
Peter, Hamburg], because the name APeterod
Here the ODBC-Link should only be assigned to fields which can provide a

clear data record result.
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Input template

Using Input template manual index entering can be limited to correct
characters and format.

The template type can be selected between Simple and a Regular . A template
can only be configured if in tab General type if Custom template was selected.

-

" Create new field ()

General | Extended settings | [nput Template | Filering

lﬂ A input termplate can help bo minimize
mizzspeling of index entries.

Template type: Simple v
Template: 0-00000
Test hield: D_

With button a list with Valid Mask expression characters can be
displayed.

This window lists sections about simple templates and regular templates. If you
select Simple only the characters described in section Simple mask
characters can be used.

If template type is Regular characters from section Regular mask characters
are used.

Test field offers the possibility to check, if the template accepts the typed
characters.
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Valid mask expression characters

¥alid mask expression characters

driverzal characters
» Al following characters are in uppercase
< Al following characters are in lowercase
<r Mo case checking
/' Regional adjusted date separator
Fiegional adjusted time separator
$  Regional adjusted cumrency symbol

Simple mask characters

Fiequirez an alphabetic character
Permitz an alphabetic character
Fiequirez an alphanumeric character
Permitz an alphanumeric character
Fiequirez a character

Permits a character

Fiequirez a numeric character
Permits a numeric character

Permits a numeric character and '+' or '
The following character iz a liveral

~—Hwo o0 O I —

Regular maszk characters
. Permitz any character
[aeiou] Permitz ary character included in the list
[Taciou]  Permits any character not included in the list
[0-9a-f4-F]  The hyphen [-] can be used to specify character ranges

St tatches any word character. Same as [a-24-20-9]

b Matches any nomword character, Same as [Ta-z8-20-9]
hd tatches any decimal digit. Same as [0-3].

N[O Matches any nondecimal digit. Same as ["0-9).

Thesze symbolz reprezent repetitions of the abowe:

in} Specifies exactly n matches. E.g. [0-9152}
in. Specifies at least n matches. E.qg. [0-9){2.)

{rim} Specifies at least n, but not more than m, matches.
* Specifies zero or more matches, E.g. Sw® Same as (0.}
+ Specifies one or rmare matches. E.g. S+ Same az {1.1
? Specifies zero or one match, E.g. Ww? Same az {014

Cloze

156 | Fields

FileDirector 2.5



Filter (Security) *

Filters are part of the FileDirectorsecur ity concept. Filter
selection of documents for certain users and groups depending on the index
and the specified filter.

If a user performs a simple or extended search in WinClient, the resulting hitlist
is filtered according to the filter values specified.

If a filter value is specified for a user account, this user will only be able to
retrieve a document if index and filter value match in this field.

Hint:

If the filter field is connected to a wordlist only the comparison (reference) value
Aequal o (=) or Aunequal 06 (<>) (referanceloe wus ec
valuesareusedasfiequal 0.

e T

L Edit field properties {Scan Date)
General | Extended settings | Input Template | Filtering
W [ndex filkering allows ta restrict access to documents bazed on
index values.
Account Compare Filker walue Hide | Defaulk
server(l|administrator  * Field can... | [] [ ]
Add accounts ] [ Bemove accounts ]
[ 0k ] [ Cancel ]

Add accounts
Click to Add account and select the relevant account which should use filtering.
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Compare

In column AComparefia comparing operator must be specified, which compares
index and filter values:

* If the character string specified is part of the index, the document can
be retrieved.

= A user can only retrieve this document, if only this character string is
stored in the index field.

> Greater than a specific number

>= Greater or equal to a specific number
< Smaller than a specific number

<= Smaller o equal to a specific number
<> Unequal

Variabl e

With the option fv a r i adcéduetsi can be set which are named during the
working process. To configure, the the fields must be the correct value for the
variable like account name, full name of the user or the email address.

Example:

The filter field contains the email addresses of the FileDirector users. These

email addresses must exist in the list of the users and groups. The logged in

user should only see the documents with its own email address.

In thiscase youcanusetheent ry ACur-mant )ésaend( Eet the
beifield contento. Now the content of t he
address of the current logged in user.

For the other entries AAccountsimiladyr AFul | n
Filter value
In the example above the filterwas setto® 3fA. | f you set a filte

the length of the text is not longer than the characters of a field.
At the beginning the filter value is automatically set to the account name. The
user will only see their own data.

Hide

When fHide 0 is checked, the relevant index field is not displayed in the control
panel and in the hitlist when using the relevant account.
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Hide index fields without filter value

If Hide is selected for an account without specifying a filter value, this account
is able to retrieve all documents, but the specific index field is hidden in
WinClient for this account.

Default

If Default is checked when a document is checked in, the index field is
automatically filled with this value.

Example:

Entry in the filter field:

Account Compare Filter Hide Default
value

spielberg\administrator = 111 W wW

spielberg\agents > 111 W A

The user spielberg\a d mi n i swillsea albdatd which contains the string

1110 i n t hehisfuded cteates arfd icreedkslthe datd in, the value

Al1110 is automat i c aldsyiftisedidgld wasnothitidenandn d e x f i
the user entered another value.

The user \d@admi eil bamnattsea the field in his WinClient

interface.

Inthe background the index fielfthisuser al way:
searches for document, he can only find the documents with this string in the

index field.

The users of the group fagenablsehigherdhan see al
111 in the filter field. He wo n 6 tthatnhe tocuenents are filtered, because

the filter field is hidden. If the user created a document, the filter field is not

filled with a value. If it is a user who just search and who does not check

documents in, it is not necessary to set a filter as the value is only set during

check-in.

AND/OR Relation filters

a) If in ONE index field several entries are configured for one user, these filter
entries are related to OR.

In order for several entries to one user to be connected with AND in an index
field, the following entry can be added to the web.config:

<!-- FDServer.FieldFilterSetToAND: 0 = ODER, 1 = AND -->
<add key="FDServer.FieldFilterSetToAND" value="1" />

b) If one user filters in DIFFERENT fields are configured, these fields are
related to AND or OR - depending on the settings in the web.config.
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If the entry is not in the web.config. A ND A i1 sa default enfys

Example 1:

Configuration in the file web.config (AND Relation):

<l-- FDServer.CombineSearchFieldsWithOR: 0 = AND, 1 = OR -->
<add key="FDServer.CombineSearchFieldsWithOR" value="0" />

A user is to be allowed to see a document only if two fields contain a certain

value. Configure each filter with the appropriate field for the user. Because the

fiter i s in thisANDasethel atsed tec @ll owed to
not until BOTH fields are applied.

Example 2:

Configuration in the file web.config (OR Relation):

<l-- FDServer.CombineSearchFieldsWithOR: 0 = AND, 1 = OR -->
<add key="FDServer.CombineSearchFieldsWithOR" value="1" />

A user is to be allowed to see a document only if one of two fields contain a
certain value.

Configure each filter with the appropriate field for the user. As the filters are
rel at ©ORb ttoh el us er eestheadcumenyié GNE bfdhe Belds is
applied.
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Document types

In a FileDirector cabinet, documents are organised and filed in document types.
Since each document type can be configured individually, it can specifically be
modified to the customers workflow requirements.

FileDirector allows an unlimited number of document types to be created in a
cabinet. These document types can be changed, amended or deleted at
anytime.

New document type

sl
fj

When Clicking to button New in node Document type of a cabinet, a dialogue
window for document type creation and properties will open. Node Document
type must be selected in the left part of FileDirector Enterprise manager
window.

Properties of the node document types

After sB8dcweitgydi oy fihe node document types
alias name for the description fidocument
Document type alias [
Aliaz:

] l[ Cancel

Duplicate Document type

T3

Existing Document types of a cabinet can be duplicated. Select the item to be
duplicated and click to button Duplicate item in the toolbar. A new document
type will appear in the list of document types, which carries the same name
with an added numbering behind the original document type name. This
document type has exactly the same properties as the original. If necessary,
the new document type can be changed by selecting Properties in context
menu (right mouse button).
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General

In tab General the name and the storage pool must be specified. A description
text for this document type can be entered in description. The description would
be displayed in a tool tip in WinClient, when the mouse cursor stays on the
document type name. In this way a user can promptly achieve information
about the document type used.

General | Fields | Fetention setings | S ecurity

Zx & document tepe is used o categonize documents [e.g.
Invoices, Delivery notez, ete. .. ]

Sethings

Dizplay name: Irvoices

Dezcription: Outgoing lnvoices

Storage pool; Default pool w
[niziude i full kext OCR reading ]
Aocept zighed docs only ]

ID: ecelalkf

Storage pool of document type

Image data is saved in the storage pool. The SQL database cabinet only
carries index information only. By default a directory filedirector.data is
created during installation. The account fd-server must have full control of this
directory.

Basic configuration

The basic configuration of storage pools is specified under section Kk __Storage

pools.
The storage pools configured can be assigned here.
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Use as mailbox

A document type can be specified as Mailbox , if you tick the relevant checkbox
Use as mailbox . Revisions are not created and stored in this document type,
when this option is selected.

This setting is useful, if changes after check in should not be saved as a
revision. An example could be the incoming mail that was scanned initially.
Annotations can be set without storing a revision each time. After distributing
and working on the incoming mails, they are finally stored in document types
which create revisions.

This setting can only be done while creating the document type. Once the
document type has been created, it cannot be changed.

Include in full text OCR reading

The document types can be set for full text reading individually. If a full text
scheduler is configured, it works on the document types specified for full text
reading.

For configuration of full text search: see K _Full text scheduler

Hint:
If the scheduler is introduced, after documents have been archived, they are
also processed by full text reading.

Hint for full text recognition of pdf-documents:

You must distinguish between the pdf-files. There are editable and non-editable
pdf-files. Non-editable pdf-files could be e.g. tif-files converted into pdf-format.
These files are not unpacked during a full text recognition and therefore not
read full text. Only editable pdf-file can be read full text, whereas these files
must not be compressed or encrypted.

Perform instant OCR reading

If this option is checked, full text reading is immediately performed on a
document after Check In on the server. For each Check In of a new document
the OCR engine must be started. This can result in delays and reduced
performance of the system during check in.

Hint:

A full text search can only be successful when the scheduler has been
executed, which fills the full text index in SQL server.

See ¥ Setup SQL Server for full text reading

Accept signed docs only

If only signed documents are to be check in to the document type this option
must be set. For documents which are checked in by a user in the WinClient,
the user needs a signature which must be provided by the administrator. The
user must load the signature from the WinClientmenuExt r as Y .Theti ons
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user must load his signature to ensure documents will be checked in with the
signature in this document type.

If a scheduler is configured to check in documents in a document type which
only allows signed documents, the certificate must be loaded to the FileDirector
Server. K see server certificate.

Document type 1D

The document type ID is needed to narrow down database search requests to
the documents of a certain document type. The ID denotes the unique number
under which a document type is stored.

Fields of a document type

In tab Fields select the required fields for storage and description of the
documents from the total pool of fields created. Clicking Add, displays the list of
available index fields for selections.

Once fields are created, they can be used in several document types. In this
case a search can be performed over more than one document type.

The fields are displayed in WinClient in the order which is specified in the
document type setup.

A new field is appended to the list, when a field is removed, the next fields
move up one position. The fields ca
and Dropo6. Sel efcmousa bufton and ohqve tiperretegast fidldeo
the new position.
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General | Figld: | Retention settings | Securiy

A Here you can select and presort the fields for this
| documernt tupe.

M ame D escription

Customerd o
Mame
|vaicem a.
Department
(Global Counter

Extended setting on Document Type level
For index fields extended properties can be set, for example fEmpty not

all oweif@t ot o system
creating the fields see Kk _Extended settings.

dat e/ ti

me A . These

The setting specified is a general setting which is valid for all document types.
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[ hy

Estended settings

b Extended attributes are uzed to make indexing faster and mare
==l gecure,
Field attributes
Autormatic actions: Usze default settings W

MHumber of days:

Current counter walue:

Content verification; Use default ettings v
Duplicate index action: Jze default zettings v
Field pratection Use default ettings v
Overlay [Mema anly) Mone V_E]
ODEL link

M arme:; Idze default settings v
Femaord list

M arme:; Idze default settings v
s for filing spstent: (=]
Allove manually wped input; (=]
Allows multiple selection: (=]

Cancel

The extended settings of each field can be changed individually for each
document type by clicking the properties of a field in a document type (double
click or right mouse button i Properties) and change the setting there, they are
different from the general settings. As default value, the general settings are
specified. The field list to each document type displayed in the right part of the
Enterprise Manager window displays the actual extended settings.

On this level you can define the keyword lists to provide different keyword lists
for a single keyword field in different document types.

You can also define whether the keyword field should be used for the filing
system, a manually typed input is allowed or a multiple selection is provided.
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Setup retention control in document type

With retention control a defined time can be specified for older documents to be
removed automatically or from the system or to be sent to a defined process.
Retention control can be set individually for each document type. In order to
start the configured actions, once the configured time is elapsed; the retention
control must be activated and be controlled by a scheduler. The retention
actions are carried out for all the document types used.

See k__Retention control when setting up schedulers.

During configuration the base date for the calculation, the documents lifetime
and the action to be taken after the documents lifetime is expired must be

configured.

Date based on:

Document open date

The first archiving date of a document

Last modification date

This is the date of the last revision

Last used date

Date when a page of the document was
displayed for the last time (when it was
downloaded to the local cache of a user)

Index field

Here a date index field can be selected.
All available date fields of the selected
document type are listed.

Offset ( months , days)

This setting can be configured in months and days. When these elapse,

retention control is carried out.

Expiration action

Process If processes are defined, the documents can be
sent to a process.

Export Copies document data (stored in
\filedirector.data) into a specified directory
(copy).

Index data in SQL database remain for retrieval.

Export and delete

Moves document data (from \filedirector.data)
into a defined directory (move).
Index data in SQL database remain for retrieval.

Export and destroy

Moves document data (from \filedirector.data)
into a defined directory (move) and deletes index
data from SQL database.
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Destroy Deletes document data (in filedirector.data) on
hard disk and index data in SQL database.

Example for sending documents to a process which should present the
document again:

General | Fields | Retention settings | Securiy
& Retention control iz uzed to determine document lfetine
E and expiration actions.

Activate retention contral;

Default zettings

Date bazed on: Document open date L
Index field:

Period in months: B

Ewpiration action; Frocess

Process: R ezubrmizzion

Ewport to:

Cancel
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Example of an export of document images to a directory:

General | Fields | Retention settings | Securiy
% Retention control iz uzed to determing document lifetine
E and expiration actions.

Activate retention control;

Default zettings

Date bazed on: D ocument open date w
Index field:

Feriod in manths: B

Expiration action: E wport o
Frocess:

Expart to: C:AEwpart B

(]S ] [ Cancel

Export and retrieval of data on

If data is exported to a defined directory, an empty file is being created in this
directory with media ID in file name. (File name: date and exact time, for
example: FD 2005-01-17T17_03_48.096.mid) together with the data directory
of the cabinet. This file must be copied to CD in order to make correct retrieval
from CD possible.

In SQL database this media ID is stored to the relevant exported documents.

Attention: If option fDestroyf is set, the documents are finally deleted and
cannot be retrieved any longer.

In order to retrieve documents from index data still present in SQL database,
the CD drive must be specified as an alternative storage pool. If a document is
searched, first the default storage pool and then storage locations according to
their priority are searched. Then the search is spread on the *.MID files stored
in the SQL database. If the CD drive was specified as an alternative storage
pool, the CD with the relevant media ID must be inserted. If it s not present, a
message is displayed, and the system prompts for the correct CD to be
inserted.
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It is necessary to label the CDs with the correct media ID.

Hint:
When using Oracle as a database server, the file name of the *.mid file is not
specified including the thousands of a second.

Security overview for all document types of a
cabinet
Sel ecteaqwr iy o of the node document types

overview about all document types and their security setting of the selected
cabinet is created.

-

—= Document types security (Stresstest)

I1zer and group names

ﬁ filedirectorfd-admirs

ﬁ filedirectorifd-scan-named
ﬁ gerver01shd-admins

ﬁ gerverdl\id-scan

[ Shaw rights far... ] Add ] [ Remove

Rights for ...

filedirectarhfd-adminz

(B3]

L2

(]
Coug_Filker
Invaoice

Micht erkannt
Postkorb 1 -

Members | Member Of
ﬁ filedirectarhadmin

ok l [ LCancel
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It is easy to setup the right for the document types by selecting the document
types with the mouse.
By holding the Ctrl or shift key and selecting the fields with the mouse it is
possible to select and change multiple fields at once by using the space key

after selecting.

In the lower part of the window the group membership of the selected user is
displayed or the members of the selected group.

[

Showw rights for....

Through
show the rights on document type level for a group or
user. Multiple selection with Ctrl or shift is possible as

well.

t he

-~

—= Document types security (filedirector\fd-scan-named o... E

Rightz far ...

4

filedirectorifd-zcan-named

M

4%

bz

O3

Doug_Filker

Invaice

Micht erkannt

Postkorb 1

Postkorb 2

Paostkarh 3

Postkorh 4

Postkorb 5 Anhang

Postkorb & Anhang

Prepend

Rechnungen

Members | b ember I:If|

ﬂ filedirectarithomaz

LCloze

b ut t o nitisfp&shildewo
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Security on document type | evel

On tab Security , individual access profiles for the relevant document type can
be configured. When clicking to Add, a list of the available users and groups
are displayed for selection. For each user and group the access rights can be
specified in the lower part of the window by checking boxes Allow or Deny.
Using Remove button, the selected entry can be removed from the list.

Edit document type - Invoice =

General | Fields | Retention settings | Securty | Views
I1zer and group names

ﬁ zerverll vfd-admins
ﬁ gerverdl \thomas

Rights for . [ Add ] [ Remove ]
seryer01yfd-admins Allc Dery

=] Cl
Create |:| |:|
Delete (=] ]
Modify (=] F
Wigw [=] Fi
Download (=] ]
Download revisions (=] ]
hange annokations [=] ]
Scan m] O
Edit (=] ]
Print (=] ]

Cancel

Generally all rights specified on cabinet level are automatically inherited to
document type level. If a new user or group is added by clicking Add, the
inherited rights (squares) are displayed after clicking OK and redisplaying this
window.

For granting access rights, the user must be specified on cabinet level because
the user must be able to see the relevant cabinet to work with it. On document
type level a denial of rights can be configured. In order to explicitly deny rights,
the check box should be set to Deny, the removal of the relevant tick is not
sufficient.

The properties of the rights are similar to the rights on cabinet level.

See k__Rights on cabinet level.
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Specify rights on document level

If a user has full control on document type level, he is able to specify individual
rights for single documents directly in WinClient.

See: kK User Manual: WinClient Rights on document level

Rights on document types

The access right system is built hierarchically so that access rights on cabinets
are inherited to the document types of that cabinet. Deny always has a higher
priority than Allow.

If rights should be allowed or denied, the relevant check box Allow or Deny
should explicitly be checked. If only the tick is removed, the relevant group
rights or inherited rights are automatically used.

Full access

Allows the user to allow or deny rights. Ensure that the administrator user for
FileDirector has full control.

If this right was denied, the administrative user cannot change access rights.

Hint:
If group FD-admins is deleted, it is automatically recreated with all rights after
restart.

Create

|l f ACreatein i s denied for a user, he may ¢
they cannot be checked into the server. This is only important for the creation

of new documents.

Amending pages or changing of a document is not denied when this option is

denied.

Delete

If deleting is denied, the user may not delete documents already checked into
the server.

Documents on the local and personal list may be deleted.

Hint:
Deleting a document on the server does neither delete the index record nor the
data i tself. The document i s marked as del et

then not listed in the hit list any longer.

Modify
If this option is denied, check out of archived documents is not possible.
Modifying of new documents on the local list and check in afterwards is allowed.

View

If view is denied for a cabinet, the cabinet is not displayed in the cabinet list and
cannot be selected for opening.
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Download

| f ADownl oadin i s denied, the index infor me
and displayed, but the relevant pages are not displayed, because downloading

these documents to the local list is forbidden. Changing of index is not possible.

Hint:

With these options the control and configuration of the local cache is important!

If standard authentication is used, the security may not be sufficient, if users

with different rights in FileDirector work on the same PC.

See ¥ Automatic Login using Windows authentication

Download revisions

I f ADownl oad r e\aiusercanmoshidisplay thellaestirevision of

the document, he is not able to view older revisions.

Change annotations

Annotations stored on a page cannot be changed, if this right is denied to a

user.

With this setting, parts of a page can be hidden for certain user or groups.

Scan

I f this right is denied, the user has no s
completely hidden.

Edit

I f AEditA i s denied, tab AEditA is compl et
for this user or group.

Print

fAPrinto is not all owed, the printing opti

are not accessible for this user or group.

Views on document typ e

Within the tab Views it is possible to define individual settings for users and
groups for the fields in the control box and the hit list in WinClient for a

document type.

These settingscanbe def i ned for the

t abs

i Sear chin

Additionally, the views for shown index fields of the control box and the hit list

can be setup individually.

Setup views on document type level

Navigate to the node of a document type in a cabinet and select the properties

of the document the views should be set up for.

Select the tab views in the properties window of the document type.
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In the upper section of the viewtabAJs er and g r thauysersraadhoe s i
groups can be added removed or the settings of a previously set-up group or
user can be copied.

Adds a user or a group to views.

Copies the settings of a selected, previously set-up
group to new user or group added to the view.

Deletes a user or group from views.

he | ower section is wused for the setting
Edit/ Scano.

The setting could be defined separately for the index fields in the control box

and the hit list.

T
A

Hint:
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